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Introduction

Measured in lives and dollars, government reactions to terrorism
often impose greater costs on the societies attacked than terror
attacks themselves. Overreaction does the work of terrorism. Igno-
rance of this cardinal fact is why U.S. counterterrorism policy is
failing.

As we approach nearly a decade of aggressive U.S. government
action, the results that counterterrorism policy should seek still elude
us. Americans are neither as secure as they should be, nor do they
feel that their lives and liberties are well protected.

Instead, terrorism is very much with us. Though they pale in
comparison to 9/11, new attacks, both successful and failed, remind
us that terrorists seek ways to harm us. And the nation’s politics
remain in thrall to the specter of terrorism. Rather than dispassion-
ately addressing true threats, our national leaders often hype implau-
sible threats and jockey for political advantage in anticipation of
terrorist strikes.

This struggle to address terrorism exists for good reason: Policy-
makers, the media, and the public lack a strategic understanding
of terrorism. And they lack awareness of appropriate, strategic
responses to it.

This book contains the dispassionate, analytical thinking about
terrorism so needed if the United States is going to develop success-
ful counterterrorism policies. It aims to foster new understanding
and new approaches to terrorism that center on resisting overreac-
tion. By addressing terrorism forthrightly and confidently, we can
take control of our security, drain power from terrorism, and make
it ineffective.

The first step in a conventional account of strategic counterterror-
ism is to understand its practitioners. Terrorists have motivations,
there is a strategic logic to their actions, and examining these things
can reveal strategies that frustrate and dissipate their efforts.

But we begin with a chapter highlighting the goal of counterterror-
ism. “[T]he best way to formulate grand strategy,” begins U.S.



TERRORIZING OURSELVES

National War College professor of strategy Audrey Kurth Cronin
in her chapter, “Defeating al Qaeda,” “is to look beyond the war to
the nature of the peace.”

In many ways, terrorism draws power from the state, turning
state power toward the accomplishment of terrorists’ aims. Aware
of the gifts overreaction gives terrorists, Cronin illustrates how states
can deny terrorism the oxygen and nutrients that sustain it. She
explores the seven patterns by which terrorist groups meet their
demise.

Of course, deepening our understanding of how terrorism arises
will enable us to counter it earlier and better. James Forest, director
of terrorism studies and associate professor at the United States
Military Academy, investigates terrorism’s roots in his chapter, “Ter-
rorism as a Product of Choices and Perceptions.” Along with activi-
ties aimed at weakening terrorist groups and ameliorating the condi-
tions that spawn or justify terrorism, Forest argues, strategic commu-
nication, public diplomacy, and counterideology are leading
elements of a robust counterterrorism strategy.

Mia Bloom, associate professor at Penn State’s Schools of Interna-
tional Studies and Women’s Studies and a fellow at Penn State’s
International Center for the Study of Terrorism, similarly explores
inchoate terrorism. In her chapter, “Are There ‘Root Causes’ for
Terrorist Support? Revisiting the Debate on Poverty, Education, and
Terrorism,” Bloom takes a fresh look at old assumptions and at
recent analyses of what may “cause” terrorism.

The links that analysts have sought between socioeconomic condi-
tions, political grievances, and terrorism exist, though they may
better be thought of as soil in which terrorism can grow. And Bloom’s
chapter serves as a warning against overreliance on external condi-
tions as causes of terrorism. “[A] focus on external influences on
behavior robs the individual of agency; specifically of choosing to
engage in terrorism.” From whatever background circumstances,
many individuals may choose terrorism because they perceive it as
a way to expand their influence and power—similar, perhaps, to
the way an arsonist thrills at watching the destructive fire he set.
For others, overreaction advances articulated organizational goals—
imposing costs on the victim state, for example, or promoting the
cause of a terrorist group to key audiences. Denying terrorists such
gratification is a way to mute the attractiveness of terror tactics.
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Introduction

One way of thinking about overreaction is to divide it into catego-
ries, common forms of error that make gifts to terrorists and advance
their goals:

® Waste of Blood and Treasure: Terrorist attacks—or well-placed
threats of attack—can prompt victim states to waste their own
resources, both the blood of their soldiers when they go to war
and the wealth of their people when countermeasures cost more
than they provide in security.

® Recruitment and Sympathy Gains: A strong power victimized
by terrorism is likely to do violence or take other responses that
engender sympathy for terrorists’ causes and aid their recruiting
and support.

® Delegitimization: Terrorism can cause victim states to come
loose from their ideological moorings, reducing their credibility
and authority with various audiences. A state claiming a liberal,
tolerant credo, for example, may appear hypocritical to allies
and domestic constituencies alike when its response to terrorism
appears illiberal and intolerant.

War making, of course, is the response to terrorism most likely
to expend the most blood and treasure. War is also the most likely
to drive support to terrorism, and the most likely to draw a state’s
moral authority into question. Paul Pillar, professor of security stud-
ies at Georgetown University, and Christopher Preble, the Cato
Institute’s director of foreign policy studies, look at military
responses to terrorism in their chapter, “Don’t You Know There’s a
War On? Assessing the Military’s Role in Counterterrorism.”

Obviously, military force is a powerful tool, for good or ill. The
“potential effect on terrorist capabilities is immediate and unquali-
fied,” they observe, though they find that the “limitations and draw-
backs of using the military are more numerous and collectively quite
substantial.”

Their chapter also examines the role of the word “war” in the
terminology of counterterrorism. The phrase “war on terror” incor-
rectly implies that the military is the leading instrument of our
counterterrorism efforts, they say, and that counterterrorism has a
definite beginning and end. The war frame can also cause us to
“conflate the disparate threats posed by terrorist organizations,” they
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TERRORIZING OURSELVES

argue. It “plays into the terrorists’ own rhetoric that the West is
engaged in a war against Islam.”

James Lewis of the Center for Strategic and International Studies
recognizes and reaffirms the importance of knowing what counter-
terrorism activities communicate in his strategy-oriented chapter,
“Assessing Counterterrorism, Homeland Security, and Risk.” “For
the United States,” he writes, “the most important political aspect
of counterterrorism is not reform or development overseas but the
political message it conveys through its actions.”

Given states’ predilection toward overreaction, Lewis argues that
the central challenge in homeland security is risk assessment. Terror-
ism invites the spending of enormous sums to secure every potential
target against every conceivable vector of attack. Terrorism works
its will as public accounts drain and valuable economic functions
such as international trade slow down.

Ohio State University professor John Mueller provides a dose of
the clinical, green-eyeshade work that should imbue counterterror-
ism in his chapter, “Assessing Measures Designed to Protect the
Homeland.” Mueller holds the calculus of defensive overreaction
up to the light: Targets are essentially infinite and interchangeable,
meaning that securing any one of them transfers risk to the next
one. Accordingly, most target-protective security measures add little
or nothing to national security.

Among his recommendations is to consider the negative effects
of protection measures—not only costs but inconvenience, enhance-
ment of fear, negative economic effects, and reduction of liberties.
Mueller cites a study suggesting that armed guards, high walls, and
barbed wire, which reduce fear in the context of crime, actually
increase fear in the context of terrorism—*“exactly the negative emo-
tional effect terrorists themselves hope to induce.”

Veronique de Rugy, senior research fellow at the Mercatus Center
at George Mason University, continues with this theme in her chap-
ter, “The Economics of Homeland Security,” by analyzing homeland
security spending. “Homeland security should be about wise
choices, not just increased spending,” she says as she begins her
walk through the economic problems involved in finding optimal
security levels. For example, de Rugy shows how public choice
economics explains why political actors pursuing their parochial
interests promote collective overreaction—excess security spending
that harms the country.

4
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When policymakers engage in such behavior, they often cite the
threat of “WMDs”—weapons of mass destruction—a chief driver
of terror concerns. Chapters on nuclear terrorism and bioterrorism
assert that terrorist use of such weapons is not near at hand, contrary
to what we often hear.

In “The Atomic Terrorist?,” John Mueller examines the likelihood
that terrorists could access and deploy a nuclear weapon. States
with the wherewithal to build nuclear weapons have strong self-
preservation-based incentives not to give them to terrorists; if “loose
nukes” ever existed, they have deteriorated into “radioactive scrap
metal”; building a bomb of one’s own requires facilities and engineer-
ing prowess beyond the wherewithal of most nation-states. Stateless
actors are even less capable. These facts make the risk of nuclear
terrorism vanishingly small.

Milton Leitenberg, senior research scholar at the University of
Maryland’s Center for International and Security Studies, similarly
takes on bioterrorism and bioweapons in his chapter, “Assessing
the Threat of Bioterrorism.” Examining state biological weapons
programs, bioweapons proliferation, state assistance to nonstate
actors, and efforts to develop biological agents or weapons by terror-
ists, he finds, among other things, that “exaggeration, propaganda,
and alarmism about [bioweapons] are counterproductive, inducing
interest by nonstate actors in precisely the kinds of activities that
the United States would like to prevent and generating a dangerous
set of overreactions at home.”

Even a small chance of mass casualties deserves protective mea-
sures, and neither Mueller nor Leitenberg dismiss threats as nonexis-
tent. The job is to find the security measures that cost-effectively
address genuine threats. Protective measures should not be prem-
ised on terrorists’ intentions or on theoretical possibilities or worst-
case scenarios. They should focus instead on the likelihood that
terrorists can access and deploy any particular weapon.

With this knowledge available to the public and policymakers,
why would fear so dominate and our public policies be so inclined
toward overreaction? Ben Friedman of the Cato Institute answers
this question in his chapter, “Managing Fear: The Politics of Home-
land Security.”

“Americans want more homeland security than they need,” writes
Cato’s research fellow in defense and homeland security studies, for
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two reasons. “[CJognitive biases cause people to worry more about
terrorists than they should,” says Friedman, and “U.S. citizens’ infor-
mation about terrorism comes largely from politicians and govern-
ment organizations with an interest in reinforcing excessive fears.”

Counterterrorism policies that fail cost-benefit analysis—overre-
actions—are good politics. “Overreaction is then highly probable
for the foreseeable future,” he predicts.

Is this our fate? A cycle in which terror attacks draw overreactions,
which draw further terror attacks against a progressively weaker,
more terrorized, and more overreactive nation? It doesn’t have to be.

“[1]f analysts attack overwrought statements, their authors might
think twice about fearmongering,” says Friedman. The Department
of Homeland Security should think of itself “not just as a risk man-
ager but also as a fear manager.”

Communications policies around terrorism are an essential tool
in the fight against overreaction, and against terrorism itself. Control-
ling excessive responses can control the effect of terrorism, reduce
its utility to terrorists, and ultimately help reduce terrorist incidents.

The final two chapters begin to answer the call for better terrorism
communications. In a chapter titled “The Impact of Fear on Public
Thinking about Counterterrorism Policy: Implications for Communi-
cators,” Priscilla Lewis, codirector of the U.S. in the World Initiative,
presents research conducted for her organization by the Topos
Partnership.

“By understanding how fear affects public thinking and by learn-
ing how to counter some of fear’s negative effects,” she writes, “influ-
ential communicators may be able to help prevent strong public
emotions from being channeled in unconstructive directions.” She
presents a variety of perspectives on fear’s influence, with specific
recommendations for communicators.

William Burns’s concluding chapter, “Communicating about
Threat: Toward a Resilient Response to Terrorism,” is written in
the same vein. Burns, a research scientist at Decision Research, a
nonprofit organization that investigates human judgment, decision-
making, and risk, discusses the factors that influence fear in
communities.

Fear is often amplified as people communicate about attacks, but
fear can be mitigated if the public has good base-line information
and if natural community coping mechanisms are allowed to oper-
ate. Burns prescribes a model for devising communications about
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specific threats like a “dirty bomb” (exploded radioactive material).
Subject-matter experts should collaborate with researchers in
advance to survey public understanding and to devise messages
that are factually informative and that give the public a sense of
control. This approach can dissipate the frustrating and terrifying
effects of ignorance.

Communications policies that suppress instinctive fears and over-
reactions to terrorism are not a substitute for direct counterterrorism
activities, of course. Infiltrating terror cells, disrupting terror net-
works, frustrating planning, and interdicting attackers are all essen-
tial activities. Communicating soundly about terrorism is a policy
that, in calming public debate about terrorism, will draw support
to programs and activities that directly and effectively address ter-
rorism. It will foster the worldwide sense that such programs and
activities are balanced, just, and fair. This is an essential element of
counterterrorism; terrorists benefit from the perception that they
fight an unjust actor.

If it has taken nearly a decade to discover that cool, phlegmatic
counterterrorism meets the challenge of terror, so be it. The flawed,
reactive approach that began on 9/11 and that largely continues
today is often counterproductive, and it should be abandoned.

U.S. counterterrorism policy must be recentered on the idea that
overreaction does most of the work of terrorism. Instead of exalting
and fearing remotely possible—or impossible—threats, the nation
should address real threats steadfastly and confidently. The new
world of globalized communications will convey this confidence
quickly, showing would-be terrorists that terrorism cannot be
successful.

The alternative is more of the same: spending huge sums on
dubious security measures, shedding liberties, and sacrificing Amer-
ican lives to attack overhyped threats. The danger of terrorism is
real, but so is the danger of excessive reaction to it. Instead of
indulging fear and overreaction, we must stop terrorizing ourselves.






1. Defeating al Qaeda
Audrey Kurth Cronin'

More than 50 years ago, Basil Liddell Hart observed that the best
way to formulate grand strategy is to look beyond the war to the
nature of the peace. In the same way, the United States can look
beyond the international terrorist campaign inspired by al Qaeda,
beyond the short-term steps the West has embarked on to answer
it, and toward a broader vision of how it will end.

The United States is learning from hard experience that under-
standing war termination is more important than dissecting the
causes of war. Similarly, the processes by which terrorist groups
end hold within them the best insights into which strategies succeed
and which fail, and why. Thinking about the end is crucial, not just
because it provides a new perspective on what al Qaeda is doing
but because it provides a much-needed, fresh framework for what
the United States and its allies are doing. Studying how terrorism
ends is the best way to inoculate society against the strategies of
terrorism, avoid a dysfunctional action/reaction dynamic, reframe
counterterrorism, and know what it means to win.

Objective research demonstrates that many common assumptions
about the endings of terrorist campaigns are wrong—or at least
incomplete and misleading. An analytical framework for how terror-
ist campaigns have actually ended sets forth the core elements of a
comprehensive counterstrategy for hastening the end of al Qaeda
and its associates.

The Strategies of Terrorism

There are five classic strategies of terrorism, and understanding
them is essential to devising an effective counterstrategy. These
strategies—compellence, provocation, polarization, mobilization,
and delegitimization—are not mutually exclusive. Three of them
are strategies of leverage that seek to draw enough power from the
nation-state to accomplish terrorists’ aims. What a government does
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in response is at the core of their efficacy. Unfortunately, democracies
with a Western strategic tradition have particular difficulty under-
standing them, not to mention constructing an effective strategy to
respond to them.

The first time-honored strategy is compellence. Compellence is the
use of threats to influence another actor to stop doing an unwanted
behavior or to start doing something a group wants it to do. Terror-
ism has been used in support of many causes, but targeted govern-
ments naturally tend to assume that the goal is compellence. Fitting
terrorist group activity into the same mental framework used for
state activity is instinctual, and sometimes it is appropriate. For
example, terrorists may try to force states to withdraw from foreign
commitments through a strategy of punishment and attrition, mak-
ing the commitments so painful that the government will abandon
them. And at times, this approach has appeared to work. Examples
include the U.S. and French withdrawals from Lebanon in 1983, the
U.S. withdrawal from Somalia in 1993, and the Israeli withdrawal
from Lebanon in 2000.

Some see terrorism in Iraq as a foreign-inspired plan to force the
United States to depart both Iraq and the region.? Many also argue
that terrorism succeeded in the 2004 bombings in Madrid, leading
to a change of government in Spain and the withdrawal of troops
from Iraq. Of course, this is an oversimplification in each case. But
terrorism is meant to oversimplify complex situations: the interpreta-
tion is persuasive to many audiences, not least those in the West,
and that is a major reason why it is put forth on the Internet and
over the airwaves.

Compellence targets a state’s policy and tries to change it. Given
their 20th-century experience with air power and nuclear deterrence
theory, Western policymakers and strategic thinkers find the logic
comfortably familiar. As a result, they tend to focus exclusively on
compellence, blinding themselves to the other typical strategies of
terrorism and their practical implications. Groups that rely primarily
on terrorism do not have the luxury of behaving as if they were
small states. In formulating an effective counterstrategy, this state-
centered mindset is not a promising way to end terrorism.

Instead, we must be cognizant of the other strategies that terrorists
have used, especially strategies of leverage. Strategies of leverage
go beyond the dichotomous, state-versus-interloper models that are

10
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so ingrained in the Western strategic mindset. The relevant actors
instead are a kind of triad of state, opposing group, and audience.
This turns traditional ends/ways/means formulations of strategy
on their head: in terrorism, strategy is not just the linear application
of means to ends because the reactions of other actors and audiences
can be a group’s means, ends, or both.

Strategies of leverage come in three forms.® The first, provocation,
tries to force a state to react, to do something—not necessarily to
undertake a specific policy but to engage in vigorous action that
works against its interests. The Russian group Narodnaya Volya,
for example, had provocation at the heart of its strategy, a firmly
established purpose for terrorism during the 19th century. Narod-
naya Volya attacked representatives of the czarist regime, seeking
to provoke a brutal state response and inspire a peasant uprising.
More recent cases of provocation include the Basque group ETA’s
early strategy in Spain, the Sandinista National Liberation Front’s
strategy in Nicaragua, and the FLN'’s early strategy in Algeria.

Provocation is a difficult strategy to apply effectively, because
terrorist groups often cause a state to behave in unforeseen or erratic
ways. A terrorist attack may provoke a government into unwise or
emotion-driven action that serves no one’s interests. This is what
happened with the outbreak of World War I, for example. The assas-
sination of Archduke Franz Ferdinand was in itself an unimportant
act. Assassinations had been endemic in the West for decades, includ-
ing the assassinations of the Russian czar, the French president, the
Spanish prime minister, the Italian king, and, in 1901, U.S. President
McKinley, among others. But because of conditions in place at the
time, not least Austro-Hungarian paranoia about Serbian national-
ism, the act had huge implications. Gavril Princip, the consumptive
19-year-old who pulled the trigger, never meant to set off a world
war and was utterly bewildered by the global conflagration that
followed. Terrorism on its own is comparatively insignificant, but
when it provokes a state, it can be a catalyst that indirectly kills
millions. In this case, terrorist activity “ended” when it set off a
cascade of state actions that resulted in a long and bloody war.

The next strategy of leverage is polarization, which tries to divide
and delegitimize a government. Terrorist attacks affect the domestic
politics of a state, often driving regimes sharply to the right and
forcing populations to choose between the terrorist cause and brutal
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state repression. The goal is to pry divided populations further
apart, fragmenting societies to the point at which it is impossible to
maintain a moderate middle within a functioning state.

Polarization is a particularly attractive strategy against democra-
cies, and it appeared regularly during the 20th century. But like the
strategy of provocation, it often results in unintended consequences.
Examples include the Tamil Tigers in Sri Lanka and the Provisional
Irish Republican Army in Northern Ireland. Terrorist activities in
Germany, Austria, and Hungary after World War I were likewise
meant to polarize, and they played a role in the onset of World War
II. Anarchist activities in Spain played an important role in the
coming of the Spanish Civil War (1936-1939), and a similar scenario
occurred in Portugal in the 1920s, leading to an authoritarian regime.

But the archetypal example of a polarization strategy gone awry
is the Tupamaros in Uruguay beginning in the early 1960s. At a
time of economic stagnation in Uruguay, the ultraleftist Tupamaros
drew inspiration from the Cuban revolution and set out to target
symbols of the “imperialist regime,” such as businesses and airports.
Uruguay had a robust party system; an educated, urban population;
and an established democratic tradition. If democracy were an anti-
dote to terrorism, Uruguay should have been immune. But the cam-
paign polarized society, driving politics to the right. In response,
the government suspended all constitutional rights and eventually
turned to the army, which by 1972 had crushed the group. Even
though terrorist attacks had ended, the Uruguayan army then carried
out a coup, dissolved Parliament, and ruled the country for the next
12 years. In their short preeminence, the Tupamaros had executed
one hostage and assassinated eight counterinsurgency personnel
in a widespread campaign of kidnappings, robberies, and terrorist
attacks. The right-wing authoritarian military regime that came to
power from 1973 to 1985 killed thousands. A polarization strategy
drove the government to destroy itself.

Another strategy of leverage is mobilization. Its purpose is to
recruit and rally the masses to a cause. Terrorist attacks may be
intended to inspire current and potential supporters of a group,
again using the reaction of the state as a means, not an end. This is
what the campaign of bombings and assassinations in the late 19th
century did for the anarchist movement and the 1972 Munich Olym-
pics massacre did for Palestinian nationalism.
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When terrorist attacks are used to mobilize, they are not necessar-
ily directed toward changing the behavior of a state at all. They aim
instead to invigorate and energize potential recruits and to raise
a group’s profile internationally, drawing resources, sympathizers,
and allies.

A strategy of mobilization is well suited for the 21st century’s
globalized international community, which allows movements to
gather together on a scale and at a speed never before witnessed in
history. It also gets to the heart of why so many see the struggle
with al Qaeda as a multigenerational “long war.”

Mobilization has been al Qaeda’s most effective strategy thus far. A
global environment of democratized communications has increased
public access to information and has sharply reduced the cost.
Through the growth in the frequency of messages and an exploita-
tion of images, groups like al Qaeda can use “cybermobilization” to
leverage the effects of terrorist attacks in an unprecedented way.* If
a group is truly successful in mobilizing large numbers, this strategy
can prolong the fight and may enable the threat to transition to other
forms, including insurgency and even conventional war.

These four strategies may be joined by a fifth, related strategy: to
erode a state’s fundamental legitimacy at home and abroad in order
to weaken and isolate it. Eroding legitimacy undermines a state’s
other foreign and defense policy goals and may change the fabric
of the state itself in ways that complicate its ability to develop alli-
ances with other states or governments. France in the first Algerian
war and Russia in the first Chechen war are two examples.” In the
Algerian war, prominent Americans, including then senator John F.
Kennedy, supported the FLN, not least because the U.S.-allied French
were allegedly engaging in torture. And the Russians’ initial
response to the Chechens was considered so brutal that the interna-
tional community soundly condemned it.*

Because relatively weak nonstate actors are the primary prac-
titioners of terrorism, there are far more examples historically of
strategies of leverage used by terrorist groups than any other type.
A group may use a combination of several, or even all, of these
strategies, but what a government does in response to terrorist
attacks is what matters. Reactions by a state in the narrow framework
of one strategy may be counterproductive with respect to the others.

Democracies are not well designed to handle strategies of leverage,
especially in the short term. They tend to make decisions that directly
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or indirectly reflect their constituencies. At a time when the people
are hurt, angered, and may be clamoring for justice or revenge,
dispassionate strategic calculation can be virtually impossible, par-
ticularly if a state has little experience with terrorist attacks and thus
no historical context within which to place them. The natural brakes
on democratic war making are actually accelerators in counterterror-
ism. Counterterrorism strategies that are designed to prevent a state
from being compelled by a group break down if the goal is to
provoke a state, polarize a population, or mobilize a constituency.
The result is that the campaign may be unwittingly extended.

But unless they grossly overreact and lose the support of their
constituencies, democracies have a crucial advantage in dealing with
strategies of leverage over the long term: the capacity to survive
and learn from trial and error. Of course, even better is for states to
skip the trial and error and gain from someone else’s experience of
ending terror campaigns. That is what we will examine next.

Myths about the Ending of Terrorism

There are several common beliefs about how terrorist campaigns
end that are either flatly wrong or at the very least based on incom-
plete and misleading information. In examining the closing phases
of hundreds of groups as part of a multiyear research project under-
taken for my book, How Terrorism Ends, 1 was surprised by what
emerged.

The first myth is that dealing with the causes of terrorism will
always lead to its end. There is in fact a weak relationship between
beginnings and endings, and the historical record contradicts the
belief that the causes of a terrorist campaign persist throughout
its course and are crucial to ending it. Far more often, a group’s
motivations to launch attacks evolve over time. The original objec-
tives sought in a particular campaign are often only loosely related
to why it stops. Terrorist campaigns rarely achieve their initial goals,
and as the campaigns unfold, evolving dynamics within a group
often eclipse external factors.

The launching of a campaign alters the strategic landscape in ways
that are irreversible. Most often, the strategic or “outcome goals” (in
economic parlance) that first spark a campaign, like popular suffrage,
self-determination, minority rights, control over territory, a new
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system of government, and so forth, are overtaken by tactical “pro-
cess goals,” such as revenge, retaliation, protecting sunk costs, con-
solidating a group, and the need to show strength.” When a campaign
is already under way, it becomes imperative for policymakers to be
aware of the give-and-take, to recognize their part in it, adapt to it,
and focus on a conclusion.

It is also crucial that they be aware of the audiences that are
observing the campaign and how they are reacting to events, because
they are often the key to the end. Understanding the causes of
terrorism may be no more important to ending a campaign than
understanding the causes of war is to ending it: naturally, the ques-
tion has relevance, but it is overshadowed by the dynamic of the
conflict itself as it unfolds.

A second myth is that terrorism is entirely situation dependent
and can only be understood in the specific context of a particular
group or cause. This one has pervaded the post-9/11 analysis of
terrorism in the United States: when al Qaeda appeared, many ana-
lysts argued that it was unique. It is true that the particulars of a
given campaign are vital, including its historical, political, social,
and economic circumstances, not to mention its ideology, tactics,
constituency, motivations, structure, and so forth. There is no short-
cut for in-depth, even painstaking analysis of each organization. But
terrorist campaigns often display a kind of contagion effect and
are designed with the lessons of predecessors or contemporaries
in mind.®

In al Qaeda’s case, for example, there are scores of cross-cultural,
cross-regional “lessons learned” studies that have been done by
members of the movement and then shared among the group. Those
translated into English alone cover predecessors as disparate as
the Red Army Faction and the Red Brigades, Harakat al-Dawla al-
Islamiyya in Algeria and the Islamic Army of Aden Abyan in Yemen,
the Janjaweed movement in Southern Sudan, and leftist movements
in Central and South America. Especially in our globalized age,
groups that use terrorism study and mimic other groups that use
terrorism. Naturally, there are differences between them, but the
value in comparatively studying groups consists in determining
what the similarities and differences are.

A third myth is that today’s brand of terrorism is especially dan-
gerous and more likely to persist in the present era than in earlier
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times. Some people argue that what’s important and impressive
about terrorism is not that it ends but that it endures.’ Quite a
few scholars in recent years have written about the effectiveness of
terrorism in manipulating state action.” But are groups that use
terrorism really so successful?

In doing the research for my book, I studied hundreds of groups."
I was very careful about how groups were selected, omitting those
that had only one attack or one small set of attacks, for example. Of
the 475 (of 873) groups in the RAND/MIPT (Memorial Institute
for the Prevention of Terrorism) database that deliberately targeted
noncombatants and engaged in a series of attacks (thus a campaign),
the average life span was only about eight years.”? Estimates given
by others are even shorter: long-standing terrorism expert David
Rapoport argues that 90 percent last less than a year.” And the
degree to which they have failed to achieve their aims is even more
remarkable: in my study, only a small minority, about 5 percent,
have by their own standards succeeded in achieving their aims.

Terrorism is not a promising vocation: it always ends. The chal-
lenge is to determine how a given group is most likely to end,
and then consciously push it in that direction by confounding its
strategies as they unfold.

Patterns of Endings for Terrorist Groups

Seven general pathways out of terrorism emerge from careful
study of the modern history of the phenomenon. As [ have explained
in other writings, these include the destruction of the leadership,
failure to transition between generations, achievement of the cause, a
process of negotiations, military or police repression, loss of popular
support, and reorientation to other malignant behavior, such as
criminality or conventional war.**

Of course, not all of these seven are equally probable for each
group, and they are certainly not all applicable to al Qaeda. For
example, it is obvious that al Qaeda will not end if Osama bin Laden
is killed. While there are ample other reasons to target him, groups
that have ended through decapitation have been hierarchically struc-
tured, reflecting to some degree a cult of personality and lacking a
viable successor—none of which describes al Qaeda. It will also not
die out between generations, as al Qaeda has already shown itself
to be a multigenerational threat.
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Likewise, achieving the cause will not happen. Groups that histori-
cally have achieved their ends have done so by setting forth a clear
and limited aim. At least as articulated in recent years, al Qaeda’s
aims are to mobilize the umma to rise up, throw off the influence of
the West, eliminate its support for so-called apostate Arab regimes,
and establish a new order (sometimes called a caliphate). These
objectives could not be achieved without overturning the interna-
tional political and economic system, and there is no evidence that
the group has moved closer to achieving them. In short, these three
pathways to the end are irrelevant to al Qaeda.

But the other four patterns bear closer examination. Negotiations,
for example, can lead to the achievement of some aims of a group
and the short-term decline of terrorist activity, the Provisional IRA’s
1998 Good Friday Agreement being the best-known example. But
of course, this pathway to the end is always much more complicated
than the mere pursuit of a negotiated agreement. Parties on both
sides of the table may splinter as a result of talks. Indeed, dividing
groups can be a purpose of negotiations, potentially strangling the
most radical factions. The problem is that splintering may just as
easily occur on the status quo (usually pro-government) side, as
happened with the Ulster Volunteer Force in Northern Ireland when
the British government entered the negotiations. The decision to
negotiate is a tricky calculation for any government.

Close examination of the historical record indicates that transition-
ing to a negotiations process as a means to the end requires feasible
terms and a sense of stalemate in the struggle. And members of
groups favoring negotiations typically seek a way out of what they
consider to be a losing cause. Even if policymakers could stomach
talking to the leaders of al Qaeda (which is frankly impossible), none
of these factors describe the situation we are in with this group.
Negotiations with the core of al Qaeda are highly unlikely.

But there is a small caveat to this statement: “Al Qaeda” is not a
unified group. Negotiations with local affiliates that have only
recently joined the movement may be unavoidable. Many local
nationalist groups have associated themselves with a broader move-
ment whose aims are so sweeping that they cannot possibly repre-
sent local grievances, some of which may have some merit.

Not all the organizations that are labeled “al Qaeda” share the
narrow vision of its Egyptian- and Saudi-dominated leadership. The

17



TERRORIZING OURSELVES

movement is full of discord. It would be foolish to act as if groups
as disparate as the Bangladeshi Jihad Movement, Abu Sayyaf (the
Philippines), the Eastern Turkistan Movement (Xinjiang, China), and
Allah’s Brigade (Palestine) all share exactly the same goals."” The
United States and its allies must disaggregate the al Qaeda threat,
enlarge its internal inconsistencies, and deal with local issues on a
local level—in short, policymakers must stop generalizing about the
movement, learn to tolerate complexity, and use it to advantage.

Military or police repression can nudge a group toward the end,
as was the case with Russia’s Narodnaya Volya and Peru’s Sendero
Luminoso. Yet while the military campaign against al Qaeda has
yielded some important gains, driving the core of the organization
into hiding and sharply reducing its operational capacity, the limita-
tions of this approach have been amply demonstrated.

Democracies find it difficult to sustain a policy of repression:
the approach carries high resource and opportunity costs, often
undermines civil liberties, and erodes domestic support over time.
While the use of U.S. military force overseas has demonstrated West-
ern strength, killed many of al Qaeda’s leaders, and prevented some
attacks, it cannot single-handedly drive al Qaeda toward its end.
That would require a kind of scorched-earth policy that a democracy
like the United States (not to mention American allies) would
never tolerate.

The loss of popular support leads to the demise of many cam-
paigns, and this is a promising scenario for al Qaeda. Popular sup-
port may dissipate for a number of reasons. There may be harsh
government counteraction, the offer of a better alternative, removal
of state sponsorship, or a sense that the ideology has been rendered
irrelevant. Another possibility is that a group fails to present a posi-
tive image of its goals, or palpable progress toward those goals,
both of which apply to al Qaeda.

But the most important way to lose popular support is through
the group’s own miscalculations, especially targeting errors. Poorly
targeted violence has backfired against groups as disparate as the
Real Irish Republican Army (the Omagh bombings), Egypt’'s GAI
(the Luxor killings), and Italy’s Red Brigades (the killing of Aldo
Moro). Attacks may cause revulsion among a group’s actual or
potential public constituency: at least one-third of the victims of al
Qaeda—claimed attacks have been Muslims, the very people that al
Qaeda claims to be championing.
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Finally, terrorist groups can morph into something else. They may
transition out of terrorism toward mainly criminal behavior or even
escalate toward full insurgency or conventional war (especially if
they are supported by—or are perceived as supported by—a state).
Some argue that a transition to insurgency has already happened
with al Qaeda.' If that is so, it would be a bad outcome. Insurgencies
have longer average life spans than terrorist campaigns, and in recent
history, insurgents have also won more frequently.

It is counterproductive to speak of the al Qaeda movement as a
“global insurgency,” because the phrase bestows legitimacy, empha-
sizes territorial control, glosses over huge disparities in the move-
ment, and puts the United States into an unfortunate strategic frame-
work that precludes clear-eyed analysis of the time-honored strate-
gies of leverage that the al Qaeda leadership is effectively using
against the United States. In this connection, it is worth remembering
that al Qaeda has already catalyzed two conventional wars.

Conclusion

The al Qaeda movement is most likely either to implode or to
transition to another form of violence. Which path it takes depends
at least in part on what the United States and U.S. allies do. The al
Qaeda movement can still do serious damage, but treating it as a
new, monolithic threat like the Communist menace is profoundly
counterproductive and makes it seem stronger and more united
than it is. The most effective way to nudge it toward implosion is
to confound the classic strategies of leverage being employed by the
leadership. The United States can exploit the ample weaknesses of
this movement, enlarging its inconsistencies and hypocrisies so as
to confound its ability to mobilize, for example, even while engaging
in a carefully constructed counterthrust of our own.

A grand strategy of countermobilization would have five key
elements: First, it is crucial to clarify to global audiences what “al
Qaeda” is and what it is not. Western policymakers must stop apply-
ing the al Qaeda name to each group that claims an association with
the movement or whose attacks al Qaeda claims. The core, broader
nebula, localized factions, and individuals each have a plethora of
aims and local interests. These disparate groups have only rage and
humiliation in common; beyond that, they share no common concept
of the future.
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Second, the United States must work with local governments to
exploit the internal cleavages in this movement, employing nuanced
policies that hive off local constituents. On a case-by-case basis, this
may even involve negotiating with some, or at least demonstrating
a far more sophisticated understanding of their specific grievances.

Third, the United States must spotlight al Qaeda’s mistakes. When
groups claiming an association with al Qaeda use human shields,
kill women and children, damage the economy, undermine the sta-
bility of the community, and slaughter Muslims, the United States
must do a much better job of publicizing it. Al Qaeda’s command-
and-control over local activities is poor: Stupid actions committed
in its name should be labeled “al Qaeda” and advertised. The move-
ment is providing ample ammunition to use against it this way,
more powerful in its potential strategic effects than scores of counter-
insurgency operations and confirmed kills in this “war,” yet we are
missing it.

Fourth, we must facilitate or work with the backlash that is under
way against this movement, or at least avoid making our own mis-
takes that prevent it. Our goal should not be “winning hearts and
minds” but facilitating al Qaeda’s tendency to lose them. Held up
to the light, al Qaeda’s strategy is self-defeating: it is killing the very
people on whose behalf it claims to be acting.

Fifth, in this time of huge budget deficits and overstretched mili-
tary assets, American policymakers must move beyond open-ended
commitments and arguments over metrics in the “war on terrorism”
and focus on a pragmatic plan for defeating al Qaeda. From Septem-
ber 12, 2001, our aim should have been to end al Qaeda’s ability to do
us harm. Instead, we inflated our goals, committing the elementary
errors of failing to clarify our strategic objective, align ends and
means, and adhere to the principle of conservation of enemies. Now
we are paying the price.

The important question for policymakers in the midst of this ter-
rorist campaign is not “how are we doing?” but rather “how will it
end?” And the second vital question is not “When will the next
attack be?” but rather “What will we do after that?”

The strategies of terrorism emerge from and reflect unique histori-
cal, political, and social contexts that are constantly evolving. But
terrorist groups end in certain consistent ways. The crucial challenge
is to determine which of the patterns of endings fits a given group,
hasten the process as it unfolds, and push it further in that direction.
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Policymakers who become caught up in the short-term goals and
spectacle of terrorist attacks relinquish the broader historical per-
spective that is crucial to the reassertion of state power and legiti-
macy. Terrorism’s classic strategies of leverage are deliberately
designed to exploit such mistakes. Consciously driving a terrorist
campaign like al Qaeda’s toward its end is much better than answer-
ing the tactical elements of the movement as it unfolds, and it is
also far more likely to result in success.
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2. Terrorism as a Product of Choices and
Perceptions
James |. F. Forest

Throughout the past several decades, and particularly since the
attacks of September 11, 2001, much has been written and said about
the root causes of terrorism. In fact, an entire field of study has
developed to help us understand why this complex phenomenon
emerges in some contexts (and not others) and what the major con-
tributing factors to terrorism appear to be.! Drawing from these
studies, this chapter addresses the need to understand the mecha-
nisms and tools that frame the relationships between the individual,
the organization, and the environment. The chapter then offers sev-
eral propositions to describe these relationships, highlighting the
importance of strategic communication, public diplomacy, and
counterideology as critical components of a robust counterterrorism
strategy. It concludes by suggesting some implications for U.S. poli-
cymakers, focusing on how the United States might become more
effective at influencing street-level perceptions and interpretations
of policies and conditions that terrorist groups have used to justify
their violent actions.

Two Frames of Analysis

There are two frames of analysis for considering the motivations
that animate terrorists. First, the “static frame” of analysis identifies
individual and organizational characteristics, the environmental
conditions that produce grievances among members of a population,
and the environmental conditions that facilitate opportunities to
conduct violence (including weapons trafficking and porous bor-
ders). The second frame describes an individual’s engagement in
(or disengagement from) terrorist activities as a process involving
complex interactions between individuals, organizations, and envi-
ronments, as well as the perceptions and convictions generated by
these interactions. This “dynamic interactions” frame suggests that
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understanding the processes of action and reaction—structurally
framed by relationships (political, socioeconomic, ethnic, etc.)—
between individuals and organizations within a particular environ-
ment is a necessary first step toward identifying situational, contex-
tually relevant counterterrorism strategies.

For this discussion, the terms “terrorism” and “terrorist activity”
are used interchangeably to indicate a broad category of actions that
range from the kinetic (e.g., bombings, kidnappings, hijackings, and
other kinds of violence that kills or destroys property) to funding,
recruitment, safe haven, and other types of activity on which violent
groups depend. In essence, these activities are viewed as a product
of characteristics and conditions combined with interactions between
the choices of individuals, organizations, and their environmental
dimensions. Constructing our analysis in this way can help illumi-
nate patterns of interaction that are consistent across several contexts
and can yield insights for what can be described as “influence war-
fare”—efforts by states to influence the choices individuals make
toward (or against) engaging in any kind of terrorist activity.”

Examinations of the so-called root causes or risk factors of terror-
ism have pointed to a variety of individual and organizational char-
acteristics, and to the effect of both political and socioeconomic
conditions.? Gifted scholars like Martha Crenshaw, Jeffrey Ian Ross,
and Assaf Moghadam have offered typologies and models that help
clarify and categorize these factors, highlighting similar precipitant
conditions, triggers, and opportunities for actions, both locally and
globally.* Efforts to summarize and synthesize these typologies and
other studies can yield different visual representations of how vari-
ous risk factors and levels of analysis intersect and overlap.

To begin with, there is ample research on individual characteris-
tics—including psychological influences, kinship, belief system, and
grievances (like revenge or perceptions of injustice)—that contribute
to a person’s motivations for engaging in terrorist activity. There
are also numerous studies on the leadership, membership, history,
and ideology of terrorist organizations. But perhaps the broadest
category of research on “root causes” or “risk factors” of terrorism
examines the structural risks for terrorist activity (e.g., socioeco-
nomic, political, and other conditions that give legitimacy to an
individual’s grievances), as well as the triggering events and facilita-
tors involved. Figure 2.1 attempts to capture at least the primary
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Figure 2.1

THE StaTiC FRAME: OBSERVATIONS OF CHARACTERISTICS AND
CoNDITIONS THAT CONTRIBUTE TO THE RISK OF TERRORIST
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categories of risk factors that terrorism scholars have examined over
the past several decades. While an exhaustive account of the research
in each of these categories far exceeds the scope of this chapter, what
follows provides some highlights from the individual, organiza-
tional, and environmental levels of analysis.

While studies have illuminated multiple factors contributing to a
greater risk of terrorism, they are often brief snapshots in time and
are thus unable to adequately account for elements of time, percep-
tions, and the nature of dynamic interactions between individuals,
organizations, and their environment. More importantly, this
research may lead to overly simplistic explanations of how a given
factor “causes” terrorism, while minimizing the dimension of indi-
vidual agency. Since terrorism is “caused” by an individual’s choos-
ing to conduct terrorist activity, it is important to understand the
interpretations and influences on which individuals make choices.
Thus, a second frame of analysis, illustrated in Figure 2.2, can be
combined with the previous frame to help account for the variables
of time, perceptions, and interpretive influences.

Using these two frames together, one can explore the phenomenon
of terrorism through a sort of bifocal lens, one focused on characteris-
tics and conditions, the other focused on perceptions and dynamic
interactions. This analysis helps us understand the means (including
ideologies, myths, symbols, social networks, and the Internet) that
frame the relationships between the individual, the organization,
and the environment. The following propositions can illustrate these
relationships, which emphasize the importance of perceptions and
influences behind an individual’s choice to engage in (or disengage
from) terrorist activity.

Seven Propositions from a Dual-Frame Analysis of Terrorism

1. Individual choice (even if reluctant or coerced) is the primary
“cause” of terrorist activity. Some individuals choose direct
involvement in actions that kill, whereas others choose to
engage in support activities, like providing funding, safe haven,
or ideological support. But whatever a given person does that
is terrorism related, the chances are good that that person chose
to do it

2. Psychological and socioeconomic traits influence an individu-
al’s decision to engage in (or disengage from) terrorist activity.
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Figure 2.2
THE DyNAMIC INTERACTIONS FRAME: INCORPORATING TIME,
PERCEPTIONS, AND INTERPRETIVE INFLUENCES
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SOURCE: author.

These factors also influence his or her perceptions toward and
interactions with specific organizations and environmental con-
ditions. In other words, an individual’s involvement in or disas-
sociation from terrorist activity occurs at the intersection of
ideas, perceptions, and opportunities. Further, the nature of
these characteristics, perceptions, and interactions change over
time. From a counterterrorism standpoint, the importance of
this line of reasoning is that ideas and perceptions about envi-
ronmental conditions, opportunities, and organizations can be
influenced.

3. An individual’s family, peers, role models, and others who
help interpret and contextualize local and global conditions
influence his or her perceptions toward and interactions with a
terrorist organization and the surrounding environment. These
are examples of the kinds of interpretive influences or credible
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voices that must play a role in a government’s strategic commu-
nications effort.®

4. The members of terrorist organizations influence an individu-
al’s decisions about terrorist activity by providing ideological
justification for violence, along with training and expertise,
material support, and connections with others. This proposition
emphasizes the importance of understanding terrorist ideology,
especially where and why a particular organization’s ideol-
ogy resonates.

5. Individual decisions (within and outside the organization)
shape an organization’s choices with respect to what constitutes
acceptable terrorist activity. The organization swims in a sea
of people; without individuals, there is no organization. An
important point here is that perceptions of an organization’s
leadership, especially its competence and personal agendas,
are vital and can be undermined.

6. The motivations and opportunities for individuals to engage
in terrorism are framed by their views toward environmental
conditions and policies (domestic and foreign), some of which
are used to legitimize an organization’s ideology. Addressing
perceptions of environmental conditions—including triggers,
precipitant conditions, opportunities, and the impact of the
global environment—is an important aspect of a strategic com-
munications effort.

7. And of course, the actions of individuals and the organizations
they compose produce a wide range of effects on their sur-
rounding environment. The simple laws of physics—action and
reaction—affect the trajectory of all armed conflicts.

The next part of this chapter provides support for these seven
propositions and is organized around the three levels of analysis
(individual, organizational, and environmental conditions) de-
scribed earlier.

On Individuals

To begin with, it must be reiterated that the primary cause of
terrorism is a human being’s decision to commit some form of terror-
ist activity. Some individuals choose direct involvement in actions
that kill, while others choose to provide funding, safe haven, or

28



Terrorism as a Product of Choices and Perceptions

ideological support. Although a variety of factors influence a per-
son’s decision to engage in terrorist activity—from kinship and ideol-
ogy to the availability of weapons and criminal network connec-
tions—the dimension of individually choosing to commit a terrorist
act is central. Even the relatively few known “reluctant” terrorists
had to decide at some point whether to pull that trigger, detonate
that bomb, transfer those funds, or perform some other specific
act that would lead to death and destruction. Thus, a considerable
amount of research in this field examines the personal motivations
behind an individual’s choice to engage in terrorist activity, includ-
ing psychological influences, kinship, belief system, and grievances
(like perceptions of injustice). Scholars have cited the importance of
a person’s hatred of others, desire for power or revenge, despair,
risk tolerance, unbreakable loyalty to friends or family who are
already involved in a violent movement, prior participation in a
radical political movement, thirst for excitement and adventure, and
many other types of motivations.

Research in this area typically focuses on background characteris-
tics of individuals who have engaged in terrorist activity (e.g.,
emphasizing the role of psychological traits, gender, age, socioeco-
nomic status, and religiosity).” Thus, academic disciplines that study
human behavior, particularly the field of psychology, can contribute
much to our understanding of what motivates individuals to choose
terrorism. According to renowned psychologist Max Taylor, much
of this research has attempted to describe personal characteristics
of terrorists, on the assumption that terrorists can be identified by
these attributes.® Surely, many have argued, terrorists are individuals
with anti-social or other personality disorders that drive them
toward terrorist activity, and, therefore, we can derive some form
of “terrorist mindset.” For example, Jerrold Post’s research led him
to coin the term “psycho-logic” to describe how terrorists construct
a personal rationalization for acts they are psychologically compelled
to commit.’ In essence, a polarizing and absolutist “us versus them”
rhetoric employed by terrorists reflects their underlying views of
“the establishment” as the source of all evil and provides a psycho-
logically satisfying explanation for what has gone wrong in their
lives; a “psychopolitics of hatred.”"

Proponents of similar psychological explanations for terrorism
describe individuals consumed by hatred toward others and willing
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to kill without remorse or regard for those who may die from their
terrorist act."! Walter Lacquer has argued that “madness, especially
paranoia, plays a role in contemporary terrorism. Not all paranoiacs
are terrorists, but all terrorists believe in conspiracies by the power-
ful, hostile forces and suffer from some form of delusion and persecu-
tion mania.”"? Others have suggested that an emphasis on rote mem-
orization and an unwillingness to challenge authority may contrib-
ute to an individual’s susceptibility to indoctrination by terrorist
groups.”

Overall, these and various other studies in psychology have
sought to illuminate a unique set of attributes that contribute to
terrorism. There is clearly a demand for it among policymakers and
the general public who seek clarity in what is in fact a very complex
problem." However, the most common result of research in this
area actually reveals a pattern of “normalcy”—that is, the absence
of any unique attribute or identifier that would distinguish one
individual from another.”

Clark McCauley has observed that “30 years of research has found
little evidence that terrorists are suffering from psychopathology,”*
and Marc Sageman concurs, noting how “experts on terrorism have
tried in vain for three decades to identify a common predisposition
for terrorism.”” Sociologist Martha Crenshaw also agrees with these
scholars in declining to ascribe abnormal pathology to terrorists,
arguing instead that terrorists’ actions are the product of a strategic,
rational choice.” Overall, there is no single psychology of terrorism,
no unified theory.” The broad diversity of personal motivations for
becoming a terrorist undermines the possibility of a single, common
“terrorist mindset.” Thus, profiling individuals based on some type
of perceived propensity to conduct terrorist attacks becomes
extremely difficult, if not altogether impossible.*

This inability to profile reinforces the importance of individual
choice; that is, individuals from virtually any background can choose
to engage in terrorist activity. Thus, an especially promising area of
research on the individual risk of terrorist activity uses phrases
and metaphors like “pathways to radicalization” and “staircase to
terrorism” to describe a dynamic process of psychological develop-
ment that leads an individual to participate in terrorist activity.” In
one particularly noteworthy example, Max Taylor and John Horgan
offer a framework for analyzing developmental processes—“a
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sequence of events involving steps or operations that are usefully
ordered and/or interdependent”—through which an individual
becomes involved with (and sometimes abandons) terrorist
activity.”

Each day, countless individuals grapple with situations and envi-
ronmental conditions that may generate feelings of outrage and
powerlessness, among many other potential motivators for becom-
ing violent. But an individual’s view of these situations and condi-
tions—and how to respond to them appropriately—is clearly influ-
enced by his or her family members, peers and personal role models,
educators, religious leaders, and others who help interpret and con-
textualize local and global conditions. Because these interpretive
influences play such a key role in how an individual responds to
the challenges of everyday life, we sometimes see a contagion effect,
whereby an individual’s likelihood of becoming involved in terror-
ism is increased because he or she knows or respects others who
have already done so.

An individual’s interpersonal connections also help frame the
potential legitimacy of an organization that has adopted terrorism.
According to Michael Leiter, director of the National Counterterror-
ism Center, friends, family members, and authority figures in their
community are among those who introduce individuals to the
fringes of violent extremist groups.” For example, psychologist Sage-
man has argued that social bonds play a central role in the emergence
of the global Salafi jihad, the movement whose members compose
organizations like al Qaeda and Jemaah Islamiyah.** As described
in the next section, an organization that is perceived as legitimate
can influence an individual’s perceptions of environmental condi-
tions and what to do about them. In sum, a central component of
any terrorism analysis should be an understanding of the dynamic
nature of an individual’s interactions with and perceptions toward
his or her environment and specific organizations, along with the
many developmental processes into, through, and out of terrorist
activity.

On Organizations

For many years, esteemed scholars like Martha Crenshaw, Bruce
Hoffman, Louise Richardson, Daniel Benjamin, and Steve Simon
have illuminated the special qualities of terrorist organizations that
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help develop an individual’s will and ability to kill.” Within these
organizations, the most salient attributes include ideology, strategy,
leadership, history, and membership—especially individuals who
bring practical knowledge about (and possibly connections to others
who can assist with) acquiring weapons, funds, and intelligence
for the group. These and other attributes contribute to operational
success, increase the group’s chances of achieving at least some of
its objectives, and subsequently help determine the likelihood of
attracting recruits and various forms of support. Organizations can
play a critical role in shaping an individual’s trajectory toward terror-
ism by interpreting environmental conditions and events in particu-
lar ways. They also offer ways and means to engage in terrorist
activity. Few individuals have all the requisite knowledge and con-
nections to be effective terrorists, and this is a primary motivator
for joining a group or social network within which their terrorist
aspirations can be achieved. Of course, while individual terrorists
like Carlos the Jackal or Theodore Kaczynski have caused consider-
able suffering, they are the exceptions; in general terms, it is difficult
to overstate the importance of group membership or affiliation in
the world of terrorism.

Terrorist experts like Ehud Sprinzak and Ariel Merari have dem-
onstrated how these organizations recruit individuals who evolve
gradually into terrorists through a radicalization process involving
a disengagement of moral self-sanctions from violent conduct.* In
exploring this “moral disengagement,” renowned psychologist
Albert Bandura identified several developmental processes that can
disengage morality from an individual’s conduct, such as reconstru-
ing conduct as serving moral purposes, obscuring personal agency
in bad activities, disregarding consequences of actions, and blaming
or dehumanizing victims.”

A terrorist group’s ideology can play a particularly vital role in
an individual’s decision to engage in terrorist activity by sanctioning
harmful conduct as honorable and righteous. These ideologies typi-
cally articulate a set of grievances (including socioeconomic disad-
vantages and a lack of justice or political freedoms) that are seen as
legitimate among a target audience, along with strategies to mitigate
them.” Usually, but not always, the strategies they put forward
require joining or at least supporting the organization—thus, an
ideology also provides a group identity and highlights the common
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characteristics of individuals who adhere to, or are potential adher-
ents of, the ideology. According to Assaf Moghadam, “Ideologies
are links between thoughts, beliefs and myths on the one hand, and
action on the other hand . . . [providing] a ‘cognitive map’ that filters
the way social realities are perceived, rendering that reality easier
to grasp, more coherent, and thus more meaningful.””

Research by Andrew Kydd and Barbara Walter indicates that
terrorist organizations are usually driven by political objectives, and,
in particular, “five have had enduring importance: regime change,
territorial change, policy change, social control and status quo main-
tenance.” Terrorist groups view violence as an effective vehicle for
political change, often pointing to historical examples of terrorism
playing a key role in driving the United States (and later Israel) out
of Lebanon and convincing the French to pull out of Algeria. Ethnic
separatist groups like the Liberation Tigers of Tamil Eelam in Sri
Lanka, the Abu Sayyaf Group in the Philippines, and the Euskadi
Ta Askatasuna in Spain all want the power to form their own recog-
nized, sovereign entity, carved out of an existing nation-state, and
they believe terrorist attacks can help them achieve this objective.
Groups engaged in the Middle East conflict—like the Al Agsa Mar-
tyrs Brigades, Hamas, the Palestinian Islamic Jihad, and the Palestine
Liberation Front—want the power to establish an Islamic Palestinian
state. Other groups want to establish an Islamic state in their own
region, including Ansar al-Islam in Iraq, Al-Shabaab in Somalia, Al
Gamaa al-Islamiyya in Egypt, Islamic Jihad Union in Central Asia,
and Jemaah Islamiyah in Southeast Asia.* In all cases, these groups
seek the power to change the status quo and forge a future that they
do not believe will come about peacefully, and they are determined
to use terrorism to achieve their objectives.

There are also important psychological and other reasons that
draw individuals toward membership in a terrorist organization.
For example, as Jerrold Post argues, the need of individuals to belong
and exercise control in their own lives is intensified in communities
where segments of the population are ostracized or persecuted based
on ethnic, religious, or social backgrounds. By belonging to a radical
group, otherwise powerless individuals become powerful. Group
identity provides a foundation of relative stability on which disen-
franchised or isolated members of a society build a base of common-
ality and join together.*” Bard O’Neil and Donald Alberts have
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described how organizations provide a blend of ideological and
material incentives that meet an individual’s need for belonging,
identity, and rectifying perceived injustice. Once individuals have
joined or otherwise actively supported terrorist groups for ideologi-
cal reasons, it is difficult to win them back because of the psychologi-
cal and emotional investments they have made.* Other reasons indi-
viduals join these groups include a perception of rewards for partici-
pating in terrorism, friendships and camaraderie that lead to and
are solidified within the terror cell or organization, and the perceived
opportunity to attain a higher social status derived from group
membership.

A terrorist group’s ideology plays a central role in all this, but an
ideology has no power unless it resonates within the social, political,
and historical context of those whose support the organization
requires. The resonance of an organization’s ideology is largely based
on a combination of persuasive communicators, the compelling
nature of the grievances articulated, and the pervasiveness of local
conditions that seem to justify an organization’s rationale for the
use of violence in order to mitigate those grievances. When an orga-
nization’s ideology resonates among its target audience, it can influ-
ence an individual’s perceptions and help determine the form of his
or her “decision tree,” a menu of potential options for future action
that may include terrorism.

Support for terrorism among community members can rise and
fall over time, and the ideologies of many organizations have not
had long-lasting resonance. Over the past two decades, ideologies
that have seen a significant decline in support include the national-
ist/separatists and the Marxist/Communists, while there has been
a significant increase among Islamist and other religious groups,
environmentalists, and right-wing extremists. Resonance and sup-
port are also influenced by the choices made by individuals within
an organization about the kinds of terrorist activity they conduct.
How organizations choreograph violence matters; in particular, ter-
rorist groups must avoid counterproductive violence that can lead
to a loss of support from the community. From this perspective, it
is particularly useful to incorporate research on how organizational
dynamics influence the various forms of terrorism chosen by that
organization. For example, Mia Bloom has demonstrated how sui-
cide terrorism can be thought of as a competitive strategy, where
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individual terrorist organizations contend for the attention of vari-
ous audiences and, consequently, resources (both money and mem-
bers).** Similarly, this research has shown how groups can become
more radical in response to environmental and policy changes
(including new threats from security forces) and internal competition
and/or tensions (e.g., pressures from charismatic leaders to take
more violent action).

Overall, successful terrorist organizations capitalize on an envi-
ronment in which their ideology resonates and their grievances are
considered legitimate by smart, competent individuals who are then
motivated to act either with or on behalf of the organization. The
likelihood of ideological resonance is greater when members of a
community are desperate for justice, social agency, human dignity,
a sense of belonging, or positive identity (especially when sur-
rounded by a variety of depressingly negative environmental condi-
tions) and experience intense outrage or hatred of a specific entity
because of its actions (real or perceived). How a local environment
sustains a terrorist organization depends largely on how individuals
within the community view the opportunities for that organization’s
success. The past also matters: Is there a history of political violence
either locally or within the surrounding region? Are there regional
examples of success or failure of terrorism? As discussed in the next
section, terrorist organizations thrive in an environment where they
can find weapons and safe haven, communicate, transport humans
and materiel, attract financial and other forms of support, and pro-
voke a draconian government response that further validates their
ideological rationale for violent action. Environmental and structural
conditions (and perceptions thereof) influence both organizational
and individual characteristics and direct their strategic choices and
rationales toward violence. Indeed, the old maxim that “all politics
is local” holds true for political violence as well. Thus, the third and
most expansive—and from a counterterrorism perspective, perhaps
the most important—level of analysis examines the environmental
conditions surrounding existing or burgeoning terrorist movements.

On Environmental Conditions

Environmental conditions can be a primary source of legitimacy
and resonance for a terrorist group’s ideology and a central factor
behind an individual’s willingness to participate in terrorist activity.
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The relevant environmental conditions can be loosely organized
around four somewhat overlapping categories: precipitant condi-
tions, environmental triggers, opportunities to act, and global envi-
ronmental factors (see Figure 2.1).%

Precipitant conditions are described as structural reasons why a
terrorist organization’s ideology resonates among a particular audi-
ence. Here, scholars have drawn links between terrorism and local
conditions, like government oppression or corruption, foreign occu-
pation, poverty, discrimination (ethnic, racial, religious), injustice
(real or perceived), and a lack of political or socioeconomic opportu-
nities.* Researchers have collectively assembled a broad and colorful
landscape of the many structural issues that must be addressed by
governments seeking to reduce the risk of terrorism. How local
communities perceive these issues must also be addressed, as often-
times politically violent groups will seek to convince others that
things are far worse than they truly are.

Environmental triggers are specific actions, policies, and events
that enhance the perceived need for action among members of a
community. These triggers are very dynamic, time-relevant, and
seized on by the propagandists of terrorist organizations in their
attempts to enhance the resonance of their ideology. Types of triggers
include a change in government policy, the suspension of civil libert-
ies, a banning of political parties, the introduction of new censorship
and draconian antiterrorist laws, an erosion in the security environ-
ment, a widely publicized incident of police brutality or invasive
surveillance, or a sudden regime change, like an assassination.”

A trigger is not necessarily a relatively quick or contained event.
For example, research by Paul Ehrlich and Jack Liu suggests that
persistent demographic and socioeconomic factors can facilitate
transnational terrorism and make it easier to recruit terrorists.* Simi-
larly, the National Intelligence Council’s 2025 Project report notes
that pending “youth bulges” in many Arab states could contribute
to a rise in political violence and civil conflict.*” Any potential triggers
are far more likely to enhance a terrorist organization’s ideological
resonance when the structural conditions described earlier are
already a source of grievances and when individuals and organiza-
tions perceive ample opportunities to engage in terrorism.

Opportunities to act can encompass the structural or temporary
conditions at the community or regional level that facilitate various
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forms of terrorist activity. Examples include significant access to
weapons and explosives, a general sense of lawlessness, freedom of
movement, availability of funding and safe haven, state sponsorship,
a weak government, or incompetent security apparatus. Countries
with a robust “shadow economy” (economic activities that are under-
ground, covert, or illegal) can provide an infrastructure for terrorist
organizations to operate in, whereby financing becomes easier and
detecting it becomes more difficult.

On a global level, the Internet provides numerous new opportuni-
ties for terrorist groups to influence and draw support from a global
audience." Al Qaeda is a pioneer of online terrorist-oriented activity,
from soliciting and moving funds to disseminating propaganda vid-
eos and military instruction manuals in multiple languages. Terror-
ists use thousands of websites as virtual training camps, providing
an online forum for indoctrination as well as the distribution of
terrorist manuals and instructions. They can also capture informa-
tion about the users who browse their websites, which can be useful
for the early stages of recruitment.” Indeed, al Qaeda leaders view
those at the center of their information strategy—the website design-
ers, bloggers, and video editors—as important mujahideen. As Abu
Yahya al-Libi recently declared, “May Allah bless you lions of the
front, for by Allah, the fruits of your combined efforts—sound,
video, and text—are more severe for the infidels and their lackeys
than the falling of rockets and missiles on their heads.”*

Certain kinds of physical and cultural geography can also provide
opportunities for terrorist groups to thrive. Urban population
growth, where jobs and educational opportunities are increasingly
unavailable, can result in greater levels of discontent, crime, and
urban instability that terrorist groups can capitalize on.* An environ-
mental trigger may also create an opportunity to act. For example,
a sudden regime change may create an anarchic environment in
which groups find greater freedom to obtain weapons and conduct
criminal and violent activity. Terrorist groups will capitalize on
events from which they could benefit strategically, tactically, or
operationally. Certainly, political instability provides many such
opportunities.®

A terrorist group’s opportunities to act are greatly enhanced by
the availability of small arms and light weapons.* Small-arms prolif-
eration has allowed armed groups to challenge the primacy of the
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state and to create conditions of instability that provide aid and
comfort to criminal and terrorist communities. In Yemen, in the
North-West Frontier Province of Pakistan, in the slums of urban
Jamaica, and in the Caucasus Mountains and countless other places,
trafficking in drugs, humans, and weapons cohabit with warlords,
militia leaders, and political opportunists in an environment that
precludes good governance and judicial oversight.?

Finally, one must not overlook the global environmental factors
that contribute to both the opportunities and grievances perceived
by organizations and individuals interested in terrorist activity.
Regarding globalization, a good deal of animosity—particularly in
the developing world—may stem from a perception of victimization
by corrupt governments backed by powerful nations and multina-
tional corporations.*

The global media also influence perceptions in many ways, includ-
ing whether they choose to describe a particular event as an act of
terrorism. Globally dispersed diaspora communities provide fund-
ing to militants back home (e.g., Tamils in Canada, or Pakistani-
Kashmiris in Denmark and the United Kingdom). And as research by
Paul Pillar demonstrates, a nation’s foreign policies can significantly
influence foreign perceptions and contribute to the threat of interna-
tional terrorism.”

These are just some of the many elements of the global environ-
ment that can influence an individual’s views toward terrorism.
Together with the aforementioned three categories (precipitant con-
ditions, environmental triggers, opportunities to act), the research
clearly links environmental conditions with the risk of terrorism.
Further, a local population’s perceptions about these conditions are
important attributes that can be exploited by ideologically motivated
groups intent on convincing the locals that they cannot make a
positive effect on their environment without resorting to violent
means. The following section offers recommendations based on this
analysis of risk factors and the interplay between them.

Implications for a New Counterterrorism Strategy

This chapter illustrates the centrality of perceptions and beliefs in
the study of terrorism and counterterrorism. An individual’s choice
to engage in—or disengage from—terrorism occurs at the intersec-
tion of ideas, perceptions, and opportunities. Successful terrorist
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organizations capitalize on an environment in which their ideology
resonates and their grievances are considered legitimate by smart,
competent individuals. From this perspective, it becomes clear that a
counterterrorism strategy focused on killing or capturing individuals
and interdicting finances will not lead to victory unless combined
with a concerted effort to discredit the organization, its leaders, and
its ideology and to influence the perceptions of potential supporters
within the community targeted by the organization.

Effective counterterrorism strategy should focus on at least three
areas: organizations, environmental conditions, and perceptions.
First, we should attack terrorist organizations and their members,
degrade their functional capabilities, encourage “leaving” alterna-
tives, and support sociopolitical entities that draw support away
from them. Second, we need to work with other countries to mitigate
sociopolitical conditions and other grievances that terrorist organiza-
tions have historically used to justify their use of violence. Here, the
U.S. Agency for International Development, along with the Depart-
ments of Agriculture, Commerce, and Education, is just as important
in helping combat terrorism as the Departments of Defense and
State. We also need to continue working collaboratively to confront
enabling opportunities, things that facilitate terrorist activity, like
safe havens, weapons proliferation, weak border controls, and illicit
financial networks. Third, we must actively influence perceptions
and interpretations of conditions, opportunities, and organizations.
We have done quite a lot in the first two areas, particularly since
9/11, but this third area requires greater attention and action.

At a minimum, policymakers need a greater understanding of the
contexts in which the risks of terrorism are considered significant.
To develop context-appropriate counterterrorism strategies, an
extensive body of research is needed on situation-specific factors
that contribute to political violence in a particular location. We need
to identify the most prominent influences in a community and deter-
mine how and where youth congregate and learn from peers; how
social networks develop and evolve in different cultural contexts;
what groups enjoy strategic influence, and why; what interactions
matter most in motivating individuals to conduct violence; and other
central questions.

With this knowledge, counterterrorism strategists should craft
appropriate ways to assess the resonance of a terrorist organization’s
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messages, themes, and communication mechanisms and should
determine ways to reduce the resonance of these messages and
themes within a given context.” As support for terrorism wanes,
intelligence tends to increase on terrorist activities, penetrations
occur, and operations become more difficult.” Reducing an organiza-
tion’s ideological resonance requires addressing an array of environ-
mental conditions that may span a broad socioeconomic and political
landscape.” For example, many analysts have described the need
for the United States to support democratization, or at least a more
equitable distribution of sociopolitical opportunities to participate
in governance, to express grievances peacefully, and to congregate
freely.” The relegitimization of state authority in the Middle East
and North Africa should be based on the adoption of democratic
procedures that will apply pressure on authoritarian regimes.**

How we frame the need for political reforms is just as important
as the reforms themselves. Our rhetoric should focus on issues of
social and political justice, as well as government transparency and
accountability. Our emphasis should be on demonstrating how an
environment that allows for respectful debate and nonviolent dis-
agreements should be a point of civic and national pride. Overall,
we need to make better use of what Joseph Nye calls “soft power”
in ways that alter the conditions that breed discontent and terrorists.™
Addressing these environmental conditions can also enhance the
resonance of our counterideology messages and improve the poten-
tial success of our information operations and public diplomacy
efforts. Transparency and justice should be a hallmark of any govern-
ment with which we do business; if they are not, we should find
ways to compel changes in behavior through our words, policies,
and actions. Applying soft power—particularly in the realm of diplo-
macy, politics, and finance—to change environmental conditions is
in our own national security interests.

In addition to addressing ideological resonance, we must attack
the “street perception” of a terrorist organization, with particular
focus on how critical support communities view its leadership and
members, its strategies and tactics, and the lack of transparency in
its financial dealings. As clandestine organizations, terrorist groups
face a considerable challenge in maintaining operational security.
Terrorist groups are increasingly relying on the Internet to engage
in heated debates about strategies and tactics, and that provides a
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unique window into what an organization’s members indicate are
major concerns and vulnerabilities.*

We must also engage radical ideologues with counterarguments
and diminish the credibility of their ideology. For example, as Assaf
Moghadam has recently observed, al Qaeda attacks have killed and
injured far more Muslims than non-Muslims, which they justify by
using a logic of the ends justifying the means. Thus, “the United
States and its allies should grasp every opportunity to highlight the
disastrous consequences that Salafi-jihadist violence has wrought
on the everyday lives not only of Westerners, but first and foremost
on Muslims themselves.”” Further, leaders of the al Qaeda move-
ment preach about the benefits of martyrdom, but they rarely if ever
conduct suicidal operations themselves or send their loved ones on
such missions. U.S. counterterrorism policy should call attention to
this hypocrisy.

In support of this effort, the United States needs a more robust
public influence infrastructure, one that incorporates the strategic
purpose of the Department of State’s new Counterterrorism Commu-
nications Center and engages the Internet in a meaningful way. As
we begin to assess and improve the street-level resonance of our
own messages and themes, we must engage the Internet as part of
a broad public influence effort. The Internet plays an increasingly
important role in connecting individuals with terrorist organizations
and should be equally important in connecting citizens with their
governments.® However, while some government agencies have
been monitoring radical websites and blogs for years, authorities
are legally constrained in how they can intervene in these forums.
This is, in part, because the Smith-Mundt Act prohibits the govern-
ment from posting material that could be construed as propaganda.
Congress needs to examine the Smith-Mundt Act and provide a new
legal basis for a robust online counterideology effort that should
fracture terrorist organizations and their supporting communities
and force the propagandists to defend their deficient ideology
and strategy.”

And finally, we should recognize the limitations of the nation-
state in the information domain and embrace the new and innovative
ways in which individuals are increasingly empowered to confront
hostile ideologies. One recent example is the Radical Middle Way—
an organization of young British Muslims who have rejected the
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Salafi jihadist interpretation of the Koran and are trying to consoli-
date a mainstream response to fundamentalist Islam. Its public
events and Internet activities are funded by the sale of music videos
and are being touted as an example of how to weaken the resonance
of al Qaeda’s ideology among youth.® Similarly, in Indonesia,
Ahmad Dhani—the leader of the immensely popular rock band
Dewa—has used music to influence millions of fans, encouraging
them to resist the tide of religious extremism. As Kyai Haji Abdur-
rahman Wahid—a former president of Indonesia—observed,
“Dhani and his group are on the front lines of a global conflict,
defending Islam from its fanatical hijackers [and helping] to rescue
an entire generation from Wahhabi-financed extremists whose goal
is to transform Muslim youth into holy warriors and suicide
bombers.”®!

Egyptian Amr Khaled, who runs one of the Arab world’s most
popular websites and hosts a regular show on a Saudi-owned reli-
gious satellite channel, is a moderate who encourages Muslims to
transform their lives and their communities through Islam while
also getting along with the West. He explains: “[Osama] bin Laden
is saying he is talking on behalf of Muslims. Who asked him to talk
on behalf of us? Nobody.”” And in Saudi Arabia, Ahmad al-Shugairi,
a moderate preacher who is quite popular among a young audience
that is hungry for religious identity but deeply alienated from both
politics and the traditional religious establishment, uses his satellite
TV program Khawater (Thoughts) to preach that Islam’s greatest
strength is its diversity and its openness to new ways of thinking.®
Private initiatives like these are generally more effective at counter-
ing the influence of al Qaeda than any U.S. public diplomacy strategy
and deserve our support. Terrorism will not likely be defeated with-
out the use of kinetic force, but it will certainly not be defeated
without a commitment to a broad spectrum of effective communica-
tion and strategic influence efforts.

Conclusion

Terrorism is a product of interactions between individual choices,
organizational choices, and the environmental dimensions that influ-
ence those choices. Combining the two analytical frames when ana-
lyzing terrorism reinforces the critical importance of the information
battleground and the need to develop a supreme ability to conduct
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influence warfare.* Combating terrorism requires knowledge, intel-
ligence, and an ability to influence others through nonkinetic means.
Our need to communicate effectively, contextually, situationally,
and in culturally relevant themes—in order to influence perceptions
and choices—has never been more urgent.

DISCLAIMER

The views expressed herein are those of the author and do not purport to reflect
the position of the United States Military Academy, the Department of the Army, or
the Department of Defense.
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3. Are There “Root Causes” for Terrorist
Support?: Revisiting the Debate on
Poverty, Education, and Terrorism'

Mia Bloom

For nations like Afghanistan, Pakistan, Indonesia, or much of the
Middle East, young men have no opportunities. The only education
they are receiving is that provided to them by religious schools
that may not provide them with a well-rounded view of the world.
They see poverty all around them and they are angry [sic] by
that poverty. They may be suffering under oppressive and corrupt
regimes and that kind of environment is a breeding ground for
fanaticism and hatred. . . . It’s absolutely critical that the U.S. is
engaged in policies and strategies that will give those young people
and these countries hope and make it in their self-interest to partici-
pate and create modern, open societies like we have in the U.S.

—Illinois State Senator Barack Obama,

Chicago Defender, October 17, 2001

Islamic governments assert that a critical reassessment of counterter-

rorism policies and the need to address the “root causes” of terrorism

are necessary to improve relations between the Islamic world and

the West. Heeding this advice, President-elect Obama indicated in

December 2008 that he would address the Muslim world in hopes

of improving America’s relations with both friends and foes in the
Islamic world.

In anticipation of President Obama’s overtures, ambassadors from
several Muslim countries put forward recommendations that they
said would help. In particular, they focused on the need to identify
and address the “root causes” of terrorism as paramount, and they
placed the Israeli-Palestinian conflict high on the list of grievances
that required the president’s attention. Further, in an open letter to
the president coinciding with his inauguration, the Organization of
the Islamic Conference attributed terrorism to “deprivation, poverty,
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despair and, most importantly, political injustice.” The statement
by then Illinois state senator Barack Obama in the aftermath of 9/11
echoes these sentiments.

Notwithstanding these widespread beliefs of a linkage between
terrorism, socioeconomic conditions, and political grievances, two
questions remain: First, are there root causes for terrorism? And
second, to the extent that there are, would addressing such causes
undermine the appeal of terrorist organizations? This chapter sur-
veys the existing literature on root causes in an attempt to answer
these two questions. It finds that the debate over the existence of
root causes, specifically of a connection between poverty, education,
and political violence, is inextricably linked with the underlying
weaknesses in the study of terrorism and reflects in many ways our
limited understanding of the dynamics at work. After an exploration
of the existing scholarship on the subject, the chapter will suggest
an alternative framework for considering underlying causes, precon-
ditions, and risk factors related to terrorism.

Background

It would be comforting to believe that by addressing root causes,
we can combat the appeal of violent organizations. However, sim-
plistic assumptions of cause and effect do not take into account
that involvement in terrorist violence is a complex phenomenon.
Accordingly, a far better understanding of terrorism and the motiva-
tions of people who join violent movements remains a paramount
concern for U.S. policymakers.

The “root cause” debate pits those who say that terrorism is the
result of national issues—such as poverty and economic injustice,
the Palestinian and Kashmiri conflicts, and the wars in Iraq and
Afghanistan—against those who argue that it is driven by a jihadist
ideology rooted in Islamic teaching. While some root causes (e.g.,
the relationship between poverty and violence) have been easily
dismissed—perhaps too easily—the idea of a magic bullet that might
end terrorism remains. Since terrorism has not evolved as the result
of any one impulse, it is unlikely to be resolved easily or quickly.
However, the issue of root causes might provide a better understand-
ing of the context in which terrorists recruit, operate, and draw
support from a given population. This approach might be better at
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assessing populations at risk for radicalization and recruitment in
terrorist organizations.

The terrorism literature suffers from a dearth of primary-source
field research. This shortcoming is largely due to researchers’ reluc-
tance to enter the field to conduct interviews with active or disen-
gaged terrorists. “As a result, much of our knowledge and under-
standing about terrorist movements comes from news reports and
other secondary sources,” explains John Horgan, an applied psychol-
ogist and director of the International Center for the Study of Terror-
ism at Pennsylvania State University. “This contributes to a system-
atic bias in data analysis and skewed findings that do not correlate
with the reality of terrorist behavior.”

This defect in the literature has resulted in narrow, prescriptive
frameworks that limit our understanding of terrorist behavior and
of the root causes of terrorist violence. Despite some limited progress,
most analyses of terrorism remain short term, incident driven, politi-
cized, and narrowly focused. According to psychologist Colin
Wastell: “We are absolutely in need of research that engages with
the phenomenon, with the problem as it really exists. Not as we
would characterize it, or caricature it.”* For psychologist Jeff Victor-
off, the field “is characterized by theoretical speculation based on
subjective interpretation of anecdotal observations.”® Terrorism
expert Marc Sageman, author of Leaderless Jihad and other works,
complains that “the lack of solid ethnographic work is compounded
by the self-promotion of an army of self-appointed experts, who
rely exclusively on Internet propaganda from terrorists. This is a bit
like studying the nature of the Nazi state through its published and
broadcast propaganda.”®

Much of the terrorism literature also suffers from the fundamental
attribution error.” “This error is a basic human tendency,” explains
Paul Gill, a fellow at Pennsylvania State University’s International
Center for the Study of Terrorism, “to use dispositions as an explana-
tory variable for behavior while underestimating the powerful
impact of the situational context within which the behavior is carried
out.” Research focuses on the actions of the terrorist rather than on
the processes through which he or she became a terrorist. By focusing
on the individual’s actions in isolation, scholars fail to interpret the
influences of the social and economic environment on the individual
as intervening variables. Moreover, by focusing on just one part
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of a terrorist organization, the operative, we completely miss the
complexity of involvement in terrorist organizations. Put simply,
involvement in the organization is multifaceted, and different things
motivate different people at different times. Gauging whether a root
cause or root causes exist is very much a moving target. What might
have motivated someone at the outset of involvement might be
very different from those things that sustain his or her involvement
over time.

The scholarly literature is replete with attempts to identify root
causes and assess to what extent root causes explain the phenomenon
of terrorism. These studies inevitably begin with questions of pov-
erty, education, culture, religion, and human dignity. In his seminal
book on the subject, Tore Bjorgo challenged the very notion that
such root causes for terrorism even exist. Instead, Bjorgo listed a
number of preconditions (not root causes), which included among
others the following;:

® Lack of democracy, civil rights, and the rule of law;

® Failed or weak states;

® Rapid modernization;

® Jllegitimate and corrupt governments;

® Extremist ideologies (secular or religious); and

® Powerful external actors holding up corrupt regimes.’

Other research has called into question the explanatory value of
root causes. For example, Ariel Merari studied 32 suicide bombers
but found no specific socioeconomic factors (or personality factors,
such as depression or suicidal symptoms) to account for their
recourse to violence. Merari, a professor of psychology at Tel Aviv
University, noted that terrorist groups appeal to piety or patriotism
but concluded that neither fanaticism nor nationalism is “necessary
or sufficient” to explain their behavior. The key ingredient, Merari
posited, may be the individuals’ susceptibility to indoctrination.”

As such, an understanding of root causes is useful in order to
structure effective countermeasures and develop competing ideolo-
gies. It also has broad political appeal. Unlike divisive issues like
support for Israel or the occupations of Iraq and Afghanistan, the
issue of fighting a war on poverty can unite people across the ideo-
logical spectrum. Policymakers and scholars are interested in allevi-
ating poverty, independent of whether doing so will or will not
reduce terrorism.
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Root Causes and U.S. Counterterrorism Policy

Policymakers in the United States and elsewhere have long oper-
ated under the assumption that terrorism is by and large a byproduct
of poverty and a lack of education. Indicative of this belief is a 2002
U.S. State Department memorandum, in which then Secretary of
State Colin L. Powell wrote, “I fully believe that the root cause of
terrorism does come from situations where there is poverty, where
there is ignorance, where people see no hope in their lives.”" In
1995, former Israeli prime minister Shimon Peres told the United
Nations, “We have to address ourselves to the young generation
and to education, so that neither poverty nor ignorance will continue
to feed fundamentalism, poverty, disillusion [sic] and hatred.”"> After
the attacks on September 11, 2001, President George W. Bush said,
“We fight against poverty because hope is an answer to terror.””
Former World Bank president James Wolfensohn reasoned, “The
war on terrorism will not be won until we have come to grips with
the problem of poverty and thus the sources of discontent.”*

The assumption that poverty and terrorism are intimately linked
unites both sides of the aisle in the United States. Echoing President
Bush and Colin Powell, former vice president Al Gore said in 2002
that there is “another axis of evil in the world: poverty and ignorance;
disease and environmental disorder; corruption and political oppres-
sion,” all of which lead to terrorism."” The presumption of a relation-
ship between education, poverty, and terrorism may be said to con-
stitute the prima facie justification for economic development as a
key component of counterterrorism policy. As much as today’s “war
on terror” is a military one, it is also being waged as a “war on
poverty” and a war against illiteracy, which are presumed to exacer-
bate the conditions from which terrorism emerges.'

Recent scholarship is creating an academic consensus around a
very different set of assumptions. According to the RAND Corpora-
tion’s Claude Berrebi, “The empirical evidence collected so far gives
little reason to believe that materialistic or educational improve-
ments would help reduce terrorism.”” Increasingly, scholars argue
that the terrorism-poverty connection is nothing more than a popular
misconception. At the individual level, the leaders of militant move-
ments are better educated and of higher status than most of the
population from which they come. In fact, the operatives are usually
better off financially and educationally from the society as a whole.
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According to President Obama’s assistant treasury secretary for eco-
nomic policy, Alan Krueger, the relationship between poverty and
terrorism is an inverse one. Indeed, Krueger’s research suggests that
not only are poverty and poor education unrelated to terrorism, but
that wealth and higher levels of education actually correspond to
participation in terrorism positively.'®

Terrorism scholar Walter Reich attempted to sound the final death
knell to the notion that there was any relationship between poverty
and terrorism, saying: “The belief that poverty is a root cause of
Islamist terrorism has been thoroughly discredited. Numerous stud-
ies of terrorism have debunked the notion.”” These conclusions
strongly suggest that reducing poverty and improving education
are unlikely to yield much by way of counterterrorism policy.

Where did the misconceptions about a linkage between socioeco-
nomic factors and terrorism originate? Much of the preliminary
research on the relationship inadvertently miscoded the poverty
variable by using gross national product, not an individual terrorist’s
particular socioeconomic status. To further complicate matters, the
GNP figure often used was based on the location of the attack, rather
than the country from whence the perpetrator came. The potential
distortion is clear in cases such as an attack, for example, by a
Palestinian militant in Israel, since Israel has a far higher GNP than
the Jordanian refugee camp where the attacker originated.

This confusion over coding GNP was addressed in the subsequent
literature by focusing on the individual insurgent and assessing to
what extent he or she was poor or uneducated compared to his or
her community as a whole. This approach likewise poses a host of
possible faulty correlations between poverty (or the lack thereof)
and terrorism.

Terrorist organizations desire the most qualified candidates to
carry out violent acts on behalf of the organization. Therefore, while
the base of support or “applicants” may be poor and uneducated,
only the most qualified applicants—the frontline activists—are
likely to be educated and to come from backgrounds of socioeco-
nomic privilege. While wealthier and better-educated members of
a population might participate in terrorism, current research finds
that support for terrorism shows the opposite trend.” This datum
reinforces the existence of a selection effect (identified by Ethan
Bueno de Mesquita) that the “demand side” of terrorism accounts
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for some of the confusion surrounding possible linkages between
poverty, education levels, and political violence.”’ Though the actual
terror operatives tend to come from privileged backgrounds (relative
to their larger populations), a significant factor in understanding
political violence, this finding cannot rule out a relationship between
poor education, poverty, and terrorism. In addition to terrorist lead-
ers’ seeking the most qualified candidates, they are selecting against
those likely to self-immolate by accident and those whose literacy
skills might hinder their ability to carry out a mission. In particular,
terrorist leaders know that college-educated operatives will likely
speak more than their native language and will be better able to
blend with the target population. A university-educated Palestinian
will likely speak Hebrew and a university-educated Saudi will
undoubtedly speak English. This acquired skill set will be invaluable
in field operations, which might include trying to board an Egged
bus in Israel or a U.S. airliner.

Here, too, we should be cautious. Rather than focus on the individ-
ual terrorists, it is important to examine the larger contexts from
which they emerge. To this end, scholars and policymakers should
study the community that provides support and sustenance to
the frontline terrorist operative. A greater understanding of the envi-
ronmental conditions could clarify the connection, if any, between
preferences for violence and poverty or a lack of educational
opportunities.

Who supports terrorism? Numerous scholars have asked this
question in recent years, though a paucity of public opinion data
from relevant cases, coupled with questionable methodologies, has
left the answer incomplete. Much of the work on this subject has
focused on supporters’ levels of education and standards of living.
Several researchers have addressed the question of education, pov-
erty, and terrorism directly, and conclude that not only is this rela-
tionship unfounded but an inverse relationship exists. For example,
Alan Krueger and Jitka Maleckova find that members of Hezbollah
are more educated and have a higher standard of living than the
Lebanese Shia population as a whole; Claude Berrebi replicates these
results with respect to Palestinian terrorists in Hamas and the Pales-
tinian Islamic Jihad.?

Their findings should be treated with caution due to limitations
within the data. Both studies employ estimation techniques suscepti-
ble to producing biased results. To date, all such studies rely on

51



TERRORIZING OURSELVES

nonrandom lists of terrorist participants, based on available informa-
tion.” The creation of large data sets on terrorism is a useful tool
for students and scholars alike. However, each study combines data
on terrorist participants with available demographic data from the
target population to estimate the likelihood of participation in terror-
ism. The dependent variable—participation in terrorism—is strictly
determined by the list of terrorists collected. Such sampling from
the dependent variable, even in the presence of weighting, produces
results of unknown bias.*

This is not to say that Krueger and Maleckova’s and Berrebi’s
findings, as well as other studies that support their conclusions,
should be completely discounted. Charles Russell and Bowman Mill-
er’s compilation of demographic data on 350 terrorists from 18 revo-
lutionary groups engaged in urban terrorism produced a similar
finding: higher education and better standards of living character-
ized right-wing and European terrorists compared to the popula-
tions from which they were drawn.” According to one study, not
only are better-educated individuals overrepresented among terror-
ists: they are also drawn increasingly from engineering and the hard
sciences.” Al Qaeda and many other Middle Eastern and Islamist
organizations attract engineers, doctors, and scientists to their ranks
and particularly to leadership roles. These studies appear to show
empirically that education and wealth positively predict participation
in terrorism; the relationship between socioeconomic characteristics
and support for terrorism, however, remains an open question.

Indeed, the case studies from which the existing literature draws
do not include those terrorist organizations that would challenge
their hypotheses or invalidate their findings; for example, the Libera-
tion Tigers of Tamil Eelam in Sri Lanka; the Provisional Irish Repub-
lic Army; the Kurdistan Workers’ Party, or PKK, in Turkey; the
Basque separatist group ETA in Spain; and, to a lesser extent, the
Taliban in Afghanistan. In many of the ethnonationalist conflicts in
which terrorism emerges, the target group for terrorist recruitment is
often severely disadvantaged socioeconomically vis-a-vis the ethnic
majority. The minority tends to be excluded from the benefits of the
state, and thus these disparities become part and parcel of the terror-
ist group’s raison d’étre. The selection model of terrorist recruitment
explains the discrepancies observed in the literature but has not
been subjected to empirical testing.
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Other studies examine the relationship between the occurrences
of terrorism and the pervading socioeconomic conditions of a popu-
lation. Alan Krueger and David Laitin and, separately, James Piazza
find no relationship between poor economic conditions and the
prevalence of terrorist acts.”” Alberto Abadie finds only a qualified
relationship between poverty and terrorism. Terrorism is more likely
in poorer countries, but this relationship disappears when political
freedom and geographic characteristics are factored in. It is countries
undergoing a political transition, Abadie concludes, that have more
to fear from terrorism than either established democracies or
entrenched autocracies.”

Interestingly enough, Abadie’s finding invalidates yet another set
of alleged root causes, those pertaining to a lack of democracy, civil
rights, and the rule of law. According to this school of thought, the
absence of alternative mechanisms to voice dissent creates pressures
for violence. Proponents of this view allege that people turn toward
terrorism when there is no political space in which to assert their
grievances. Given that autocracies suffer from terrorism less than
democracies, the absence of political freedoms cannot be a unifying
root cause.

Going back to supposed links between poverty and terrorism,
Brock Blomberg and others argue that while high-income and demo-
cratic states have higher incidences of terrorism compared to other
states, periods of economic downturn increase the likelihood of ter-
rorist acts.” While this research theorized that increased terrorism
is the rational response of those adversely affected by economic
contraction yet unable to affect governing institutions, their study
does not show that economically repressed and disenfranchised indi-
viduals are in fact supportive of, or responsible for, increases in
terrorist violence.

Studies of public opinion and terrorist participation, distinct from
studies of general socioeconomic conditions, provide a more conclu-
sive examination of the possible connection between an individual’s
socioeconomic status and support for political violence. A number
of scholars examine the demographics of terrorist participants to
reach their conclusions that support for terrorism is positively related
to better education and higher standards of living.* This method
ignores, however, a selection effect that may be at work in the
recruitment patterns used by terrorist leaders. As explained above,
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these organizations are likely to prefer the most capable applicants
of a pool to carry out attacks. Thus, it may not be that education
and wealth positively correspond to terrorist participation for the
reasons these scholars suggest, namely, that the educated and
wealthy are more politically active, committed, and possess greater
opportunities for violent political involvement.

This supposition is corroborated by a 2005 news story out of Great
Britain. The Sunday Times carried a front-page story exploding the
myth of a causal relationship between terrorism and poverty among
Muslims. The newspaper reported on leaked Whitehall documents
that show “Al-Qaeda is secretly recruiting affluent, middle-class
Muslims in British universities and colleges to carry out terrorist
attacks” in Britain. The targets of the “extremist recruiters,” the Times
reported, are students with “technical and professional qualifica-
tions.” The recent attempt against Northwest 253 by Umar Farouk
Abdul Muttalib provides yet another example of highly educated
and skilled operatives coming out of elite academic institutions in
Britain.

Yet the terrorist “selection effect” usually goes untested, or its
implications are downplayed in the academic literature. If a selection
effect does exist, the proposed relationship between support for
terrorism and an individual’s socioeconomic characteristics may be
undone. Indeed, traditional notions that lack of education and pov-
erty correspond with support for terrorism—due to frustration from
lack of opportunity—may be closer to the truth.

John Horgan observes, “Explanations that seek to privilege one
kind of explanation over another miss the essential point about con-
ceptualizing terrorism as a process, and tend to commit the logical
error of confusing causation with correlation.”* Furthermore,
becoming a terrorist is not an overnight metamorphosis. An individ-
ual aggrieved malcontent does not emerge from a chrysalis newly
formed and reinvented as a terrorist; in fact, the process of involve-
ment in terrorism might be incremental and gradual. This complexity
is captured by Taylor and Quayle’s description of involvement in
terrorism:

No different from any of the other things that people do. In
one sense, embarking on a life of terrorism is like any other
life choice. . . . To ask why an individual occupies a particular
social, career or even family role is probably a deceptively
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easy but essentially unanswerable question. What we can
do, however, is to identify factors in any particular situation
that helps us understand why particular life choices have
been made. This same analysis applies to the development
of the terrorist. ¥

What motivates the individual to join a movement in the first
place might not be what sustains his or her involvement over time.
The implication is that answering questions about why people
become involved in terrorism may have little bearing on the answers
that explain what they do as terrorists, or how they remain involved
in terrorist activity over a long period. Similarly, answering ques-
tions about what keeps people involved with a terrorist movement
may have surprisingly little if any bearing on what causes them to
disengage from terrorist operations or from the organization (and/
or broader movement) altogether.*

Swati Parashar, a research associate in the International Terrorism
Watch Project at the Observer Research Foundation in New Delhi,
corroborates this perspective: “Convenient root causes like poverty,
illiteracy, backwardness, fundamentalism, authoritarianism are
hardly the considerations in sustaining terrorism or in winning
recruits.”®

In an effort to address the paucity of data about terrorists and
the groups to which they belong, Horgan undertook a project to
interview scores of terrorists to ascertain motivation and whether
one could identify whether root causes existed. After a decade of
conducting personal interviews with the operatives themselves,
he concludes:

Even when an individual him or herself suggests the per-
ceived presence of such a catalyst, we ought to interpret its
significance with great caution since personal accounts often
obscure acknowledgement of the expected positive features
of involvement. We run the risk of forming quite an incom-
plete and biased interpretation of an already biased account.
When we are in a position to consider accounts from activists
around the world, different qualities are certain to emerge,
with different emphases on particular “push” and “pull”
factors, reflecting different roles held by different people
under different degrees of ideological content, social, ideo-
logical and organizational control, commitment, etc.*
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Finally, in addition to the fact that a better understanding of
root causes cannot provide insight into why some members of a
population choose violence while the majority does not, a focus on
external influences on behavior denies the individual the capacity
for choice; specifically, of choosing to engage in terrorism. In essence,
if specific conditions are presumed to be determinative, then an
individual’s particular motivations can have little influence. The
individual terrorist could not choose his or her path; rather, the
structural conditions of the root cause made violence the inevitable
result of the process begun by someone else. Akin to the sex offender
who claims he was beaten as a child, the root causes debate shifts
responsibility away from the individual who chose a certain path
in the first place. “Although we can develop potential models of
terrorist behavior,” Horgan explains, “the progress of psychological
research is unsatisfactory as long as the data is insufficient to inform
theories and test basic hypotheses.””

Michael Radu explains that the need to uncover the root causes
of terrorism might be driven by a desire to understand how people
could make such choices, but the practical effect is to oversimplify
what is a complex, even messy, process. “Framing the question as
‘What are the root causes of terrorism?’ leads too easily to looking
at the usual suspects: ‘poverty,’ ‘injustice,” ‘exploitation,” and ‘frustra-
tion.” Like the man in the parable who looks for his lost keys under
the streetlight instead of where he lost them because ‘the light’s
better,’ it’s easier to look in these familiar areas than to face and
address the real problems.”® However, the search for root causes
as a means for countering terrorism ultimately depends on the ability
to discern what particular factors caused a particular individual to
engage in violence. Scholars and policymakers must either identify
intervening variables or else better understand the diverse pathways
of involvement. This approach will enable them to find ways to
intervene in a process, not a blanket fix-all.

Walking Away

Again, Bjorgo’s study allows us to examine factors that help sus-
tain involvement. First and foremost, Bjergo and Horgan agree that
the factors that sustain terrorism are not necessarily those that pro-
duced terrorism. Factors such as cycles of revenge and the need for
the group to maintain its survival sustain involvement. For Bjergo,
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if the individual operative has no way out of the movement, that too
sustains involvement. Other mechanisms that sustain involvement
include changes in the individual’s priorities or engagement in crimi-
nal activities (e.g., kidnapping, drug trafficking, bank robbery) that
have their own attraction, independent of any connection to political
violence.* Under such circumstances, the individual involvement
may be less about an ideological or religious belief than the pulls
associated with the profitable illicit enterprise. When terrorists
become profit seekers rather than power maximizers, we tend to
observe a shift in priorities. Groups such as the FARC in Colombia,
Abu Sayyaf in the Philippines, and others become far more involved
in moneymaking. For analysts like Audrey Cronin, this might por-
tend the end of the group as a result of implosion.®

One of the major findings of Horgan’s Walking Away from Terrorism:
Accounts of Individual Disengagement from Radical and Extremist Move-
ments is that across cases as diverse as the Irish Republic Army, al
Qaeda, and Jamiat Islamiyya in Indonesia, what ultimately caused
his interviewees to leave the movements (or walk away from terror-
ism) was the significant discrepancy between what they expected
their life to be like in the movement and what it actually was.*' It
is this discrepancy between expectations and realities that offers the
most convenient counter to radicalization or at least involvement in
violence. If the academic researcher on terrorism is expected to make
terrorism known and dispel myths, he or she can identify these
discrepancies and exploit them for counterterrorism purposes. Ulti-
mately, Horgan’s distinction between deradicalization and demobili-
zation is an important one. The fact that many people who might
walk away from engaging in terrorism (and participate in highly
publicized deradicalization programs) persist in their views means
that they can (and will) continue to impart these views to others—
inspiring both the attacks at Fort Hood and against U.S. passengers
on Northwest 253.

Root causes remain important to our understanding of the context
against which terrorist movements legitimize their claims and
replenish recruits. Although such research might have only modest
utility in helping to understand an individual’s motivation, the issue
of underlying root causes or preconditions to terrorism deserves
greater attention. First, an attention to root causes recognizes that
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terrorism is often rooted in legitimate grievances (especially those
that have the supportive voice of a community). Second, it is crucial
to understand how the interplay of state counterterrorism policies
feeds into the cycle of revenge. In essence, state actions can be a
catalyst for more terrorism and more violence.

However, the search for root causes does not imply that there is
a simple cause-and-effect relationship between the roots and the
outcomes. Attempts to identify root causes are not based on the
assumption that terrorists are merely passive actors and that the
structural element (humiliation, occupation, poverty) makes terror-
ism the only option available. We should also remember that terror-
ism can be based on imagined or virtual grievances. Terrorist organi-
zations are adept at manipulating events to their own benefit. Third,
perceived grievances have a tendency to shift over time. Even if one
were to identify what might be considered a root cause at the outset
of a terrorist campaign, that might be very different from what
sustains the campaign along the way.

While addressing issues such as the Israeli-Palestinian conflict
might very well undermine some of the propaganda available to
terrorist entrepreneurs, a holistic approach is needed to understand
motivation at the individual level, the group level, and the societal
level. Addressing root causes might not be a bad idea, but it will
likely have very different results from those that are anticipated.

For example, identifying root causes may help undermine the
general appeal of the terrorists’ message to the larger public but
have less effect on the true believers who engage in violence.
Although it is not difficult to identify the broad sociopolitical and
socioeconomic preconditions for a climate conducive to the emer-
gence of terrorism,” it remains the case that very few people will
actually engage in terrorism. More than anything else, this factor
alone cautions us against the root cause approach as a panacea
to terrorism. Because whatever root causes will affect the target
population as a whole, the fact that only a small fraction rise up to
engage in terrorist violence requires us to rethink whether a root
cause or a series of root causes exists at all. Rather than identifying
a singular magic bullet, whether it is poverty, lack of education,
culture, religion, or some other structural condition (e.g., occupation
and the presence of foreign troops), understanding how and why
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people choose terrorism requires a nuanced appreciation of the com-
plex processes of involvement. In effect, rather than consider root
causes a form of path dependence of an inevitable outcome, the
elements often associated with root causes might be better under-
stood as risk factors for radicalization and involvement in terrorism.
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4. Don’t You Know There’s a War On?:
Assessing the Military’s Role in
Counterterrorism

Paul R. Pillar and Christopher A. Preble

Nine days after the 9/11 terrorist attacks, in a speech before a
joint session of Congress watched by tens of millions on television,
President George W. Bush pledged to use all instruments of U.S.
power—“every means of diplomacy, every tool of intelligence, every
instrument of law enforcement, every financial influence, and every
necessary weapon of war’—to destroy and defeat the al Qaeda
network. The U.S. “war on terror begins with al Qaeda, but it does
not end there,” he explained. “It will not end until every terrorist
group of global reach has been found, stopped and defeated.”

At the time, few Americans questioned President Bush’s conscious
framing of U.S. counterterrorism efforts as synonymous with the
wars of the 20th century. Likewise, few doubted that the United
States would use its enormous military power—and soon—to take
the fight to al Qaeda. Indeed, less than a month after Bush’s speech
to Congress, U.S. personnel were on the ground in Afghanistan
coordinating with local warlords in the campaign that swiftly
brought down the Taliban regime.

In this chapter, we review the leading arguments for and against
using military force in counterterrorism operations and conclude
that the military instrument is useful in certain unique circum-
stances. We will also show, however, that the risks of military action
often outweigh its benefits. Further, we explore the rhetoric sur-
rounding counterterrorism and specifically question the utility and
wisdom of characterizing counterterrorism efforts under the broad
metaphorical rubric of war. Consciously framing counterterrorism
as an either/or proposition—either as warfare or as a criminal justice
problem—is equally unhelpful. Counterterrorism is a whole-of-soci-
ety enterprise, combining not merely government agencies but also
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the private sector and an alert and engaged citizenry. In this context,
it is neither a purely law enforcement function nor a war, strictly
speaking, and policymakers and opinion leaders should avoid
implying otherwise. Indeed, given the need to carefully manage
public expectations and to calm public anxiety, we conclude that it
is inappropriate to cast such efforts as synonymous with warfare.

The Military and Lethal Force

States use military force for several different counterterrorist pur-
poses. The purposes have waxed or waned in apparent importance
over time and have played widely differing roles in the counterter-
rorist efforts of different states.

One purpose that has applied less to the United States than to
other countries has been to supplement police resources in securing
the homeland. The British Army, for example, was used extensively
to combat terrorism during “the Troubles” in Northern Ireland. The
United States has been spared Ulster-type entrenchment of potent
terrorist groups on its own territory. It also has longstanding posse
comitatus restrictions on the military’s performance of any domestic
law enforcement functions. Apart from the Coast Guard’s protection
of shores and ports, the military’s role in defending against terrorism
in the U.S. homeland has consisted of limited and discrete functions,
such as the provision of certain standby response capabilities at
major events.’

Go back 25 years and the main thought that would probably come
to mind about the military and counterterrorism was the rescue
of hostages. This function has shaped specialized counterterrorist
military units in several countries. Israel’s Sayeret Matkal has been
the pioneer and model. Germany, after its failed handling of the
Palestinian terrorist attack at the 1972 Olympic Games in Munich,
created a commando unit that proved its worth five years later with
the rescue of hostages aboard a Lufthansa airliner in Mogadishu.
For the United States, the incident comparable to Munich was the
failure of an operation to free U.S. hostages at the U.S. Embassy in
Tehran in 1980. That episode led directly to the establishment of the
U.S. Joint Special Operations Command.

The Joint Special Operations Command’s hostage-rescuing capa-
bility has gone largely unused, and the evolution of terrorist tactics
and objectives since the takeover of the embassy in Tehran has made

62



Don’t You Know There’s a War On?

the classic hostage-taking incident seem increasingly quaint. The
terrorism about which we worry most today involves attacks in
which terrorists kill people straightaway, rather than capturing peo-
ple and threatening to kill them if demands are not met. Hostage
taking is still in the terrorist repertoire, however, and maintaining
a military capability to respond to such incidents is still useful. The
U.S. Navy Seals’ brilliant rescue of a captive American merchant
ship captain off Somalia in April 2009—although the abductors were
pirates motivated by pecuniary concerns rather than terrorists with
political motives—was a reassuring demonstration of some of the
skills that that capability entails.

Even with the awesome abilities of special forces as illustrated by
the rescue of the merchant captain, decisionmakers need to be cau-
tious about applying force to ongoing terrorist incidents in which
the lives of captives are in the balance. There have been spectacular
successes, such as what the Germans accomplished at Mogadishu
and what the Israelis did in a now-legendary operation in 1976
involving a hijacked airliner at Entebbe, Uganda. But there have also
been big failures. When Egyptian commandos attempted a similar
rescue involving a hijacked Egypt Air plane in Malta in 1985, 60 of
the 96 passengers and crew aboard the aircraft were killed. Russia’s
use of force to end incidents in which Chechen terrorists have taken
hostages has twice resulted in heavy death tolls for the hostages.
At a theater in Moscow in 2002, where the Russians used a toxic
aerosol to disable the terrorists, 129 of the hostages died, mostly from
the effects of the chemical.®* Two years later, Russian commandoes
stormed a school in Beslan, North Ossetia, where Chechens had
taken hundreds hostage. At least 334 hostages, most of them chil-
dren, died in the ensuing gunfire, explosions, and fire that engulfed
the building.* Even the Israelis, who have the most experience in
hostage rescue and whose capabilities in executing such operations
are second to none, have had their share of failures, in which many
hostages as well as rescue team members have been killed.?

Those failures reflect the inherent difficulty of using force when
the terrorists have the advantage of being willing and able to use
their own deadly force against their captives. The difference between
success and failure in such operations is slight, with luck playing a
major role. The smallest complication could turn triumph into
tragedy.
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Retaliation

Prolonged hostage dramas dominated the first couple of decades
of the modern era of international terrorism, including the spate of
airplane hijackings in the 1970s. By the 1990s, the counterterrorist
use of military force had come to mean something different for the
United States: responding to a bombing or some other terrorist attack
that was over and that had never involved hostages. This is the use
of military force for retaliation, not rescue.

The United States has used military force for this purpose four
times. In response to a Libyan-instigated bombing in 1986 of a night-
club in Berlin patronized by off-duty U.S. service personnel, the
United States used 100 combat aircraft flown from carriers or from
the United Kingdom to strike a variety of military targets in Libya.
After Iraq unsuccessfully tried, using paid agents, to assassinate
former President George H. W. Bush during a visit to Kuwait in
1993, the United States retaliated by firing 23 Tomahawk cruise
missiles at the headquarters of the Iraqi intelligence service in Bagh-
dad. After al Qaeda’s bombing of the U.S. Embassies in Kenya and
Tanzania in 1998, the United States fired several dozen cruise mis-
siles against sites associated with Osama bin Laden. Most struck a
complex of training camps in eastern Afghanistan; a few were fired
at a pharmaceutical plant in Sudan suspected of a role in the possible
manufacture of chemical weapons. The fourth such use of military
force was Operation Enduring Freedom, the U.S.-led intervention
in the Afghan civil war in late 2001, following the 9/11 attacks in
the United States. That operation was by far the largest use of the
U.S. military following a terrorist attack; it has since transformed into
a much broader mission involving other counterterrorist purposes of
military force. But its principal initial purpose, in direct response to
al Qaeda’s attack on 9/11, was to roust al Qaeda from its haven in
Afghanistan and to oust its Taliban ally from power.

Exactly what does one accomplish by using military force to retali-
ate for a terrorist attack? The most substantive, and perhaps the
most persuasive, answers to that question arise when the use of
force goes beyond retaliation per se and includes material effects
designed to reduce the future use of terrorism—purposes to be
discussed further below. Certainly this was true of Operation Endur-
ing Freedom, even in its initial phase. Deprived of its Afghan safe
haven and the hospitality of its ideological kinfolk in the Taliban,
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al Qaeda might become less capable of conducting major terrorist
attacks against U.S. interests. A hope to crimp capabilities for future
terrorist operations also shaped some of the earlier, smaller opera-
tions. U.S. policymakers selected the plant in Sudan as a target
in 1998, despite the fragmentary and inconclusive nature of the
intelligence about it, in the hope that by destroying it they were
reducing the capability and thus the chance of a future chemical
attack by al Qaeda. But with the Tomahawk strike against the Iraqi
intelligence service headquarters, it would be hard to identify even
a hoped-for physical impairment of future terrorist capabilities. The
strike was a military pinprick, carried out at night to reduce likely
casualties. It was pure retaliation.

A political reality is that populations—and this certainly is true
of the American public—demand that their leaders “do something”
in response to a terrorist attack against their interests. The particular
effects or secondary consequences of the response are less important
to the public than the assurance that their nation is not just having
to sit there and take it from terrorists. The public wants to strike
back, somehow and somewhere. Military force has the attraction of
being an especially emphatic and demonstrative way of striking
back. Satisfying the popular urge to “do something” undoubtedly
has been a motivation for past retaliatory U.S. use of force.

If enough of the citizenry places enough value on revenge—if it
enhances collective emotional satisfaction—one might argue that
this alone is reason enough for military retaliation. But as a matter
of sound policy, it is hard to justify revenge for the sake of revenge.
A somewhat more defensible argument is that military retaliation
demonstrates the seriousness of the government’s commitment to
counterterrorism and can stimulate a similar commitment among
its citizenry. This argument probably had more validity before 9/11
but has less now, with the national priority placed on counterterror-
ism not in doubt.

Retaliation can send the same message to foreign audiences about
determination in pursuing counterterrorist objectives, perhaps stim-
ulating other governments to enhance their own counterterrorist
efforts. The U.S. airstrike on Libya had this effect on some European
governments, including ones that opposed the strike. The Europeans’
concern about what additional unilateral action the Reagan adminis-
tration might take led them to go further than they had gone before
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in curtailing contacts with Libya and in expanding their own count-
erterrorist efforts. The U.S. lead on the ground in Afghanistan was
an essential stimulant to broader participation in that country by
the North Atlantic Treaty Organization.

Deterrence of future offenses is often regarded as the prime reason
for retaliating against past ones. The reasoning can apply to terrorists
as well as to other adversaries. It is not true, as is sometimes sup-
posed, that terrorists cannot be deterred.® And in practical terms, the
cases discussed here dealt with state sponsors of terrorism, which,
presumably, can still be deterred. Several considerations, however,
make the deterrence of terrorism through military retaliation sub-
stantially more problematic than the deterrence of other unwanted
behavior by foreign adversaries.

International terrorism today is far more the work of nonstate
actors (such as al Qaeda, the most familiar and feared terrorist group)
than of states. One of the most salient trends in international terror-
ism over the past quarter century has been the trend away from
terrorism by regimes toward terrorism by groups. Even Muammar
el-Qaddafi’s Libya, such a big terrorist concern in the 1980s, now
cooperates with the United States against their common Islamist
enemies. The biggest difference between a state and a transnational
group, as far as military retaliation and deterrence are concerned,
is that the former has a return address and the latter does not. It is
substantially more difficult to identify sites that are feasible military
targets and are of significant value to groups than is the case with
states.

Even a group that enjoys a physical safe haven, as al Qaeda did
in Taliban-ruled Afghanistan, offers few if any targets that are so
valuable to the group that feared destruction of them would be
likely to influence the group’s decisions appreciably. The training
camps that the United States hit with cruise missiles in 1998 were
the best possible military targets that could have been selected for
their association with bin Laden and al Qaeda, but their rudimentary
nature meant their destruction was not much of a loss.

Rather than causing terrorist tears over lost facilities, retaliatory
strikes have been at least as likely to be welcomed by terrorist leaders
because of other consequences. One is a rally-around-the flag effect
of increased support for a leader, whether of a group or a state, in
the face of a foreign threat. Qaddafi enjoyed such an effect in the
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immediate aftermath of the 1986 strikes against Libya.” Iranian rulers
would enjoy the same effect in the event of a U.S. (or Israeli) military
strike, for whatever reason, against Iran. Another consequence, espe-
cially important for groups, is to elevate the group to the status of
a belligerent engaged in war against a major power. Yet another is
the possibility of added support and recruits as a response to revul-
sion over the damage inflicted by the retaliation. This last effect
corresponds to a common objective of insurgents in a guerrilla war,
in which insurgent attacks are intended to provoke the government
side into counterattacks that will alienate the civilian population.

The record of the use of military force to retaliate for terrorist
attacks is not promising as far as deterrence of further terrorism is
concerned. Israel’s repeated uses of its military to retaliate for terror-
ist attacks by its Palestinian and Lebanese opponents have been
part of a seemingly unending cycle of attacks and counterattacks.
Qaddafi—although later combinations of carrots and sticks would
entice him onto a much more constructive path—did not slacken
his use of terrorism in the aftermath of the 1986 air strike. The
bombing of Pan Am Flight 103 in 1988 was probably his specific
response to the U.S. attack. As for al Qaeda and the other radical
Islamists who constitute the chief terrorist concern of today, the
nature of their goals, their use of destructive confrontation with the
United States as a means of pursuing those goals, the ostensibly
divine basis of their motivations, and the role of martyrdom in
their methods all make them resistant to being deterred from their
operations by military attack, or the threat of attack.

The dominant counterterrorist uses of military force by the United
States have now moved beyond incident response and retaliation
to encompass two other basic purposes, reflected in the expansion
of Operation Enduring Freedom in Afghanistan. One is the use of
military force to directly degrade the capability of terrorists and
terrorist groups to conduct operations. The other is stabilization
intended to prevent a state from becoming a terrorist haven and
sponsor, as Afghanistan was under the Taliban’s rule. These two
purposes overlap, and much of the counterinsurgency effort in
Afghanistan is aimed at both. To extract general observations about
the counterterrorist use of military force, however, it is useful to
consider these purposes seriatim.

U.S.-led operations in the Afghanistan-Pakistan theater constitute
today the largest, though not the only, use of military force to attack
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terrorist capabilities directly. Those include operations on the
ground in Afghanistan and, increasingly, strikes from unmanned
aerial vehicles over northwestern Pakistan. The targets include al
Qaeda and other largely Arab extremists, the Taliban and other
Afghan militias, and to a lesser but growing degree, elements of the
Pakistani Taliban. During the Bush administration, the use of mili-
tary force in this mode included a fraction of the remaining U.S.
military operations in Iraq and isolated missile strikes in Yemen
and Somalia.

The Obama administration has continued some of these tactics
but has demonstrated considerable sensitivity to minimizing civilian
casualties. For example, in September 2009, one of Africa’s most
wanted terrorists, Saleh Ali Saleh Nabhan, was killed in a raid in
southern Somalia, approximately 155 miles south of Mogadishu.
The precise details of the assault remain shrouded in secrecy, but
U.S. officials confirmed that it involved forces from the U.S. Joint
Special Operations Command. Nabhan, wanted in connection with
an attack on a beach resort that killed 13 people and a nearly simulta-
neous failed attack on an Israeli airliner in his native Kenya, was
presumed to have been killed by commandos deployed from heli-
copters. The New York Times reported that “the decision to use com-
mandos and not long-range missiles in this case may reflect a shift
by the Obama administration to go to greater lengths to avoid civil-
ian deaths.”

The role of the military in counterterrorism operations is not lim-
ited to kinetic operations against suspected terrorists and their train-
ing facilities. U.S. advice and assistance also have facilitated opera-
tions for the same purpose by foreign military forces. Perhaps the
most successful recent example of this approach has occurred in the
Philippines, where fewer than 1,000 U.S. military personnel have
worked with government officials and local military and law
enforcement to deliver a serious blow to the Abu Sayyaf Group
and other terrorist organizations with suspected ties to al Qaeda.’
Comparable missions in Iraq and Afghanistan—which between
them consume more than $15 billion every month and employ more
than 200,000 U.S. military personnel, plus additional tens of thou-
sands of civilians—have been less effective so far even though they
have received far more attention, in part because of the enormous
resources that have been dedicated to the effort.
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Pros and Cons

The biggest advantage of the military instrument over other count-
erterrorist tools is that the potential effect on terrorist capabilities is
immediate and unqualified. Forcefully putting a terrorist hors de
combat does not depend on anyone else’s cooperation, and it does
not depend on the terrorist’s, or anyone else’s, calculations or psy-
chology. A potential secondary benefit is disruption of terrorist activ-
ity going beyond immediate physical destruction. Being the target
of armed attack can interfere with planning and induce terrorists to
devote more attention to operational security and less to preparing
their own attacks. A tertiary attraction is the demonstration that the
use of force provides, to those at home and abroad, of one’s own
determination and the priority being given to counterterrorism.

The limitations and drawbacks of using the military are more
numerous and collectively quite substantial, even though the indi-
rect nature of some of the drawbacks may make them less visible.
The number one limitation is the paucity of good military targets
associated with terrorism. For all the focus on training camps having
some association with a group such as al Qaeda, or through which
some people associated with the group have passed, the attention
has more to do with a camp’s being a physical facility that one can
locate on a map and can attack with armed force. It has nothing to
do with such camps’ being critical to the preparation and conduct
of terrorist operations. They are primitive facilities that are easily
replaced. And the preparations that matter most for the terrorism
that can harm us the most occur in places that are not conducive to
the use of force, including heavily populated cities, or the territory
of well-governed states that understandably object to military opera-
tions by foreign states on their soil.

Using military force to attack terrorist capabilities really means
attacking people rather than facilities. This is what the most visible
recent expansion in the counterterrorist use of U.S. military force—
the strikes with air-to-surface missiles fired from Predator drones
over northwestern Pakistan—is all about. It is the overt use of mili-
tary force that commonly bears the label “targeted killing,” otherwise
known as assassination.

The use of military force for this purpose entails the same limita-
tions and drawbacks of assassination accomplished through other
means, as well as some additional drawbacks of its own. Israelis,
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who have repeatedly used (or attempted) assassinations of leaders
of Hamas, believe the technique has kept that Palestinian group off
balance and curbed some of its operations. Among the more high-
profile operations was the assassination in March 2004 of Sheik
Ahmed Yassin, the wheelchair-bound founder of Hamas. Killed by
amissile strike from an Israeli helicopter that also claimed the lives of
nine others, Yassin’s funeral drew an estimated 200,000 Palestinians,
who looked on him as a leader and martyr on par with South
Africa’s Nelson Mandela.”” These and other attacks have probably
contributed to the slackening of Hamas’s terrorist operations within
Israel. They have not crippled the group, however, and it is difficult
to disentangle the effects of the assassinations from the effects of
other developments and other measures, especially the security bar-
rier Israel has erected along the West Bank."

A basic limitation to the efficacy of assassination as a counterter-
rorist tool is that terrorists—even senior ones—are replaceable. The
replacement might not represent an improvement from the counter-
terrorist perspective. The Israelis discovered this when they assassi-
nated the secretary-general of Hezbollah in 1992. The new secretary-
general was the charismatic and politically gifted Hassan Nasrallah,
who has since led the group to even greater influence. A strength
of al Qaeda is its ability to quickly replace any lost cadre. With bin
Laden and his number two, Ayman al-Zawahri, still at large, other
members of the group who have been killed or captured have vari-
ously been described as al Qaeda’s “number three.”? This partly
reflects a tendency by U.S. officials to exaggerate the significance of
the latest scalp bagged, but it also reflects a real ability of the group
to regenerate. The pattern extends beyond Hezbollah or al Qaeda.
Experience in Iraq and the Afghanistan-Pakistan theater provides
little support for the idea that the killing of specifically targeted
individuals discernibly reduces subsequent terrorism.

Assassination, through either military or clandestine methods,
requires timely and precise intelligence, which is often difficult to
obtain. (And, of course, killing rather than capturing a terrorist
precludes any possibility of obtaining from the captive additional
intelligence about his group and its future operations.) It also
requires delicacy in execution. Much can go wrong, as has happened
with several Israeli operations. In one of them, mistaken identity
resulted in the Israelis killing an innocent Moroccan waiter rather
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than the Palestinian terrorist they were seeking. In another, a botched
attempt to assassinate Hamas political leader Khalid Mishal in
Amman produced a political crisis with Jordan."

The use of military rather than covert means to kill a wanted
terrorist accentuates another hazard of such operations: collateral
damage and the anger and recriminations resulting from it. Innocent
people have been killed as byproducts of assassinations using mili-
tary force. This has occurred in Israeli operations aimed at Hamas
figures. More recently, some of the missile strikes in Pakistan and
Afghanistan have caused collateral casualties. Such unintended con-
sequences contribute to further untoward indirect effects of the use
of military force against terrorists, discussed below.

The disruptive effect of military strikes on the operations of terror-
ist groups—that is, the disruption that extends beyond the killing
of individual members of the group—is real but limited by the
groups’ capacity to adapt. That bin Laden and Zawahri have been
on the run as high priority targets of the U.S. military almost certainly
has impeded their ability to function as operational commanders.
The limitation is demonstrated by the fact that bin Laden was already
on the run within Afghanistan after the embassy bombings in 1998
and the subsequent U.S. missile strikes (which U.S. officials hoped
would catch him at the training camp complex the missiles struck).
After 1998, he probably did not sleep in any one place more than a
couple of nights in a row. But that clearly did not stop al Qaeda’s
preparation for the 9/11 attacks. The adaptations that have enabled
a group such as al Qaeda to operate without a fixed and secure
headquarters have included the use of modern telecommunications
as well as organizational structures and procedures that do not
require the top leaders to be in constant contact. Bin Laden and
Zawahri’s current roles in international terrorism are less that of
operational commanders than of ideologists and propagandists.
Being hunted men evidently has not significantly impaired that latter
function—especially for Zawahri, with his frequent dissemination
of taped messages.

The United States’ use of military force to reduce terrorist capabili-
ties has the same, less direct, but still damaging and counterproduc-
tive consequences as the use of force to retaliate for past terrorist
attacks. The consequences may be all the greater insofar as this use
of force is more sustained than simple retaliation and perhaps is
seen as less justified as memories of past terrorist provocations fade.
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One such consequence is to incur the wrath of civilian populations
over the U.S. use of military force and the destruction resulting from
it. This unfortunately has been in evidence in Afghanistan, which
had been a rare oasis of goodwill toward the United States within
a Muslim world in which anti-American sentiment is the norm. That
goodwill has been significantly lessened by the collateral damage
from U.S. military operations. Afghan President Hamid Karzai’s
“first demand” of Barack Obama was for the president-elect “to put
an end to civilian casualties.”™

Similar resentment—amid a population that was already less
friendly toward the United States—has been evident in Pakistan in
reaction to the missile strikes in the northwest.” The pattern repeats
that seen after similar strikes in 2005 and 2006 against forces of the
Union of Islamic Courts in Somalia, which did kill some militants
but also instigated public anger against the United States and a
resulting increase in the popularity and extremism of the Islamists.'t

The tradeoff here is not between counterterrorism and popularity.
It is between immediate tactical counterterrorist objectives and
longer-term strategic ones. Anti-American sentiment impairs count-
erterrorism. It affects the willingness of a civilian population to
cooperate with U.S. counterterrorist efforts, its willingness to support
its own government’s efforts, and the inclination of individual civil-
ians to condone, support, or even join the efforts of anti-American
terrorist groups.

That does not mean the broader and longer-term effects should
always take precedence over the immediate tactical ones, but it does
mean the former should always be considered even if they are less
visible and measurable than the latter. It means taking into account
that while the strikes using drones over Pakistan have killed some
militants who were targeted, the same strikes have killed far more
civilians—leaving that many more friends and family members of
the deceased who might be willing to support anti-U.S. causes. And
it means resisting the temptation to employ a technologically potent
military capability because it is available and because alternative
means for dealing with a problem are not. There is evidence that,
at times, the United States has fallen to this temptation in its use of
the drones; it has tended to see nails because the handiest tool
available to it has been this very impressive hammer.
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Negative consequences extend even more broadly, beyond popu-
lations that feel the immediate physical damage of military opera-
tions to ones that are nevertheless angered by them. Here, the United
States bears the burden of being the world’s sole superpower. Its
use of military force is more likely than that of any other country
to be resented as contemptible bullying by the big kid on the global
block. Here too, the issue is not merely one of being liked or disliked,;
the potential effects on terrorism, counterterrorism, and the likeli-
hood of future terrorist attacks on U.S. interests are substantial. The
use of U.S. military force within the Muslim world has probably
done more than anything else to sustain bin Laden’s bogus narrative
of a United States that is out to kill and subjugate Muslims and to
plunder their resources.

Counterterrorism is a global enterprise, requiring the active coop-
eration and assistance of international actors—both state and non-
state. The most important cooperation is likely to come from the
communities in which terrorist organizations attempt to recruit new
followers and who are the intended audience for much of the organi-
zation’s propaganda. Terrorist attacks are newsworthy and therefore
attract the most attention to the organization’s cause. By the same
token, the effects of these operations often fall disproportionately
on the very population that the organization is attempting to reach.
The use of terrorism, therefore, is a double-edged sword. Terrorist
organizations attempt to induce a targeted society to lash out, in
the hopes that these reactions will cause harm to innocent civilians,
engender hostility and hatred of the country carrying out the retalia-
tory acts, and drive more sympathy to the terrorists. We can prevent
falling into the terrorists’ trap by carefully limiting our responses.

Afghanistan, Iraq, and the “Global War on Terror”

It is in the larger strategic context of the “global war on terror”
that the use of military force, and the associated language of warfare,
can have a detrimental effect. Within a few months of 9/11, U.S.
military personnel had dislodged al Qaeda from Afghanistan and
overthrown Osama bin Laden’s allies, the Taliban. That much of the
on-the-ground fighting was done by Afghans, not Americans, and
that they were advised and supported by nonmilitary personnel
generally escaped public scrutiny. Devastating “daisy-cutter” bombs
dropped on the al Qaeda stronghold at Tora Bora and images of
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Special Forces personnel on horseback fit well within the “war on
terror” paradigm crafted in the days immediately after 9/11."”

The requirements for achieving the U.S. objective in Afghanistan
of preventing a terrorist safe haven will continue to be subject to
discussion and debate. For our purposes, which concern the use in
general of military force on behalf of counterterrorism, the pertinent
questions are to what extent Afghanistan represents a phenomenon
likely to arise elsewhere and to what extent physical safe havens
are important in international terrorism.

There has been nothing else quite like Afghanistan under the
Taliban, and nothing else at all like the alliance between the Taliban
and al Qaeda. That alliance was not state sponsorship but instead
a partnership in which the group helped the regime (in prosecuting
the civil war) at least as much as the other way around. Whatever
one’s assessment of the advisability of maintaining a large-scale
and effectively open-ended military presence in Afghanistan, our
difficulties there have demonstrated just how costly and time-con-
suming such missions are likely to be. Leaving aside, therefore, that
Afghanistan under the Taliban was an exceptional case, it is unclear
whether the U.S. government would seriously contemplate a repeat
of the Afghanistan experience elsewhere, even if another place could
be shown to be a safe haven for al Qaeda.

These lessons have become clearer with the passage of time. In
2002, long before they had sunk in, the Bush administration, tragi-
cally and ironically, came close to creating another Afghanistan in
Iraq. The supposed alliance between the previous Iraqi regime and
al Qaeda was a figment of war-selling imagination, but the U.S.
invasion itself triggered a new jihad in Iraq. It also became the single
most conspicuous U.S. military action in recent years to sustain bin
Laden’s narrative and to accentuate broader resentment over alleged
U.S. predations against the Muslim world. The aftereffects of the
jihad against the Soviets in Afghanistan have manifested themselves
for years in subsequent global jihadist terrorism. We can expect to
see for many years ahead the terrorist aftereffects of the jihad against
the United States in Iraq. The Iraq War, supposedly launched as
part of a “war on terror,” was a highly counterproductive use of
military force as far as counterterrorism is concerned.

In contemplating possible intervention and stabilization opera-
tions in any other country that starts to show Afghan-like qualities,
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some questions about terrorist safe havens need to be addressed.
One is whether, even if such a haven were important to terrorists,
it needs to be in whatever country we happen to be contemplating.
The question can be posed today about Afghanistan. If terrorists
were denied haven there, could they not go instead to, say, Somalia?
And as we think about such possibilities, where and how do we
limit our military intervention?"

Even if convinced that a particular country is of unusual impor-
tance, both intrinsically and with regard to terrorism—as many
regard Pakistan today—a further question is what this means in
terms of military targets. In particular, what does it mean when
terrorists live and plan and work in cities, where military force is
apt to be an especially blunt and mostly unusable counterterrorist
instrument? Terrorist activity that may eventually hurt us is more
likely taking place in Karachi or Lahore than in a rural district in
northwestern Pakistan.

Related to that question, and to the larger pattern of terrorism’s
presenting few good military targets, is the issue of how important
are physical safe havens of any kind."” The cities in which terrorists
do their preparations do not have to be in states that are hostile or,
like Pakistan, unstable. They can be in the West. The preparations
that mattered most in the 9/11 operation did not take place at
training camps in Afghanistan but instead in apartments in Germany
and Spain and at flight schools in the United States. We should
worry more about extremists researching transportation schedules
on a computer—and the computer could be anywhere in the world—
than about ones practicing in a hand-to-hand combat pit somewhere
in South Asia. We can bomb a training camp, but we cannot bomb
the computer.

A response to this last point is that terrorist organizations such
as al Qaeda rely on secure physical infrastructure, such as training
camps, as part of their recruitment and indoctrination process, as
well as of the general maintenance and management of the organiza-
tion. Yet that does not speak to how essential any part of a group’s
existing organizational maintenance functions is to the activity that
matters most to us, which is terrorist attacks. More importantly,
terrorist threats—even just Sunni, Salafi, jihadist terrorist threats—
do not emanate only from al Qaeda, or from any other established,
infrastructure-laden organization. With increasing fractionation and
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decentralization of the jihadist movement, the threat in the coming
years will more likely come from individuals, groups, and cells that
are unburdened by any such physical infrastructure. It is a threat
that emerges from alienated populations in places like Muslim com-
munities in Europe, where military force is unemployable.
Another unintended consequence of military force is to contribute
to the widespread perception that a group such as al Qaeda is a
bona fide belligerent rather than a band of outlaws. Whatever else
U.S. military efforts against bin Laden and his group have accom-
plished, they have conformed to his portrayal of a civilizational war
between the Judeo-Christian West and the Muslim world, with the
United States leading the fight for the former and bin Laden and his
group doing so for the latter. As with an insurgent force confronting
superior government forces in a guerrilla war, merely being able to
survive in a military conflict becomes a sort of victory for the insur-
gents. In similar fashion, the more counterterrorism is seen as a
military contest, the more terrorists can win merely by not losing.

Talking about Terrorism: Fighting a War or Managing a
Problem

It is in talking about terrorism that the terminology of counterter-
rorism becomes particularly relevant. Just as the use of the military
tool often has counterproductive effects, so too does casting the fight
against al Qaeda and other terrorist groups of global reach as a
“war” often undermine long-term counterterrorism objectives. When
policymakers refer to a “war on terror,” the term incorrectly implies
that the military is the leading instrument of our counterterrorism
efforts, and it further suggests that the challenge has a definite
beginning and an equally definitive conclusion.®® There is also the
illogicality of declaring war on a tactic. It makes no more sense than
the British and French declaring war on blitzkrieg in 1939, or the
Americans declaring war on kamikazes in the Pacific in 1944. In both
cases, strategy was appropriately directed toward an adversary—the
Germans and Japanese, respectively—and not to the means they
employed.

Other interrelated problems flow from the imprecise evocation of
a “war on terror.” The phrase has the effect of conflating many
different entities into a supposedly monolithic threat; it complicates
allied cooperation, and it gives legitimacy to terrorists as combatants.
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Accordingly, the Department of Homeland Security in 2008 advised
policymakers to “accurately identify the nature of the challenges
that face our generation.” “If senior government officials carefully
select strategic terminology,” the paper published by the Office for
Civil Rights and Civil Liberties averred, “the government’s public
statements will encourage vigilance without unintentionally under-
mining security objectives.””

In general, referring to a “war on terror” tends to conflate the
disparate threats posed by terrorist organizations, and it likewise
has the effect of uniting different groups with very different aims.
It also plays into the terrorists’ own rhetoric that the West is engaged
in a war against Islam. The problem was certainly exacerbated by
President George W. Bush'’s ill-considered reference to an American
crusade,” but the perception of an inevitable clash of civilizations
would still be a problem even if senior government officials were
more careful in their choice of words.

The danger of declaring a “global war on terror” (GWOT), and
in conflating many disparate entities into a single monolithic threat,
warned Jeffrey Record in a paper for the Strategic Studies Institute
at the U.S. Army War College, was that it subordinated strategic
clarity to moral clarity. Record cautioned that, by declaring a GWOT,
the United States had embarked “on a course of open-ended and
gratuitous conflict with states and nonstate entities that pose no
serious threat to the United States.””

Moral clarity can lead to sloppy policy by uniting our enemies;
it can also complicate relations with allies who are instrumental to
combating a prototypical transnational threat. A report published
by the Pentagon’s Defense Science Board amplified these concerns.
Evocative phrases such as “global war on terror,” and “fighting them
there so we don’t fight them here,” the DSB conceded, “may have
short-term benefits in motivating support at home.” However, this
“polarizing rhetoric,” the board went on to say, “can have adverse
long-term consequences that reduce the willingness of potential
allies to collaborate, and give unwarranted legitimacy and unity of
effort to dispersed adversaries.””

Fighting the Terrorists on Our Terms, Not Theirs

Yet another problem associated with framing counterterrorism as
a global war on terror is that it elevates and legitimizes terrorists as
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combatants. Some contend that the terrorists declared war on us
and that it therefore makes no sense for us to temper our rhetoric.”
But the opposite is closer to the truth. We should not let our adversar-
ies set the terms of the debate, any more than we should allow them
to pick and choose when and where we will fight them. Supporters
of the GWOT mindset often cast terrorist leaders as the modern-
day incarnation of Hitler or Stalin. But while Osama bin Laden or
Ayman al-Zawahri might seem like Hitler or Stalin in their willing-
ness to kill, and while they share the megalomania, they are very
unlike the butchers of the 20th century who were, after all, the
leaders of major nation-states and capable of mobilizing tens of
millions of people on short notice. By contrast, modern-day terrorists
can only dream of unleashing the scale of violence and chaos visited
on the globe during World Wars I and II. We do not advance our
broader objectives of diminishing their appeal to their target audi-
ence and otherwise rendering them to the margins of history—
where they belong—by portraying them as being on par with the
leaders of major industrial states.

But while experts on counterterrorism, including many in this
volume, stress the need for carefully limiting our response to terror-
ism—both through the discriminate and rare use of military force
and also through the careful employment of language—the impulse
to overact and lash out will remain strong. In the emotional aftermath
of a terrorist attack, political leaders and opinion makers will be
strongly inclined to exaggerate, even if inadvertently, the nature of
the threat. We can over time, however, erode the political utility of
hyping the terror threat by patiently documenting what military
actions have or have not worked in the past and by drawing attention
to the multifaceted nature of counterterrorist efforts, which include
military, but chiefly nonmilitary, initiatives. In this way, the war
metaphor will become progressively less popular.

A sound and comprehensive counterterrorism strategy aims to
calm public fears of terrorism by informing the intended targets of
terrorism—the public at large—about the terrorists’ actual capabili-
ties to do harm. Suggesting that relatively minor and ultimately
containable threats posed by disconnected terrorist organizations
must be handled as we would a war with an industrial nation-state
grossly overstates the nature of the terrorist threat and therefore
undermines attempts to assuage public anxiety through dispassion-
ate assessments of the terrorists’ actual capabilities.
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Rhetoric, and the shaping of expectations, are more important in
the context of counterterrorism operations than in traditional wars.
Victory or defeat in most wars is determined by armies on the
battlefield, or fleets at sea. By contrast, because terrorists aim specifi-
cally at breaking the public will, measures intended at shoring up
public resolve are a crucial element of effective counterterrorism
strategy.

Despite the widespread skepticism toward the “war on terror”
terminology—including some of the Bush administration’s own
agencies and advisory committees noted above, who warned against
using the term—critics pounced when President Barack Obama
appeared to move away from his predecessor’s rhetorical framing
of U.S. counterterrorist efforts. Former vice president Dick Cheney
led the charge, expressing “serious doubts” about President Obama’s
conduct of U.S. counterterrorist efforts, “especially about the extent
to which he understands and is prepared to do what needs to be
done to defend the nation.”” Former Speaker of the House Newt
Gingrich, commenting on the Justice Department’s decision to inves-
tigate the use of enhanced interrogation techniques on suspected
terrorists, declared that “the Obama administration, still in the mid-
dle of a war with the radical wing of Islam, [was] waving a white
flag of surrender.””

The bitter partisanship and institutional wrangling of the past
eight years over the framing and conduct of U.S. counterterrorist
efforts have clouded rather than clarified our understanding of the
role that military force should play. In this context, the dispute over
whether to continue with Bush administration policies concerning,
for example, targeted assassinations and the use of unmanned aerial
vehicles to kill suspected terrorists often obscures a fundamental
point about how we should characterize counterterrorism overall.
If most counterterrorist work will involve the use of the military,
then it might be appropriate to cast these efforts—not merely rhetori-
cally but legally—as warfare. If, by contrast, the military tool is
often irrelevant, and occasionally counterproductive, to combating
terrorism, then policymakers should consciously steer the conversa-
tion away from warfare per se and should focus the public’s attention
instead on the range of tools employed to advance public safety.

Americans broadly support the concept of using military opera-
tions to combat terrorism but are growing weary of specific large-
scale missions—including those in Iraq and Afghanistan—where
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the costs appear to have outweighed the benefits. For example, a
poll conducted in 2008 by the Chicago Council on Global Affairs
found that strong majorities approved of “U.S. air strikes against
terrorist training camps and other facilities,” (79 percent) “attacks
by U.S. ground troops against terrorist training camps and other
facilities,” (72 percent) and “assassination of individual terrorist lead-
ers” (68 percent). The same poll showed deep reservations about
the war in Iraq: 76 percent of respondents expressed regret that
money spent on the Iraq venture could have been spent on needs
at home, and nearly 6 in 10 said that the war had not reduced the
threat of terrorism.” By the summer of 2009, doubts about the efficacy
of the military force had crept into public attitudes toward the war
in Afghanistan, which since 9/11 had enjoyed broad bipartisan sup-
port. In August, the Washington Post reported that, for the first time
since they began asking the question, a majority of Americans (51
percent) believed that the Afghan war was “not worth fighting.””
It is too soon to say whether this weakening of public support for
these particular missions will apply generally to other major military
interventions associated with counterterrorism, but it is clear that
such support cannot be taken for granted.

Conclusion

The war on terror metaphor has obscured the nature of the terrorist
challenge and at times undermined our ability to combat it effec-
tively. Our resort to military force to deal with particular terrorist
threats that might be better addressed by nonmilitary means likewise
complicates our efforts. The two problems go hand in hand.

The Bush administration devised the GWOT framework partly to
provide a rationale for using military force to remove Saddam Hus-
sein from power in Iraq. The questionable rationales for that war—
including the dubious linkage between Iraq and al Qaeda—com-
bined with the chaos that ensued after the collapse of Hussein’s
rule, invited condemnation of many U.S. policies lumped under the
GWOT and discouraged other countries from openly cooperating
with U.S. officials.

As a political tool, a weapon wielded to discredit one’s opponent,
the GWOT remains potent. One of candidate Barack Obama’s cam-
paign slogans stressed “Hope over Fear,” but few other political
leaders have been so willing to dial down their rhetoric pertaining
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to terrorism, ever fearful of being perceived as having not done
everything in their power in the event of another attack.

But the GWOT concept was also harmful in shaping thinking on
counterterrorism, elevating the military in the policymakers’ toolbox
at the expense of other instruments of power that have proved more
effective. Policymakers must appreciate the particular salience of
nonmilitary means for addressing the terrorist challenge, and they
should not be shy about calling attention to such measures—includ-
ing, for example, information sharing among law enforcement and
intelligence agencies, and lawful electronic surveillance of suspected
terrorists—even at the risk of being portrayed by critics as being
“soft” on terrorism. To steer clear of the language of warfare does
not mean, as noted in this chapter, that the military cannot and
should not play a role in combating terrorism. The key is in balancing
the costs and risks of direct military action and, when such opera-
tions are deemed essential, combining them with operations that
advance a broader agenda to diminish the gruesome appeal of terror-
ism in communities that have been willing to support or tolerate it.
Reframing the nature of our counterterrorist efforts away from the
military mindset—and confining military missions to those rare
instances when the precise application of force can deliver significant
benefits—will pay long-term dividends.
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5. Assessing Counterterrorism,
Homeland Security, and Risk

James A. Lewis

Homeland security and counterterrorism are not the same thing.
In fact, since much of homeland security is aimed at preparing for
highly improbable events, those efforts contribute little to reducing
the threat of terrorist attack. Terrorism is a means—which we rightly
regard as illegitimate—to obtain a political end. The end sought by
Islamist terrorists is the recession of Western ideas and the spread
of a polity based on sharia. We are in a political struggle with a
theologically based insurgency that has global reach. Attacking civil-
ian populations to create shock, distress, and fear is one of the most
important tactics for this insurgency, with the goal of destroying the
will of its opponents to resist. Effective counterterrorism ultimately
depends on winning this political struggle.

The terrorists argue that their tactics are justified by Western
indifference to their suffering, by the indiscriminate use of modern
weapons against their civilian populations, and, perhaps, because
they view their effort as sanctioned by some divine authority. It is
also likely that many of the people who carry out these tactics are
psychotic, that the violence fulfills some deep personal craving, and
that they act out their fantasies of violence and revenge in the context
of a justifying ideology and as part of a long-term strategy to achieve
their political goals. The political nature of terrorist violence is an
important factor, often overlooked, in assessing the risk of terrorism.

Terrorism is not new. The groups we face now are the inheritors
of a violent legacy that stretches back to the anti-colonial struggles
of the 1950s. What is new is the global nature of these attacks. World-
spanning networks for trade, travel, and finance allow groups to
project force globally. Porous borders, the immense migration of the
last 30 years, and the ease with which immigrants flow between
birth country and new home create new opportunities for violence.

83



TERRORIZING OURSELVES

The global context for terrorism, the stateless nature of the oppo-
nents, porous national borders, and the willingness to inflict
unbounded violence against civilian targets greatly increase the risk
of a successful attack in Western “homelands.” Unfortunately, this
risk is difficult to measure or assess. Assessing the risk of terrorist
attack is a challenge for which the United States lacks extensive
precedent and experience. Terrorism touches the civilian population
directly, creating a heightened sense of fear and vulnerability. Our
opponents’ methods can seem irrational (although, in the main, they
are not). The knowledge of having been surprised (in New York,
London, or Madrid) and of having had many other narrow escapes
haunts Western governments. Risk appears unbounded.

September 11, 2001, was a shock—it should not have been, as it
was the third massive blow aimed at U.S. territory by al Qaeda in
eight years—and this shock continues to drive U.S. policy in unhelp-
ful ways.! A pervasive sense of vulnerability has shaped thinking
on counterterrorism and “homeland security.” The sense of vulnera-
bility is compounded in the United States by a response, the set of
policies we call homeland security, that has been organizational and
mechanistic, almost willfully ignoring the larger political context in
order to fret over specific threats. This response is largely irrelevant
to counterterrorism. To understand this, it is useful to sketch out
the elements of an effective counterterrorism strategy.

Elements of Counterterrorism

Counterterrorism has the immediate goal of preventing attacks
and disrupting terrorist plans and organizations. Its long-term goal
is to eliminate these groups by shrinking support (in terms of money
and recruits) for terrorism. An effective counterterrorism program
combines intelligence, law enforcement, military action, diplomacy,
and economic activities to achieve these goals.

Effective counterterrorism has some resemblance to counterinsur-
gency, and the experience of the British in Malaya and the French
in Algeria provides an instructive comparison for any effort to end
terrorism. Insurgents in these countries, who used terror tactics,
were split from their supporters, infiltrated, criminalized, and (in
the case of Malaysia) ultimately destroyed. The core of an effective
strategy is to identify and locate terrorists, disrupt their plans, cut
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off their sources of support, remove them from action, and discour-
age new recruits from joining their effort. Other activities (including
many of the activities taken in the name of homeland security) make
only an indirect contribution to counterterrorism.

The first essential component of effective counterterrorism is intel-
ligence. Gathering information on terrorist groups, their members,
supporters, intentions, and plans is essential to an effective defense
and to eventually removing the terrorist threat. It involves recruiting
human agents from the terrorist groups or their supporters. In
today’s environment, human intelligence collection must take place
both domestically (conducted by the Federal Bureau of Investiga-
tion) and internationally (conducted largely by the Central Intelli-
gence Agency). It also involves signals intelligence. Terrorism
depends on global communications networks, and communications
surveillance has been one of the most useful tools of the U.S. counter-
terror effort.

The second essential element is aggressive enforcement of criminal
law against terrorists. Some aspects of the law enforcement effort
are in fact intelligence activities conducted domestically—the
recruitment of informants and the surveillance of communications.
However, it is the ability of police forces to arrest, try, and imprison
that degrades terrorists’ effectiveness and creates a powerful deter-
rent to terrorist action. Treating terrorists like criminals rather than
as combatants helps delegitimize and deflate their cause and is an
important part of the political struggle.

Law enforcement activities that contribute to counterterrorism
also include the interdiction of financial networks. This specialized
activity is important for dealing with global opponents who operate
across many states and who are willing to use the financial networks
developed for international commerce. Successful interdiction has
forced groups to move back to hawala (traditional financial networks)
or to couriers, complicating planning efforts and creating some deter-
rent effect.

Law enforcement for counterterrorism also includes border con-
trol and customs, missions assigned in the United States to the
Department of Homeland Security. We know from experience that
terrorists will exploit weak controls on the entry of people. We
should avoid, however, overemphasizing the importance of border
controls in preventing terrorism. Sealing borders against terrorists
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is not possible at reasonable cost. The scale of illegal immigration
into the United States suggests that a trained terrorist would have
a good chance of success in walking across one of the land borders.
And as the continued inflow of narcotics demonstrates, it is possible
with ingenuity and enough money to get anything into the country.

Controls on the entry of goods have focused spending and effort
on preventing the entry of weapons of mass destruction (WMDs)
disguised as licit shipments, but this is unrealistic. Acquiring a
nuclear weapon or radiological material would be a major coup for
a terrorist group, and it would be unlikely to let it out of its control,
so the notion of terrorists placing the weapon in a container in some
overseas port and waving goodbye makes little sense—they would
be likely to accompany it to the target. Terrorists will seek to avoid
customs inspections and immigration checkpoints and will rely on
illicit means of entry for both people and goods, or rely on domestic
recruitment and acquisitions to evade border controls.

Law enforcement also provides “point defense” against terrorism.
Police patrols, border inspections, and airport checkpoints all com-
plicate terrorist planning. But as the last line of defense, such mea-
sures come into play only if the terrorists have succeeded in evading
other efforts and have approached their target. If we catch a terrorist
trying to board an aircraft, it means that the CIA and FBI have failed.

Counterterrorism requires an expanded use of police and intelli-
gence powers by a country, but that creates normative and practical
difficulties. From a normative perspective, effective counterterrorism
raises civil liberties concerns. The need to ensure greater cooperation
between intelligence and law enforcement agencies amplifies these
concerns, particularly in the United States, which has a greater
degree of separation between domestic law enforcement and intelli-
gence than is found in other countries.

In fact, some suspension of civil liberties has been a part of almost
all anti-terror campaigns in every country. Even if terrorism is
treated as a crime and is prosecuted under normal criminal law,
many nations have found it necessary to pass legislation providing
police with additional investigative authorities that are less cons-
trained by civil liberties safeguards. Anti-terror programs invariably
make it easier to surveil and investigate, to detain, and to suppress
certain political activities. The issue is not whether to restrict civil
liberties to some degree but rather the scope, duration, and rationale
of the intrusions.
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The precedent in the United States has been to overreact. The
Palmer raids of the 1920s, McCarthyism in the 1950s, and the various
intrusions of the 1960s (such as the FBI's COINTELPRO program,
which was designed to penetrate and disrupt dissident groups)
suggest some consistent weakness in American governance. When
it came to civil liberties, those overreactions eventually proved to
be self-correcting. Overreaction can also inflict lasting economic
damage. An astute terrorist might seek to use attacks to trigger
this overreaction to damage a state. The greatest damage from the
nation’s inability to assess risk accurately may not come from
resources squandered on irrelevant programs but from unnecessary
losses for the national economy.

If intelligence and law enforcement form the core of effective
counterterrorism, military force plays only a supporting role. There
is no capital city to bomb, no port to blockade. Terrorist groups are
not connected to any nation, although the goal of some groups is
to create a new state. If they connect to a state, as al Qaeda did
with the Taliban government, they become much more vulnerable
because they provide a convenient target for retaliation.

The use of conventional force carries political risk of escalating
or prolonging the conflict. The use of massive force brings collateral
damage, and we know from experience that harm to innocent
bystanders (e.g., an air strike against a wedding party or the acciden-
tal shooting of a relative) are among the best recruitment tools for
our opponents. Such mistakes are not the result of malevolent intent
(although they’re portrayed that way by terrorists and their support-
ers) but an unavoidable part of combat with heavy weapons. Minim-
izing the role of conventional military forces and heavy weapons
could actually increase the effectiveness of counterterrorism.?

The United States benefited when it used military force (albeit
paramilitary groups from the CIA, supported by Army Special
Forces and air power) to dislodge al Qaeda from Afghanistan. The
subsequent action in Iraq inflamed many potential recruits and
detracted from the more important counterterrorism effort in
Afghanistan. If one primary measure of effective counterterrorism
is the effect on the political environment that produces terrorism,
then, on balance, the effort in Iraq probably increased the terrorist
threat by giving political advantage to our opponents and by increas-
ing their popular support and the supply of recruits from the Islamic
community both in the region and in Europe and North America.
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Diplomatic activity—working with foreign partners and shaping
the policies and responses of other governments—is crucial for
countering global terror. This activity involves obtaining the support,
open or tacit, of other governments to pursue terrorists and for these
governments to undertake their own anti-terror operations. It can
involve gaining permission for U.S. agents to operate in a country,
encouraging a country to undertake its own anti-terror operations,
or securing its agreement to cooperate with U.S. efforts.

The diplomatic task is extremely difficult. The terrorists we face
have some sympathy in the Middle East, making governments there
less willing to crack down. Saudi Arabia, for example, will move
swiftly and effectively against terrorist groups that threaten its stabil-
ity, but it is much less forceful in moving against wealthy Saudis who
finance terrorism abroad. In the current, religion-based struggle,
diplomatic engagement that appears serious in trying to address
the Israel-Palestine issue can help reduce support and recruits for
terrorism, reduce the appearance of legitimacy of terrorist groups,
and encourage other governments in the region to be more active.

Counterterrorism resembles counterinsurgency, but there are cru-
cial differences. In counterinsurgency, economic development and
political reform are crucial components of a successful effort, as they
help reduce support for the insurgents and reduce the flow of new
recruits. In a global campaign, however, they are less effective. The
United States cannot restructure the political systems of other coun-
tries—the attempt in Iraq was a disaster—and we cannot provoke
quick economic growth without political reform. Incremental
improvements that may bring prosperity to the Middle East a genera-
tion hence will not protect us against terrorism today.

The goal of promoting economic development and political reform
is to change the calculus for potential recruits: join the terrorists and
face the increased probability of death or imprisonment or decide
to remain a noncombatant and take advantage of increasing eco-
nomic and political opportunities.’ In an international conflict, how-
ever, it is easier for the United States to increase the disincentives.

This is not to say that engagement and aid do not have a role,
but we must be careful not to overestimate their benefits or their
chances of success. We are dealing with a large cadre of hardened
opponents who are persuaded of the righteousness of their cause.
They come from societies and political regimes that are resistant to
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change, including change needed for economic growth. Increased
aid and engagement are intended to change the political dynamics
that produce terrorism, but in fact, most of this political dynamic
lies outside of U.S. control. One uncomfortable element of counterter-
rorism is that in the near and medium term, U.S. security may benefit
more from efficient repression in foreign countries than from the
messy process of liberalization. There is no black or white answer,
and an effective program will need to calibrate the mix of long-term
support for reform against the immediate benefits of support for
existing regimes.

The ultimate goal is to change the political calculus of terrorists
and their recruits as to the justification and benefits of terrorist
action. If terrorists and their supporters are persuaded that the risk
of action is too high, that there are other avenues for dissent, and
that the justification for terror is wrong, the number of opponents
will shrink to a hard core that will need to be removed from action.

For the United States, the most important political aspect of count-
erterrorism is not reform or development overseas but the political
message it conveys through its actions. Actions that reinforce the
perception of Middle Eastern audiences that the United States is
hostile help terrorism. The treatment of immigrant populations is
also crucial. The failure in Europe to integrate Middle Eastern immi-
grants and to inculcate in them Western political norms has created
a discontented population that is fertile ground for recruitment.
Expanded enforcement and intelligence activities against terrorists
by the United States must balance the need to identify and disrupt
domestic terrorism while avoiding efforts that could unfairly single
out and alienate this immigrant population.

Counterterrorism in the past was usually a domestic law enforce-
ment activity or, at most, a cross-border activity involving sanctuar-
ies in neighboring countries. The conflict we are in now is the first
global episode of terrorism, with disparate attacks on many conti-
nents, and an effective response requires broad international engage-
ment by the United States. What is unusual in the U.S. response
since 9/11 is the heavy emphasis on homeland security, essentially
civil defense. There is an almost despairing assumption that terror
attacks are unstoppable and the United States must prepare for the
worst—chemical, biological, or radiological attack, or in the most
extreme case, the detonation of a fully functioning thermonuclear
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device. These efforts have largely been divorced from probability,
creating immense problems for homeland defense and counterter-
rorism strategies in the United States.

The core of the U.S. counterterrorism effort rests with the Central
Intelligence Agency, the National Security Agency, and the Federal
Bureau of Investigation. The Department of Defense and the Depart-
ment of State also have important roles. The work of those agencies
to detect and disrupt terrorist plans and actions is America’s primary
line of defense. If the Department of Homeland Security had never
been created, its absence would not have reduced the effectiveness
of this primary counterterrorism effort or greatly increased the risk
of a successful terrorist attack. This does not mean that thereisno role
for the Department of Homeland Security, but its primary mission is
not counterterrorism.

Homeland Security

After the cold war’s end, a growing consensus argued that the
United States would face new kinds of threats, including terrorism,
unconventional uses of WMDs, and attacks on the domestic popula-
tion and infrastructure. That assessment proved to be correct, but
its corollary, that opponents would use unconventional weapons,
remains doubtful.

A series of reports in the 1990s called for a new approach to
national defense, which would secure critical infrastructure and cyb-
erspace to deal with terrorism and WMDs.* One of these reports
called for major reorganization to meet the new threats. The third
report of the Hart-Rudman Commission, released in January 2001,
called for the creation of a new independent National Homeland
Security Agency (NHSA) with responsibility for planning, coordi-
nating, and integrating various government activities involved
in homeland security.” The new agency would combine Customs,
Border Patrol, and the Coast Guard with new Directorates for Cri-
tical Infrastructure Protection and Emergency Preparedness and
Response.

It remains unclear whether any of these suggested changes would
have happened without the 9/11 attacks. The attacks provided the
political energy for massive federal reorganization, sweeping new
legislation, and, at least temporarily, a new emphasis on vigilance
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at all levels of government to detect and prevent terrorist attacks
on the territory of the United States.

We still live with the result of this change, from the signs in
airports announcing that the threat level is unchangeably orange
(raising it leads to immense expense; lowering it is politically risky)
to massive federal spending to protect against a range of potential
threats. It is useful to ask, however, how much this reorganization
and the associated efforts protect against terrorism. They are defen-
sive measures, preventive actions, things the United States does to
itself rather than to terrorists. The desired effect on terrorists is to
change their calculations of the benefits and difficulties of a potential
attack. These measures do not stop terrorists from attacking, they
make terrorists adopt other (and we hope less damaging) weapons
and tactics.

An equally damaging problem lies with the assessment of risk.
DHS’s priority missions are border protection and preparedness.
The emphasis on preparedness is the product of the many reports
from the 1990s, which identified domestic attack by terrorists using
WMDs as one of the greatest new threats the nation would face.
That this has never occurred in the two decades since the warnings
began has not decreased their frequency or volume.

Counterterrorism, Homeland Security, and Risk Assessment

Risk assessment is the greatest problem for planning in homeland
security. The problem has three elements. First, the WMD prepared-
ness mission involves very low probability events that have poten-
tially large consequences. The tendency has been to overestimate
both probability and consequences (evidentiary standards and meth-
odology for risk assessment are weak). The second element is that
terrorists, who seek asymmetric advantage and surprise, will devote
considerable effort to planning attacks for which we have not pre-
pared. This observation does not mean that we should not prepare,
but it imposes a kind of ceiling on how much effort to expend, to
avoid building a Maginot Line that terrorists will bypass. The third
element is that many assessments of risk routinely underestimate
the “collateral damage” to the economy as a result of heightened
security efforts; if we screen all containers entering the country, it
will disrupt supply chains and increase company costs, all to prevent
the very low risk of a dirty bomb being smuggled in this way.’
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Improving predictive capability is probably beyond our capacity
as a nation. Politically, it is more convenient to express grave concern
over a lack of preparation and then spend heavily on preparations.
There is no immediate penalty for overspending, and support can
always be found to justify massive expenditure. Nor is there any
accounting of the economic losses created by overzealous defense.
Because the threats we are defending against are so improbable, we
have little ability to measure the benefit of a program other than by
how much is spent on it. We can spend large sums of money without
substantially reducing the risk of an attack.

The model used by the United States for risk assessment says that
risk is determined by threat, vulnerability, and consequences. DHS
considers all areas of the nation equally vulnerable to a successful
terrorist attack and assigns every state and urban area the same
level of vulnerability in its risk analysis model.® In practice, the focus
is on consequences rather than vulnerability, while the probability
of a particular form of attack is generally ignored.

The difficulty of assessing risk is not entirely a new problem
for the United States, where for many years expenditure has been
equated with security. We spend more than most other nations
combined to prepare for attacks. Long experience and planning
guide defense expenditures, but some investments, such as missile
defense, involve threats whose probability is difficult to assess.
Unlike defense, homeland security is intimately linked to domestic
activities and to the economy—it involves regulation and interfer-
ence with transport and travel. A defense program may channel
resources to unproductive areas, but a homeland security program
will not only consume resources, it can also damage the economy.

One CIA advisory group, for example, concluded that the 9/11
attacks demonstrated how an adversary could cripple the United
States by attacking nontraditional, primarily private-sector targets.
This conclusion is inaccurate but could be more accurately phrased
as “9/11 demonstrated that a shrewd opponent could use attacks
to precipitate actions where the United States would injure itself.”
This suggests that the goals of counterterrorism and homeland secu-
rity could conflict in some circumstances. If our opponents are look-
ing for unconventional attacks, what could be more enticing than
to trigger antibodies that lead the U.S. to attack itself?

92



Assessing Counterterrorism, Homeland Security, and Risk

A neutral approach to estimating risk would examine the causes
and consequences of previous attacks. It would estimate the likeli-
hood of a potential attacker selecting a target and which weapon or
kind of weapon an attacker would be likely to use against it (and
this involves an understanding of the attackers’ motives, preferences,
strategic rationale, goals, capabilities, and experience). It would
attempt to match attacker goals and capabilities against potential
infrastructure vulnerabilities, in effect duplicating the analysis and
planning process of potential attackers, as they identify targets and
estimate the likelihood of success in achieving their goals using a
particular weapon and tactics.

America’s political culture shapes analyses of risk. The federal
government has become progressively more risk-averse since the
1970s.” The reasons for this include a loss of confidence among
political elites, decreased public trust of government, and partisan-
ship. This political change is important for understanding counter-
terrorism and homeland security. A risk-averse government will
estimate the probability of a damaging attack as higher than a more
neutral approach might suggest.

More importantly, politics drives spending on homeland security.
Preparation has become an important source of federal subsidies. It
goes beyond the mild conundrum of researchers who stand to benefit
from increased funding by being the most vocal about looming
vulnerabilities; the greater problem is the politicization of homeland
security grants. This is a well-known story that immensely distorts
U.S. counterterror strategies. In theory, a grant allocation “reflects
the intelligence community’s best assessment of areas of the country
and potential targets most likely to be attacked,” but it is easy to
deride agency efforts, from rural states getting preference over major
urban areas to the Amish Country Popcorn Company of Berne,
Indiana (population 4,200) or Florida’s Weeki Wachee Springs (“City
of Mermaids”) being designated as critical infrastructure and thus
eligible for grants. A grant to a Kentucky state agency helped prevent
terrorists from using bingo games to fund their operations.’

These examples are symptoms of a larger problem. The Depart-
ment of Homeland Security is too weak to withstand congressional
pressure (any agency would find this difficult). The weak linkage
between probability and threat makes it difficult to distinguish
between many minor risks and a few major threats. A rigorous
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approach would limit risk to outcomes that affect the macroeconomic
performance of the United States or that reduce U.S. military
capabilities.

Every society has the ability to absorb a certain amount of death
and destruction without serious consequence. To put risk in perspec-
tive, 16,000 Americans were murdered in 2007."° That did not lead
to the collapse of the state or the end of our way of life. Those
murders were not centrally organized or politically motivated, nor
did they occur simultaneously in the same location, but they suggest
a degree of national resilience that is usually underestimated. Hor-
rific overestimates of casualties and their consequences have become
part of the national discourse on homeland security. This imprecision
and exaggeration do a disservice to the nation. As one op-ed by a
prominent group of authors proclaimed:

Shame on our leaders and on us if the lamentations of the
next blue-ribbon panel will be intoned over the graves of
hundreds of thousands of Americans, the collapse of our
economy, and perhaps a fatal blow to our way of life."

What kind of terrorist attack would kill hundreds of thousands
of Americans? The only plausible scenario would involve the detona-
tion of a nuclear weapon in a city. The detonation at Hiroshima,
for example, killed about 70,000 people immediately and an equal
number thereafter from the effects of the blast and radiation. No
other weapon would have a similar effect. Deaths from radiological
“dirty” bombs are limited to the blast area—at most a few blocks.
Those who escaped the initial blast would be unlikely to suffer
harm. Chemical and biological weapons are difficult to produce,
weaponize, and deliver on target—we know this from the extensive
experimentation undertaken by the United States and the Soviet
Union during the cold war. If terrorists could acquire a crop-duster,
and if the weather conditions were right and the operation unhin-
dered, they could deliver a chemical or biological weapon in suffi-
cient quantity to cause mass casualties—but the odds are heavily
against them.

The op-ed confidently asserts, “There is little doubt that al Qaeda
intends to and can detonate a weapon of mass destruction on U.S.
soil.” That the intention exists is clear (although it might better be
described as a wish than a strategy), but there is no evidence that
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al Qaeda has access to nuclear weapons. Radiological, biological, or
cyber weapons all create risk, but the likelihood of attack and the
potential for damage vary widely from weapon to weapon. The
more exotic the attack, the less likely it is to occur or to succeed.

Fear of a pandemic also appears exaggerated—the World Health
Organization estimated that 2 to 7 million people could die in an
avian flu pandemic, for example.”? But since 2003, there have been
467 cases of avian flu, resulting in 282 deaths.” The source of the
exaggeration may be the assumptions that medical research and
treatment have not progressed since 1919 and that the government
would lack the will to impose strict quarantine regulations (which
are surprisingly effective in limiting the spread of disease)."

What explains this discrepancy between risk and perception? Dur-
ing the cold war, analysts became accustomed to thinking about
horrible things that never happened—from nuclear winter to atomic
war. This willingness to suspend disbelief has carried over to the war
on terrorism. There are also important differences between policy
experts and terrorists. Experts imagine exotic attack scenarios. Ter-
rorists are conservative. They prefer reliable weapons that are easy
to acquire and use. Terrorists know that bombs work and that in
civilian settings bombs cause terror. Attacks using exotic, untried
weapons are more likely to be detected and more likely to fail. Our
enemies in Iraq and Afghanistan are innovators, creating new and
deadlier bombs every month, but there has yet to be a casualty
from a dirty bomb or biological weapon. Terrorists have researched
bioweapons, but they appear to have set them aside as unlikely to
work without major investments and the creation of vulnerable
infrastructure.” It is difficult to weaponize and deliver biological
agents, even more difficult if the goal is mass casualties, as they
can be degraded by exposure to rain, sunlight, air, and wind. Our
opponents seem to have decided that it is better to stick with those
weapons they know will work.

Politics and Legitimacy: Fragile or Robust?

The counterargument to a more risk-tolerant approach is that it
ignores the political effects of a successful attack. A successful attack
damages a government’s credibility and influence and creates the
risk of an overreaction by security forces that does more damage
than the attack itself. Some war games even contemplate nonstate
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actors’ launching attacks with the knowledge that while the actual
damage would be limited, overreaction would do much more dam-
age (the history of the Transportation Security Agency and the air
passenger business, where large costs to consumers and taxpayers
are traded for a modest reduction in risk, demonstrates this effect).
While the “self-inflicting strategy” may not appeal to the most vio-
lence-prone attackers in the various jihadi groups, it is the most
likely scenario for a terrorist attack that could trigger long-term
economic damage.

Nevertheless, the political consequences of an attack can backfire
against the terrorists if their intent is to break the will of the target
country to resist. In many instances, the effect of an attack is to
harden resistance and increase support for an incumbent govern-
ment. Even unpopular governments tend to benefit politically.'
Political leaders who put forth the right message of steadfast resolve
in the face of attacks will actually improve their standings. This
support can be lost if the response to an attack is seen as an overreac-
tion or as ineffective. But a government may limit political harm if
it offers the right messages, avoids self-inflicted damage, and is seen
as making progress in reducing risks of further attacks.

Avoiding Maginot on the Potomac

Tired of being invaded by the Germans every few years, France
hit on the ideal solution. It would build a mighty wall of fortifications
to block the route of the next invasion. By fortifying France, by
securing its borders, it would bring safety to the Third Republic.
Everyone knows that the Germans simply went around the Maginot
Line. It has become a symbol for a mindless defensive mentality.
Few strategists would recommend a Maginot-like approach for
defense, but there are powerful, Maginot-like tendencies in our
thinking about homeland security.

The Maginot Line experience shows that an inventive opponent
will simply go around a massive defense. More importantly, what
the Maginot Line should teach us is that those who are active, nimble,
and unafraid are most secure. The real point of the Maginot Line is
that building the best defenses in the world can make a nation less
safe. That there have not been any mass terror attacks since 9/11,
even though, according to some critics, our borders are open, our
ports insecure, and our preparations inadequate, is suggestive. The
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brunt of the battle is borne by the CIA, the National Security Agency,
the FBI, and the military. Their efforts, in cooperation with foreign
partners, to capture terrorists and disrupt their plans are the most
successful means to prevent attacks and eventually defeat terrorism.

For fiscal year 2010, the president requested more than $55 billion
for the Department of Homeland Security.”” That is more than the
military budgets of all other nations except China. We are either
very safe or very inefficient. These expenditures, combined with
the political unease generated by some of the counterterrorism and
homeland security measures, help explain the general sense that the
effort is overextended and needs to be refocused with regard to
spending, mission, and intrusions into public life. A focused counter-
terrorism effort faces two major obstacles, however: a highly politi-
cized threat assessment process, unhelpfully linked to subsidies for
local governments, and imprecise and overly expansive definitions
of risk and mission.

An effective counterterrorism strategy would use expanded intelli-
gence and law enforcement activities to disrupt terrorist operations
and erode terrorism’s political underpinnings. An effective protec-
tion strategy would prevent terrorists from accessing nuclear weap-
ons, accelerate medical research, and create the rules and organiza-
tions that would allow governments to respond swiftly to incidents,
using quarantine and other public health measures as needed. All
other activities, to the extent that they divert resources and attention
from the central missions or harm the American economy or polity,
work against the national defense.

97






6. Assessing Measures Designed to
Protect the Homeland'
John Mueller

Some 34 percent of homeland security outlays are devoted to
making potential targets less vulnerable to terrorist attack—to pro-
tecting what the Department of Homeland Security calls “critical
infrastructure” and “key assets” or “key resources.” I seek here
to set out some general parameters for coming to grips with this
homeland security concern and to supply a framework for analysis.
As illustration, I then apply the parameters to forge something of
an assessment of which targets it may make sense to seek to protect
and which ones might best be left unprotected.

My concern, then, is with protection—measures constituting what
the military might call passive defense, such as posting security
guards, hardening targets against explosions, screening people
entering an area, setting up barriers, and installing security cameras.

I do not deal with policing or other active defense measures—
efforts to hunt down and detain terrorists after they have committed
violent acts or (preferably, of course) before they have done so.
Nor am I focusing on mitigation—measures that seek to reduce the
consequences of a terrorist attack after it happens, such as establish-
ing emergency procedures for evacuation, measures that might con-
tain the damage, or facilities to provide medical treatment to the
injured. Nor do I seek to assess the promotion of resilience—the
ability to absorb and respond sensibly to a terrorist attack.* The costs
and benefits of policing, of mitigation, and of resilience promotion
should be subjected to a similar analysis, but, except incidentally,
that is not the focus here.

Policy Considerations: Premises

There seem to be at least eight premises that should be considered
when formulating policy for protecting the homeland or seeking to
reduce its vulnerability.
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1. The Number of Potential Terrorist Targets Is Essentially Infinite

Terrorists seek to kill people and/or destroy property in pursuit of
a political goal.® They may exercise some discrimination in selecting
targets, but because people and vulnerable property are everywhere
in the United States, they have a wealth of potential targets—there
are about 5 million commercial buildings alone.® Nothing can be
done to change this fundamental condition. Indeed, it is difficult to
think of something that couldn’t be a target. Even a tree in the woods,
after all, could be ignited to start a forest fire.

2. The Number of Terrorists Appears to Be Exceedingly Small and Their
Efforts and Competence Rather Limited

Since terrorism of a considerably destructive nature can be perpe-
trated by a small group, or even by a single individual, the fact that
terrorists are few does not mean there is no problem. However,
many homeland security policies were established when the threat
seemed far larger, and those perceptions may still be fueling, and
distorting, current policy.

Thus in 2002, intelligence reports asserted that the number of
trained al Qaeda operatives in the United States was between 2,000
and 5,000.” And on February 11, 2003, Robert Mueller, director of
the Federal Bureau of Investigation, assured a Senate committee that
al Qaeda had “developed a support infrastructure” in the country
and had achieved “the ability and the intent to inflict significant
casualties in the US with little warning.” By 2005, however, after
years of well funded sleuthing, the FBI and other investigative agen-
cies concluded in a secret report that they had been unable to uncover
a single true al Qaeda sleeper cell anywhere in the United States,’
a finding (or nonfinding) publicly acknowledged two years later."

Al Qaeda deserves special attention here because, as stated by
Glenn Carle, a 23-year veteran of the Central Intelligence Agency,
where he was deputy national intelligence officer for transnational
threats, it is “the only Islamic terrorist organization that targets the
U.S. homeland.”" However, if one looks at attacks worldwide out-
side of war zones since 9/11 not only by al Qaeda but also by its
imitators, enthusiasts, look alikes, and wannabes, the number of
people killed amounts to some 200-300 per year."” That, of course,
is 200-300 too many, but it suggests that the threat is rather limited.
Moreover, the rate of terrorist mayhem outside of war zones may,
if anything, be declining.”
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In assessing dangers presented by international terrorists, then,
policymakers should keep in mind Carle’s warning: “We must see
jihadists for the small, lethal, disjointed and miserable opponents
that they are.” Al Qaeda “has only a handful of individuals capable
of planning, organizing and leading a terrorist organization,” and
“its capabilities are far inferior to its desires.”™

In testimony on January 11, 2007, Director Mueller suggested that
“we believe al Qaeda is still seeking to infiltrate operatives into the
U.S. from overseas,” but even that may not be true. Since 9/11, well
over a billion foreigners have been admitted to the United States
legally, and many others have entered illegally.” Even if border
security was so good that 90 percent of al Qaeda’s operatives were
turned away or deterred from trying to enter, some should have
made it in—and some of those, it seems reasonable to suggest, would
have been picked up by law enforcement by now. The lack of true
al Qaeda attacks inside the United States combined with the inability
of the FBI to find any potential attackers suggests that the terrorists
either are not trying very hard or are far less clever and capable
than usually depicted.

It follows that any terrorism problem within the United States
principally derives from homegrown people, often isolated from
one another, who fantasize about performing dire deeds. In the same
testimony, Mueller stressed that his chief concern about terrorism
within the United States is now with homegrown groups. From time
to time, some of these people may manage to do some harm, though
in most cases their capacities and schemes—or alleged schemes—
seem to be far less dangerous than initial press reports suggest.

Although they someday might conceivably rise to the cleverness
of the 9/11 plot, far more likely to be representative is the experience
of the would-be bomber of a shopping mall in Rockford, Illinois,
who exchanged two used stereo speakers (he couldn’t afford the
opening price of $100) for a bogus handgun and four equally bogus
hand grenades supplied by an FBI informant.” Had the weapons
been real, he might actually have managed to do some harm, but the
threat he posed was clearly quite limited. Political scientist Michael
Kenney has interviewed dozens of officials and intelligence agents
and has analyzed court documents, and he finds homegrown Islamic
militants to be operationally unsophisticated, short on know how,
prone to making mistakes, poor at planning, and severely hampered
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by a limited capacity to learn.”” Another study documents the diffi-
culties of network coordination that continually threaten operational
unity, trust, cohesion, and the ability to act collectively."

By contrast, the image projected by the DHS is of an enemy that
is “relentless, patient, opportunistic, and flexible”; shows “an under-
standing of the potential consequence of carefully planned attacks
on economic transportation, and symbolic targets”; is a serious threat
to “national security”; and could inflict “mass casualties, weaken
the economy, and damage public morale and confidence.”” That
description may fit some terrorists—the 9/11 hijackers among
them—but not, it seems likely, the vast majority.

3. In Many Cases, Target Selection Is Effectively a Random Process

Homegrown terrorists—and, as Director Mueller suggests, they
seem to be the most likely prospective perpetrators of terrorism in
the United States—are likely to select targets for their convenience.
Thus the would be bomber targeted the Rockford Mall because it
was nearby. Similarly, the two men who sought to ram a car loaded
with explosives into the Glasgow, Scotland, airport in 2007 presum-
ably selected that target because they happened to live nearby. This
process, together with other internal motivating mechanisms stress-
ing group cohesion and camaraderie more than grand planning,”
effectively makes terrorists’ target selection something like a random
process. Efforts to determine terrorist “intent” in advance become,
then, highly problematic.”!

4. The Probability of Any Specific Target Being Attacked Is Extremely
Small in Almost All Cases

Despite the attention it garners, terrorism is rather rare, compris-
ing incidental, isolated acts of mayhem perpetrated by individuals
or by small groups, violence that generally does a comparatively
limited amount of damage. Even under quite dire scenarios, in a
country like the United States, the chance of an individual target
being hit is vanishingly small. Indeed, at present rates, and assuming
another 9/11 every several years, the lifetime probability that a
resident of the globe who lives outside a war zone will die at the
hands of international terrorists is about 1 in 80,000.2 For that num-
ber to change radically, terrorists would have to become vastly more
capable of inflicting damage: in fact, they would pretty much need
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to acquire an atomic arsenal and the capacity to deploy and deto-
nate it.”?

Given that it can be carried out by a single individual or by a very
small group, terrorism, like crime, can never be fully extinguished.
Therefore, it is, of course, essentially certain that terrorists will strike
some target somewhere. However, the chance that any individual
target will be attacked is exceedingly small in almost all cases. Protec-
tion measures may effectively reduce this likelihood further by deter-
ring the terrorists or by reducing the target’s vulnerability to attack.
But for the overwhelmingly vast number of targets, they do so by
nudging that likelihood from near zero to even more near zero.*
And the question is, as risk analyst Howard Kunreuther puts it,
“How much should we be willing to pay for a small reduction in
probabilities that are already extremely low?”»

5. If One Potential Target Enjoys a Degree of Protection, the Agile
Terrorist Can Generally Readily Move on to Another One

There is also something that might be called “the displacement
effect.” Terrorists can choose, and change, their targets depending
on local circumstances. This process, of course, does not hold in the
case of natural disasters: a tornado bearing down on Kansas does
not choose to divert to Oklahoma if it finds Kansans too well pro-
tected. In stark contrast, if the protection of one target merely causes
the terrorist to seek out another from among the near infinite set at
hand, it is not clear how society has gained by expending effort and
treasure to protect the first. The people who were saved in the first
locale gain, of course, but their grief is simply displaced onto others.

There have been instances in Israel in which suicide bombers,
seeing their primary targets, shopping malls, rather well protected,
blew themselves up instead on the street.* The Israelis count this
as something of a gain since they claim that fewer people died as
a consequence, a fact likely to be of little comfort to the victims’
families. Actually, however, if the goal of terrorists is to kill, a shop-
ping mall is generally not that lucrative a target because people
inside tend to be fairly widely dispersed, something that is often
less true on the sidewalks outside.”

It also seems essentially impossible, due to the massive number
of lucrative targets the country presents, to protect them enough so
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that international terrorists are directed in frustration to visit their
violence on other countries. Measures that make it sufficiently diffi-
cult for outside terrorists to get into the country may conceivably
do so, but not those devoted to protection.

6. To the Degree Protection Measures Make One Target Safer, They
Make Other Targets Less Safe

An inference deriving from the displacement effect should be
specifically pointed out and considered. Building hurricane shelters
in one area does not increase the likelihood of another place being
struck by the hurricane. But in the case of terrorism, the displacement
effect essentially means that any effort to protect, or to deter a
terrorist attack on, a potential target puts other targets more at risk.”
Obviously, this would be of no concern if all potential targets could
be protected, but that is clearly impossible. Protection policy, there-
fore, necessarily requires making choices about what to protect, and
this, equally necessarily, means that targets left off the protection
list become more attractive to the terrorist.

For example, there is a program to protect bridges in the United
States, and a list of about 200 of the most important bridges has
been drawn up. There seems to be no evidence that terrorists have
any particular desire to blow up a bridge, due in part, perhaps, to
the fact that it is an exceedingly difficult task under the best of
circumstances and that the number of casualties would likely be
much lower than for many other targets.” The hope of the protectors
apparently is that, after security is improved for all these targets,
any terrorists who happen to have bridges on their hit list will
become disillusioned. If so, however, they might become inclined
to move on to the 201st bridge or, more likely perhaps, to another
kind of bridge: the highway overpass, of which there are some
590,000 in the United States.*® If the terrorists’ attention is drawn,
further, to any one of a wide array of multiple overpass bridge
networks, they might be inclined to destroy one of those. The finan-
cial and human consequence, not to mention the devastating traffic
inconvenience, that could result from such an explosion might well
surpass the destructive consequences of one directed at one of those
200 bridges. The issue then is, how has society benefited from the
protection of the bridges?
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7. Most Targets Are “Vulnerable” in That They Are Fairly Easily
Damaged, but They Are “Invulnerable” in That They Can Be Rebuilt
Fairly Quickly and at Tolerable Expense

On the one hand, most—probably almost all—potential terrorist
targets are “vulnerable” in the sense that they can be damaged, in
many cases badly, even by a simple explosion. On the other hand,
if a damaged target can be readily repaired or replaced at an accept-
able cost in time and money, including reasonable compensation to
any victims—that is, if the effect of the violence can be readily
absorbed—there is a sense in which one could say that the target is
not vulnerable. (This discussion focuses entirely on material targets;
people are also highly vulnerable and, if killed, cannot, of course,
be “repaired.”) For example, the considerable damage inflicted on
the Pentagon on 9/11 was repaired fairly quickly, as were the tourist
facilities destroyed in the Bali attack in 2002.

8. It Is Essentially Impossible to Adequately Protect a Wide Variety of
Potential Terrorist Targets Except by Closing Them Down Completely

Veronique de Rugy has drawn an important lesson from Britain’s
experience with terrorism during the July 2005 attacks on the London
Underground.® In part because of previous experience with Irish
Republican Army terrorism in the city, the London Underground
is normally fairly well policed. Then, after the terrorist attacks of
July 7, 2005, those prevention and protection measures were, of
course, vastly enhanced. Despite those enhanced measures, terrorists
successfully infiltrated more bombs into the Underground a mere
two weeks after the first attack. As it happened, the bombs did no
damage because they were poorly constructed and did not actually
explode. But this fortunate result, of course, stems entirely from
terrorist incompetence, not from the protective measures. As she
concludes, this experience strongly suggests that the quest to make
targets like that adequately secure is essentially hopeless. Protective
measures may complicate the situation for the terrorist somewhat,
but in many cases only marginally so.

Policy Considerations: Implications

Five policy conclusions or implications can be derived at least in
part from these premises.

105



TERRORIZING OURSELVES

1. Compare Any Protective Policy with a “Null Case”: Do Nothing, and
Use the Money Saved to Rebuild and to Compensate the Victims

Working from the premises outlined above, the cost-effectiveness
of any policy that seeks to protect potential targets—to make them
less vulnerable to terrorist attack—should routinely be compared
with a null alternative. This alternative would hold that—given the
(exceedingly) low probability of any individual target being hit,
given the essentially random nature of much target selection, given
the ability of terrorists to redirect their focus from one of myriad
potential targets to another, and given the often rather modest costs
of rebuilding an attacked target—it is incumbent on the policymaker
to consider whether the proposed policy is more cost-effective than
refraining from spending anything on a particular target or set of
targets and then using the money saved to rebuild, to repair, and
to compensate in the unlikely event that an attack on the target
actually happens.” Included in the calculation should be a consider-
ation of the emotional and psychological costs potentially inflicted
by the terrorist act.

2. Abandon, or at Least Greatly Scale Back, Efforts to Imagine a
Terrorist Target List

The Department of Homeland Security has made considerable
effort over the years to imagine which targets terrorists might prefer
to attack, and this inventory now reportedly runs into the hundreds
of thousands.®

It is true that not every potential material terrorist target is equally
valuable, equally vulnerable, or equally costly to protect or to repair
or replace. However, numbers begin to look much alike when they
are multiplied by one very close to zero.

Conceivably, one might compile a very short list of targets that
might enjoy special appeal to terrorists—the next section of this
chapter has some suggestions. However, because of the multiplicity
of targets (especially if killing people is the terrorists’ goal), because
of the exceedingly low likelihood that any particular target will be
struck, and because of the semirandom and perhaps quite limited
nature of the terrorism enterprise, the process of target identification
can quickly become one of imaginative, and even obsessive, worst-
case-scenario thinking. Moreover, as Frank Furedi notes, such a
“vulnerability-led response” can “foster a climate that intensifies
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people’s feeling of insecurity and fear,” and this in turn “invariably
leads to the discovery of weaknesses that have the potential to turn
virtually any institution in any place into a terrorist target.”*

Partly in consequence, once a short list is established, the logic of
protection can become overtaken by the effusive, self-generating,
and self-perpetuating reality of the pork barrel. Because essentially
anything can be a target, those seeking funds can easily imagine
themselves on the list in a determined pursuit of shares of the lar-
gesse. Thus, Senator Patrick Leahy (D-VT) complained that the Bush
administration wanted “to shortchange rural states,” even as Senator
Hillary Clinton (D-NY) faulted that same administration for the
opposite perceived defect: “The reality is that they don’t have a
constituency in big cities.”*

The quest for funds has also contested big cities against smaller
ones. But it is difficult to see a plausible way in which this debate
can be adequately adjudicated. It is true that cities like New York,
London, Madrid, and Washington have been attacked by terrorists
in recent years, but so has remote Glasgow, as well as resort areas
in Egypt and Indonesia that are far from cities. And plotters and
suspects apprehended within the United States have variously been
accused of planning to inflict (or at least of vaguely thinking about
inflicting) mayhem not only on the Brooklyn Bridge and Kennedy
Airport in New York but also on targets in such places as Baltimore,
Maryland; Seattle, Washington; Portland, Oregon; Detroit, Michigan,;
Boston, Massachusetts; Chicago, Illinois; Minneapolis, Minnesota;
Ft. Dix, New Jersey; Columbus, Ohio; Miami, Florida; upstate New
York; and Rockford and Peoria, Illinois.*

3. Temper Worst-Case Thinking

In developing terrorist risk assessment scenarios for fixed targets,
the DHS applies what it calls “reasonable worst-case conditions.””
Although it sensibly warns against compounding “numerous
unlikely conditions” into such thinking, that process can become
almost inevitable.

If the likelihood of a given target being struck is exceedingly
low, to assume the attack will in addition be massive substantially
compounds the probability issue. That is, given the limited nature
of the terrorist enterprise and the multiplicity of potential targets,
the likelihood of a specific target being hit is breathtakingly low, and
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given the quite modest capacities of most terrorists, the likelihood is
also extremely low that any hit will even remotely correspond to
“reasonable worst-case” possibilities, such as a duplication of the
1995 Oklahoma City attack when a vehicle-borne device delivered
an explosion equivalent to 4,000 pounds of TNT.

Moreover, not only does worst-case thinking compound (or
bedevil) the likelihood (or unlikelihood) estimation, it can under-
mine probabilistic thinking entirely. If the results of an attack are
assumed to be potentially catastrophic, a special kind of “probability
neglect”* takes over: under such circumstances, there is a tendency
to conclude that no protection cost would be unbearable no matter
how unlikely the prospect of an attack.

In addition, since funds are limited, it is not at all clear that
protecting a relatively small number of potential targets from
extreme (if perhaps “reasonable”) attacks makes more sense than
protecting a much larger number against lesser attacks.

4. Consider the Negative Effects of Protection Measures: Not Only
Direct Cost but Inconvenience, Enhancement of Fear, Negative
Economic Impacts, Reduction of Liberties

As terrorism inflicts not only direct but indirect costs, it is elemen-
tal that any sensible anti-terrorism policy proposal must consider
both the direct and indirect costs that might flow from the policy.

Clearly, there are sizable direct economic costs to seeking to protect
the homeland. Some of them accrue in direct protective expenditures.
For example, to deal with the extremely unlikely event of a direct
replication of the anthrax attacks of 2001, the U.S. Postal Service has
spent some $1 billion for each fatality suffered in those attacks.” But
costs can also accrue in indirect form, such as deterring inconve-
nienced customers from entering protected shopping centers.*

Sometimes, security measures can even cost lives. Increased delays
and added costs at airports due to new security procedures provide
incentive for many short haul passengers to drive to their destination
rather than fly. Since driving is far riskier than flying, the extra
automobile traffic generated by increased airport security screening
measures has been estimated to result in 400 or more extra road
fatalities per year."!

Protection and other policies can also enhance fear unrealistically.
One preliminary study finds that visible security elements like armed
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guards, high walls, and barbed wire made people feel less vulnerable
to crime. However, when these same devices are instituted in the
context of dealing with the threat of terrorism, they make people
feel tense, suspicious, and fearful, apparently because they implicitly
suggest that the place under visible protection is potentially a terror-
ist target.*? In other words, the protective measures supplied exactly
the negative emotional effect terrorists themselves hope to induce.
By the same token, security measures that do reduce fear may be
beneficial.

5. Consider the Opportunity Costs of Protection Measures

Any sensible policy analysis must consider what else could have
been done with the effort and money being expended on the policy
proposed.® One study assesses increased post-2001 federal home-
land security expenditures, much of them devoted to protective
measures. It then compares that with expected lives saved as a result
of these increased expenditures. It concludes that some 4,000 lives
would have to be saved per year to justify the increased expenditures
and that the cost per life saved ranges from $63 million to $630
million (or even more), greatly in excess of the accepted regulatory
safety goal of $7.5 million per life saved. Not only do these expendi-
tures clearly and dramatically fail a cost-benefit analysis but their
opportunity cost, amounting to more than $31 billion per year, is
considerable. It is highly likely that far more lives would have been
saved if the money (or even a portion of it) had been invested instead
in a wide range of more cost-effective risk mitigation programs. For
example, an investment of $200,000 per year in smoke alarms will
save one life, and similar examples can be found in other risk reduc-
tion measures or regulations.* Any analysis that omits such consid-
erations is profoundly faulty, even immoral.

Application: Situations in Which Protection Is Essentially Futile

These considerations lead to a set of specific policy proposals about
protection measures. One very large category includes situations in
which protection is unlikely to be cost-effective.

Weapons of Mass Destruction Attacks

It is difficult to imagine protecting a potential target against an
atomic bomb explosion because of the bomb’s destructive capacity
and because an atomic terrorist can choose where to detonate the
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device. Accordingly, policy in this area would sensibly focus on
prevention and policing, and also perhaps on mitigation efforts, such
as establishing evacuation routes to move people from contaminated
areas and setting up and designating specific facilities to care for
victims. Policy should also be concerned about preventing or dealing
with panic.

The same generally holds for attacks with chemical, biological,
and radiological weapons. The chief victims in these cases would
be people, not structures, and protection measures are unlikely to be
feasible. Indeed, they are nearly impossible. As with atomic attacks,
policing and prevention efforts might be feasible, including, perhaps,
systematic efforts to reduce a terrorist’s ability to obtain or steal
dangerous materials. Planning to deal with the outcome of an attack,
in an effort to minimize its consequences, may also be worthwhile.
It would include evacuation and other mitigation strategies and
approaches. Establishing plans, procedures, and preparations to
clean up after an attack might also make sense.”

As with many other homeland security issues, the installation of
sensors to measure chemical, biological, or radiological levels and
therefore to detect attacks in their early stages could save lives. This
approach seems to be more of a mitigation than a protection measure.
But regardless, the displacement factor looms large here. If, say,
Manhattan has sensors and if the terrorists know it, there is no gain
to society if the attackers simply move to Newark or Washington
or Columbus.*

Small, Essentially Random Conventional Attacks

Far more probable than attacks with weapons of mass destruction
are small, isolated attacks using such devices as conventional explo-
sives, incendiaries, and guns. Applying the considerations laid out
earlier, any efforts to protect people and structures from the effects
of these attacks are unlikely to be cost-effective because of the multi-
plicity of targets, the ability of the terrorist to shift targets as needed,
the capacity in many cases to rebuild quickly, and the inability to
predict which targets are most appealing to terrorists. If the terrorists’
goal is to kill people more or less at random, lucrative targets are
essentially everywhere. If their goal is to destroy property, protection
measures may be able to deter or inconvenience or complicate, but
only to the point where the terrorists seek out something comparable
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among a vast—effectively infinite—array of potential unprotected
targets.

An important difference here is with protection against crime.
Although many efforts designed to protect people from crime may
well fail to be cost effective, protection policy in this area has at least
some hope of success because crime is vastly more common and,
in particular, because it is comparatively easy to designate high-
crime areas and to ascertain what criminals are generally after: loot.
Because of these circumstances, a fair amount of prediction is possi-
ble, and protective measures can often make a potential target less
vulnerable to crime, in some cases even effectively invulnerable
(though there would still be a displacement problem). Specifically,
if there is nothing valuable at the target, or if any valuables there
cannot be lifted at acceptable cost and risk, and if criminals know
this, the target becomes distinctly (and predictably) unattractive to
them. For example, an entire class of targets—municipal buses—
was removed from the criminal target list when exact-fare proce-
dures were put into effect, which meant that any significant amount
of money on the bus was now encased in a hardened lock box rather
than in a cash drawer used by the driver to make change.

In contrast, terrorism is much more like vandalism than crimes
like robbery and theft. It comes close effectively (and seemingly) to
being a random occurrence, and the potential targets of the perpetra-
tors are exceedingly difficult to predict. But ultimately, one cannot
readily become invulnerable to vandalism, though displacement
may be possible in some cases.”

Applications: Situations in Which Protection May Potentially Be
Effective

For a few target sets, protection may make sense, particularly
when protection is feasible for an entire class of potential targets
and when the destruction of something in that target set would
have quite large physical, economic, psychological, and/or political
consequences.

Nuclear and Chemical Plants and Material

There are not many nuclear plants, and an adept terrorist attack
on them could potentially have devastating consequences. Conse-
quently, they seem to be prime candidates for protection. However,
the big ones, nuclear reactors, already seem to be quite secure—
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and, for a number of reasons, were so even before terrorism became
much of an issue.

There are numerous chemical plants, although most, like nuclear
plants, are placed away from population centers, a fact that may
considerably reduce the urgency. It is possible to conjure damaging
scenarios, but, except under the most severe circumstances, such as
the 1984 chemical release, apparently by sabotage, at Bhopal, India,
any dispersion is likely to have limited physical consequences. Panic,
however, could enhance the effect. The same holds true for biological
pathogens, although in this case, the chief fear is that terrorists will
be able to make the pathogens themselves, not steal them.

Key Infrastructure Nodes

It would make sense to protect any specific infrastructure nodes
whose destruction could cause widespread damage—for example,
by causing a large area to lose electricity for months. It is not at all
clear that any such nodes exist. However, if they do, it would proba-
bly be more efficient to expend effort to establish backup emergency
redundancies rather than seek to protect the nodes themselves. At
any rate, investment in this area is worthwhile, because if such nodes
are susceptible to terrorist disruption, they probably are as well to
more likely events such as lightning, heavy winds, and other natural
hazards or human error or sabotage. A similar conclusion might hold
for some dams and for concentrations of chemicals and explosives.

Various DHS documents and presidential and congressional
reports and directives focus on something called “critical infrastruc-
ture.” Applying commonsense English to how that phrase could be
interpreted, it should be an empty category. If any element in the
infrastructure is truly “critical” to the operation of the country, steps
should be taken immediately to provide redundancies or backup
systems so that it is no longer so.*

The same essentially holds true for what DHS calls “‘key
resources,” defined as those that are “essential to the minimal opera-
tions of the economy or government.”® It is difficult to imagine
what a terrorist group armed with anything less than a massive
thermonuclear arsenal could do to hamper such “minimal opera-
tions.” The attacks of 9/11 were by far the most damaging in history,
yet even though a major commercial complex was demolished, both
the economy and government continued to function at considerably
above the “minimal” level.
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Major Ports

There are only a few major ports in the United States, and the
economy of the country depends heavily on them. Accordingly,
protecting them against at least a major attack may be useful. How-
ever, since redirection of shipping is fairly easy, if costly and inconve-
nient, the chief problem here comes, as Stephen Flynn points out,
from overreaction: policymakers could probably not restrain them-
selves from closing down all the ports if one were hit, thus inflicting
massive costs on the economy.” The sensible solution in this case,
obviously, would be to have people in charge who are level headed
and not overburdened by such considerations. If it is true, however,
that this is essentially impossible, protection of ports may be the
most cost effective measure to take in this case.

Symbolic Targets

Protection measures may be justified for a small group of symbolic,
even iconic, targets, like the Capitol, the White House, the Statue of
Liberty, the British Parliament buildings, the Sydney Opera House,
the Eiffel Tower, and the Washington Monument. In these cases,
however, the main cost would be in embarrassment, because all
(like the Pentagon after 9/11) could readily be repaired after an
attack by a conventional explosive and because any loss of life might
well be smaller than for terrorist explosions in places of congregation.
Moreover, in all cases, any protective benefits should be balanced
with a reasonable cost consideration: the prevention of embarrass-
ment is not an infinite good. Given the low probability that even
prime symbolic targets will be hit, limited protective measures might
be all that is required. Thus, huge amounts of money have been
spent in an elaborate effort to make the Washington Monument
secure when the considerable bulk of that benefit might have been
achieved simply by hiring a few additional security guards.

Relatedly, there may be a few potential targets that are likely to
appear so lucrative to terrorists that they would have difficulty
restraining themselves if the targets were inadequately protected.
One might be the president of the United States, though, given
assassination attempts in the past, protecting him is unfortunately
wise and necessary for several reasons beyond the kind of terrorism
that is of present concern. Given the proclivities of some terrorists,
Israel’s El Al airline would seem to be an attractive, high-visibility,
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rather trophy-like target, and so Israel’s extraordinary efforts to
screen passengers and baggage may make sense. On the other hand,
countless potential Jewish targets—thousands of synagogues, for
example—are highly visible and vulnerable, yet they seem to go
substantially unmolested.

Application: The Case of Commercial Passenger Airliners

Finally, it may be useful to apply some of this thinking to the case
of protecting commercial airlines and their passengers in the United
States. Protection may be feasible, or at least may seem to be so,
because, although there are many airports in the country, their num-
ber is fairly tractable. There are some 27 major airports and a few
thousand smaller ones, numbers that are vastly lower than, for exam-
ple, the number of highway overpasses, fast food restaurants, or
places of congregation, like stadiums, theaters, churches, and assem-
bly halls.

The Special Effect of Airliner Destruction

Unlike the destruction of other modes of transportation, the down-
ing of an airliner (or, especially, of two or three in succession) seems
to carry with it the special dangers of a widespread, lingering effect
on the airline industry and on related ones, such as tourism.” Three
years after 9/11, domestic airline flights in the United States were
still 5 percent below their pre 9/11 levels, and by the end of 2004,
tourism even in distant Las Vegas had still not fully recovered.”
These shortfalls do not necessarily represent dead-weight losses to
the economy because much of that money may have simply been
spent elsewhere or else productively saved. However, they do sug-
gest a very substantial disruption that unfairly affects a few indus-
tries, a disruption that was costly to all because it was felt necessary
partly to mitigate the consequences by the infusion of tax money.

By contrast, if a bus or train is blown up, people still need to
board them and will do so after a short period of wariness—as was
found after the bombings in London and Madrid. To a considerable
degree, people have a choice about whether to use commercial airlin-
ers, and many can turn to other modes of transport—or often simply
not take the trip. Riders of subways, buses, and probably even ferries
very often do not have the same luxury.

Similarly, if a building is destroyed, people still enter them: after
9/11, people soon returned to office buildings, even skyscrapers.
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Indeed, if the 9/11 attacks had been accomplished by explosives (as
was attempted in 1993 with the World Trade Center or as was
accomplished with the building-demolishing bombing in Oklahoma
City in 1995), there would have been a vastly lower social and
economic impact because few would have systematically avoided
buildings, or even urban office buildings.

The events of September 11, 2001, suggest that there can be another
special cost in the case of airline terrorism. As noted above, fear of
flying led many people to cancel airline trips and travel more by
automobile, and studies have concluded that more than 1,000 people
died in automobile accidents in 2001 alone between 9/11 and the
end of that year because of such evasive behavior.”

It probably mattered as well on 9/11 that the airplanes were
commercial passenger airliners. If they had been private or cargo
planes, the effect on the airline industry (and on highway fatalities)
would probably have been considerably less.

Is the Response to 9/11, Like the Event Itself, an Outlier?

Much of the concern about terrorists taking down an airliner
extrapolates from the 9/11 experience, which had, as noted, a crush-
ing, if temporary, effect on airline passenger traffic. Particularly in
the few years after 2001, it was commonly said that if terrorists could
now down two or three more airliners, they would destroy the
airline industry.

But as the degree of destruction on 9/11 was unique in the history
of terrorism, so, possibly, is the extent of the reaction. From time to
time, terrorists have been able to down airliners—the Lockerbie
tragedy of 1988 high among them—but the response by the flying
public has not been nearly so extreme. After two Russian airliners
were blown up by Chechen terrorists in 2004, that airline industry
seems to have continued without massive interruption.

However tragic in its own terms, the downing of additional Ameri-
can airliners may not prove to be nearly as consequential as some-
times envisioned—perhaps in part because 9/11 has established
such a vivid, and high, benchmark. Relevant here is the fact that
the terrorist attacks on resort areas in Bali in 2002 had a far larger
negative effect on tourism than did subsequent attacks in 2005.

Can the Costs Be Reduced?

Even if it is concluded that the protection of commercial passenger
airliners is necessary, the process should still include sensible cost-
benefit analyses in an effort to provide the best benefit at the lowest
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cost. Is there, in particular, any real need to have boosted expendi-
tures and procedures beyond those already in place on September
10, 2001—or even to have continued those? There clearly has been
a demand for safety from the flying public but not for specific
measures such as vastly boosting the number of air marshals, forcing
people to take off their shoes in security lines, or establishing a
complicated no-fly list that generates an enormous number of
false positives.™

Relaxing Some Measures. One might begin such a consideration
by exploring areas in which protective measures might be relaxed
with little or no likely effect either on the essential security of airline
passengers or on their willingness to fly.

Actually, there have already been some modest relaxations, ones
that seem to have been sensible, reduced costs, and been accepted
by the flying public without, it seems, causing a decline in airline
passenger traffic:

® Passengers are no longer required to undergo the unproductive,
time wasting process of answering questions about whether
they packed their luggage themselves and have had their bags
with them at all times. This exercise, instituted after the Locker-
bie bombing of 1988, generated quite possibly the greatest
amount of sustained mendacity in history, particularly among
people who had checked luggage at hotels for a time before
going to the airport.

® Beginning in late 2005, passengers were allowed to take short
scissors and knives with them on planes, as they were deemed
not to pose much of a security risk. The measure was justified
on the grounds that it freed screening personnel to concentrate
on potentially more lethal weaponry. Perhaps that has been its
consequence, although a spokesperson for the Association of
Flight Attendants did alarmingly warn of another one at the
time: “When weapons are allowed back on board an aircraft,
the pilots will be able to land the plane safely but the aisles
will be running with blood.”®

® The inconvenient ritual of forcing passengers to remain in their
seats during the last half hour of flights to Washington’s Reagan
National Airport has been eliminated.
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® Considerations of permanently closing Washington’s Reagan
National Airport, potentially a very costly venture, were
abandoned.

® Harassment of automobiles picking up and dropping off pas-

sengers appears to have been relaxed somewhat.

® Passengers are now usually required to show boarding passes

only once to inspectors.

® Passengers no longer need to show their identification at the

gate.

Further advances have been suggested. Pilots have wondered
forcefully why they need to be screened for weapons since, once in
the cockpit, they scarcely need weapons to crash the airplane should
they decide to do so. The general requirement to screen crews at all
has been questioned, particularly because ground crews and deliv-
ery personnel with equal or greater access to the plane are not
screened.®

It is also often noted that, in something of a natural experiment,
passengers boarding planes to the United States and elsewhere at
foreign locales, including security-conscious Heathrow Airport in
London, are not required to remove their shoes—the procedure that
seems most to slow down the security line. There have been no
negative consequences from this—no shoe bombs—and people do
not seem to be any more reluctant to board planes.

There should also be some discussion of why American airports
are still on orange alert, where they were placed after an airline
bomb plot was rolled up in distant Britain in 2006. Since the addi-
tional security cost for being on orange rather than yellow alert
for Los Angeles International Airport alone apparently can run to
$100,000 per day, this issue would seem to deserve some reflection.”

Abandoning Efforts to Prevent a Replication of 9/11. Any effort
designed solely to prevent a replication of the 9/11 attacks seems
questionable. As pilot Patrick Smith puts it:

Conventional wisdom says the terrorists exploited a weak-
ness in airport security by smuggling aboard box cutters.
What they actually exploited was a weakness in our mind-
set—a set of presumptions based on the decades long track
record of hijackings. In years past, a takeover meant hostage
negotiations and standoffs; crews were trained in the concept
of “passive resistance.” All of that changed forever the instant
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American Airlines Flight 11 collided with the north tower.
What weapons the 19 men possessed mattered little; the
success of their plan relied fundamentally on the element
of surprise. And in this respect, their scheme was all but
guaranteed not to fail. For several reasons—particularly the
awareness of passengers and crew—just the opposite is
true today.”

More specifically, expensive security measures that seek to keep
weapons (as opposed to explosives) out of the passenger cabin might
well be reexamined. In fact, allowing passengers to bring weapons
onto airplanes would have complicated the 9/11 plotters’ plan, and
the attacks might never have happened.

And then there are the air marshals.” Their chief goal, and just
about their only one, is to prevent a replication of 9/11, a problem
that, as indicated, doesn’t seem to exist. There were fewer than 50
marshals before 9/11; there are now thousands, and the program
costs hundreds of millions of dollars per year.® In January 2008,
Australia announced a considerable cutback on the number of its
sky marshals.® If this change is accepted by the Australians, maybe
the same result could be expected in the United States.

Reconsidering the Protection of Airports. Although there may be
special reasons, as suggested above, to protect airplanes, it is not at
all clear that there are any special reasons to protect airports. Com-
pared with many other places of congregation, people are more
dispersed in airports (except, perhaps, in security lines), and there-
fore a terrorist attack is likely to kill far fewer than if, for example,
a crowded stadium is targeted. In addition, airports sprawl and are
only two or three stories high; therefore, a collapse of a portion of
one is unlikely to be nearly as significant as the collapse of a taller
or more compact structure. Moreover, if a bomb does go off at an
airport, the consequences would likely be comparatively easy to
deal with: passengers could readily be routed around the damaged
area, for example, and the effect on the essential function of the
airport would be comparatively modest.

How Much Security Theater Is Necessary?

It would be useful in such considerations to explore fully the
degree to which security theater may or may not be needed. If there
is a measure that makes passengers feel substantially safer, it would
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have to be considered a benefit even if the measure itself does
not actually enhance security at all. As Cass Sunstein puts it, “The
reduction of even baseless fear is a social good.”*

However, quite a few security measures presumably carry little
theatrical value: for example, air marshals are not supposed to be
identifiable by passengers (or terrorists, of course), and so their
absence, or presence, on a flight does nothing to affect feelings of
security. Crew screening probably has a similar noneffect.

But there should be studies to determine if other measures are
equally useless from this perspective. As noted, the relaxation of
the ban on short pointy objects does not seem to have enhanced
fear or reduced passenger traffic. Would other such changes be
acceptable? What would happen to fear levels and passenger traffic
if security measures were severely reduced to, say, 2000 levels—or
even ended altogether?

What Are the Negative Consequences of the Security Measures?

For a full cost-benefit analysis, one would also have to consider
not only the human costs, where the decline in short-haul air trips
has apparently led to an increase in highway fatalities, as discussed
earlier, but also the economic costs of longer waits in airports. One
economist calculates that strictures effectively requiring people to
spend an additional half hour in airports cost the economy $15
billion per year, whereas, in comparison, total airline profits in the
prosperous 1990s never exceeded $5.5 billion per year.®

Included in this analysis, of course, would be a consideration of
the opportunity costs. Specifically, what is being forgone in order
to expend nearly $10 billion per year on airline security? Could the
money be more effective—save far more lives—if it were used
instead to enforce seat-belt laws or install smoke alarms?

Conclusion

“In general,” concludes security expert Bruce Schneier, “the costs
of counterterrorism are simply too great for the security we're getting
in return, and the risks don’t warrant the extreme trade offs we've
been asked to make.”® This may well be the case for the quest to
make the country less vulnerable. Although there may be some areas
in which the effort makes sense, much of it, on reasonably close
examination, seems to have been highly questionable.
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7. The Economics of Homeland Security
Veronique de Rugy

Since the attacks on the United States on September 11, 2001,
policymakers have responded in two ways: by going after terrorists
abroad and by trying to improve security against terrorism at home
by boosting homeland security funding. Regarding the latter, Con-
gress and the Bush administration created the Department of Home-
land Security and increased total funding for homeland security
activities by 259 percent between fiscal years 2002 and 2009. Total
spending directed to homeland security activities was $70 billion
for FY09, up from $19.5 billion in FY02, roughly $586 per American
household.!

The key question is whether America is getting the maximum
level of benefit in exchange for this increase in spending. Homeland
security should be about wise choices, not just increased spending.
Policymakers should focus less on how much to spend on homeland
security and more on how the political process distorts spending
decisions.

On that front, economists have much to contribute. This chapter
takes a look at the economics of homeland security spending by
asking a set of questions. How do economists think about homeland
security? What does economics teach us about homeland security
spending? What factors get in the way of allocating funds
appropriately?

Homeland security is a legitimate function of the federal govern-
ment, and it is hard to say a priori what the optimal level of spending
should be. However, if homeland security spending decisions are
made on a political basis rather than on sound cost-benefit analysis,
that will lead to the traditional public choice failures that plague
government spending more generally. As a result, homeland secu-
rity funding will likely be misallocated, resulting in a less than
optimal level of security in America.
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Tradeoffs and Risks

Economists think about security policies in terms of tradeoffs, for-
mally comparing the costs and the benefits, both pecuniary and
nonpecuniary.? Tradeoffs for security can have substantial financial,
social, or legal consequences that are often overlooked. Greater
appreciation of these tradeoffs should lead to improved security
decisions.?

We all make security tradeoffs. For example, when we lock the
door to our house in the morning, we choose the small inconvenience
of carrying a key in exchange for a modicum of security against a
burglary. Also when we drive, we expect to bear what we consider
an acceptable level of risk in exchange for the mobility provided by
cars. People make security decision tradeoffs all the time, choosing
more or less security as situations change. Optimal security decisions
and policies require a good understanding of the risks and tradeoffs
we face.

Another name for this exercise is risk management. Risk manage-
ment is about playing the odds. When it comes to terrorism, risk
management entails figuring out which attacks are worth worrying
about (and spending money on) and which are better left ignored.
It entails spending more resources on the serious attacks—defined
as being very likely or, if successful, having devastating effects—
and spending less on the trivial ones. It involves taking a finite
security budget and making the best use of it. Interestingly, a recur-
ring recommendation from the Government Accountability Office
over the years has been the need to use risk management in develop-
ing a national strategy to fight terrorism.*

According to security expert Bruce Schneier, to think strategically
about homeland security requires looking not at threats (a potential
way a terrorist can attack a system) but rather at risks (a consider-
ation of both the likelihood of the threat and the seriousness of a
successful attack). Assessing and measuring risk accurately are criti-
cal to developing a strategic approach to homeland security.

The difficulty, of course, lies in the subjective nature of this assess-
ment. Different people have different senses of what level of risk is
acceptable. What’s more, there is no agreed-on way in which to
define threats or to evaluate risks that cross communities, societies,
or industries. If you then factor in media coverage of any terrorism-
related news and the emotional component it elicits, the concept of
acceptable risk becomes even blurrier.
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The risk of terrorism is small, especially when considered relative
to the attention it commands. In 2001, for instance, terrorist attacks
in the United States killed 2,978 people, with almost all deaths occur-
ring on 9/11. During that same year, 156,005 people died from lung
cancer and 44,091 from automobile accidents.” While nearly 3,000
deaths in one nonrepeated incident are tragic, it is considerably
smaller than other mortality risks, which occur repeatedly. Of course,
terrorists may hope that their future actions will result in signifi-
cantly more casualties, but so far, past probabilities are a good guide
to the true risk of terrorism.

Yet in practice, and in spite of the wide fatality differences, the
federal government spends much less money per year to increase
automobile safety—$47 million in FY08—for example, than it spends
governmentwide on homeland security—$62 billion in FY08 (not
counting the wars in Iraq and Afghanistan).®

Some argue that one reason for this spending gap stems from
the involuntary nature of terrorist attacks—deaths resulting from
terrorist attacks are fundamentally different from deaths resulting
from either automobile accidents or cigarette smoking in that the
latter risks contain a voluntary element. The benefit that drivers
and tobacco users get from their choices compensates for the associ-
ated risks. Terrorism, obviously, brings no form of compensatory
benefit, hence the rationale for federal involvement and subse-
quent spending.

If, as this rationale supposes, the federal government increases its
spending and involvement where risks are imposed and do not
contain a compensating benefit, then we should expect to see
increased spending on protection from other risks that meet these
criteria, other than terrorism. We do not. In 2008, counterterrorism
spending far exceeded spending on protection from other risks with
these characteristics, such as fraud or violent crime—in 2008, count-
erterrorism spending outpaced federal spending on the prevention
of all crime by $15 billion.”

A more convincing explanation is that these differences in budget
allocations are the product of psychology. Both social scientists and
citizens struggle to assess risks of events with low probability—
such as acts of terrorism.® Through evolution and learning, people
learn to handle many of the common risks they face in life. But
Americans—fortunately—do not have extensive experience with
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terrorism. Even sophisticated assessors of risk—such as insurance
companies—have difficulty when it comes to terrorism, though they
do learn from experiences of other low-probability risk events, such
as major natural disasters.’

The economics literature suggests that the extreme levels of uncer-
tainty inherent in terrorism may cause people to severely overesti-
mate risks. For example, Harvard University professors W. Kip Vis-
cusi and Richard J. Zeckhauser show that an act of terrorism creates
much more uncertainty than other equally uncertain risks."” This
uncertainty is what could greatly magnify the perception of the
terrorist threat, far beyond the actual damage that any single terrorist
strike has historically caused. The uncertainty that accompanies the
terrorist threat, and the associated costs (e.g., the provision of secu-
rity at myriad potential targets, reduced investments because of
generalized uncertainty, disruption of travel, tourism, and perhaps
also trade), are what allow a few terrorists, armed with relatively
primitive means, to threaten powerful nations."

Thus, while the risks are difficult to quantify, there is reason to
suspect that individuals may ratchet up their assessments of terrorist
risk and, hence, may increase their demand for homeland security
spending. Such demands might induce Congress to invest in projects
that would not pass a strict cost-benefit test. And, in fact, real-life
experience tells us that that is what happens.

Optimal Security

While terrorism became the dominant security issue in the United
States only recently, economists have long studied the optimal provi-
sion of security more generally. In the seminal paper on the econom-
ics of crime, University of Chicago professor Gary Becker used the
tools of economics to think about the incentives of criminals and how
to influence their behavior.” He explained that we could decrease
unwanted behaviors by increasing their expected costs or decreasing
their expected benefits. This approach also applies to terrorism.

The method most often used to discourage terrorists is to make
it more difficult to carry out a successful attack. In effect, this forces
terrorists to incur higher costs in time and planning as they seek
alternate targets. We install Jersey barriers to keep trucks away from
important buildings, screen airline passengers, and employ Internet
firewalls. But such steps alone do not ensure that the resources are
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being used effectively. If a certain strategy reduces the threat of
terrorism but has very high costs, it may not be the proper course,
particularly if there is another approach that generates similar bene-
fits at lower costs to society.

Many public policies rely on personal costs for deterrence. Incar-
ceration is an important cost consideration for ordinary criminals
and thus an efficient tool in deterring crime. It is also an effective
use of resources, since imposing stiff jail sentences is cheaper than
guarding every house. Unfortunately, this approach is generally
ineffective against ideological extremists like terrorists, who give
little weight to the personal costs of their actions. Suicide bombers,
for example, will not be deterred by the prospect of jail time."

Alternatively, terrorists may be deterred by decreasing their
expected benefits, either by increasing the probability of thwarting
an attack or by limiting the damage from a nonthwarted attack. To
thwart attacks, we spend money on the Central Intelligence Agency,
Federal Bureau of Investigation, and law enforcement to try to detect
terrorist plots in advance. To decrease the damage from attacks, we
spend money on first responders and buy gas masks. One important
implication of Becker’s work is that there are tradeoffs between
thwarting attacks and decreasing their damage: the more effective
we are at thwarting attacks, the less we presumably should spend
on decreasing their damage, and vice versa.

Taking the analysis a step further, the most efficient options to
combat terrorism tend to be efforts to detect terrorists themselves
or to respond effectively to minimize the damage after an attack has
occurred. Spending to defend particular targets is generally less
efficient. Both results stem from the fact that there is an almost
unlimited number of targets, and the terrorist gets to choose where
to attack." It is axiomatic that “a chain is only as strong as its weakest
link.” Likewise, elaborate security measures are only as strong as
the weakest link.

For instance, in a house with two doors, the security of the entire
house is equal to the security of the weakest door.” Whatever you
do to improve the strongest door won’t improve the overall security
of your house. To increase the security level of your house, you
need to ensure that both doors are equally strong.

This fact has important implications. First, the security measure
known as target hardening is only as good as the least protected
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target. Also, if your main counterterrorism measure is stopping
terrorists from entering the country, securing checkpoints at the
borders won’t do much good unless you are willing to secure the
many thousands of miles around the country to the same degree.
Once you are willing to do that, you must figure out whether it is
the most cost-effective security measure. It’s unlikely to be.

Suppose, for example, that a given city has 100 potential targets
that could be perfectly defended at a cost of $20,000 each, that the
damage from an undefended attack would be $500,000, and that we
could mitigate half the damage from attack by spending $50,000 on
first responders (mainly by saving lives and getting people to the
hospital faster). If we knew where the terrorists would attack, we
could spend $20,000 to prevent $500,000 worth of damage, a net
savings of $480,000, which would be a prudent investment. But if
we don’t know the target, we would have to spend $2 million to
defend all 100 targets, a net loss of $1.5 million. On the other hand,
even if we did not know the target, we could spend $50,000 on first
responders to reduce the damage from a successful attack on any
given target by $250,000, which is an efficient tradeoff. When we
don’t know where terrorists will strike, it doesn’t make financial
sense to invest in the defense of multiple targets. This conclusion is
more pronounced when the probability of an attack is low.

These figures are purely illustrative. In actuality, the numbers are
even starker. There are far more than 100 potential targets. Even if
we spent $20,000 or more on each, we could not perfectly defend
them against attack. In addition, since the probability of an attack
on any given target is infinitesimal, the costs of defending all or
most of the potential targets far outweigh the benefits.

Of course, if intelligence and investigation allowed us to track
down terrorists in advance successfully and to prevent attacks on
all possible targets, that approach would have similar efficiency
properties as spending on first responders. The fact that spending
more money on intelligence and investigation might be far more cost-
effective than spending a little on every possible target or focusing on
cleaning up efficiently after an attack raises again the notion of
tradeoffs. Since the number of possible attacks is effectively unlim-
ited and the resources we can devote to the fight against terror are
limited, spending should not occur without a careful cost-benefit
analysis. It is perfectly reasonable to decide not to implement an
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anti-terrorism measure even if it has benefits if the tradeoffs are too
high. For instance, locking up every Arab-looking person might be
perceived as a way to reduce the potential for terrorism perpetrated
by Islamic fundamentalists, but no reasonable person would suggest
this approach because the costs (both pecuniary and moral) are
too high.

Efficient expenditures concentrate limited resources on the most
cost-effective measures rather than simply on the effective ones. For
example, relative to the current air marshals program, a more cost-
effective security measure would allow pilots to carry weapons.
John Lott notes that “terrorists can only enter the cockpit through
one narrow entrance, and armed pilots have some time to prepare
themselves as hijackers penetrate the strengthened cockpit doors.”*
He adds that “the boredom and high attrition rates afflicting air
marshals (who fly back and forth on long flights waiting for some-
thing to happen) does not apply to pilots.” And no extra pay is
needed, since many pilots have volunteered to take time off and
travel to firearms training at their own expense. In addition, 70
percent of the pilots at major American airlines have a military
background, which further reduces the cost of training them and
increases the effectiveness of this simple measure.” Meanwhile, the
fears of bullets damaging planes are greatly exaggerated. According
to Ron Hinderberger, director of aviation safety at Boeing, “Commer-
cial airplane structure is designed with sufficient strength, redun-
dancy, and damage tolerance that a single or even multiple handgun
holes would not result in loss of an aircraft.”*®

Simple cockpit barricades, which the airline industry has now
installed at relatively low costs, have reduced the risk of another
9/11-style attack.” According to the Federal Aviation Administra-
tion, the purchase and installation cost of an enhanced cockpit door
is estimated at between $30,000 and $50,000. The total cost to airlines
is estimated at between $300 million and $500 million over a 10-
year period, including increased fuel consumption costs resulting
from heavier doors.”” Congress originally appropriated $100 million
for the FAA to distribute to U.S. airlines for aircraft security enhance-
ments, $97 million of which was given to the airlines to help defray
the costs of cockpit doors (approximately $13,000 per door). This
means that the total government cost was estimated at between $92.3
million and $120.7 million over a 10-year period.
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In contrast, the burgeoning U.S. system for screening every bag
of every airline passenger has already cost taxpayers $34 billion in
the last seven years and will cost an additional $7.8 billion in FY10.2
This system does little to prevent 9/11-style hijacking, which is
empirically the largest airline-related risk.”? Furthermore, this
checked-bag screening does not necessarily reduce the probability
of the destruction of airplanes, since neither carryon bags nor air-
freight are systematically checked for explosives, and terrorists have
revealed a propensity to engage in suicidal behavior. Whether this
$7.8 billion is an efficient allocation of resources depends on whether
alternative, less costly measures have been crowded out by this
spending.

Federal expenditures are not the only costs associated with home-
land security. Even though successful terrorist attacks can impose
significant economic costs, defense and homeland security spending
displaces resources from the private sector toward security measures
that, even where necessary, are not economically productive.* The
Joint Economic Committee observes that “increased spending on
security will likely be associated with lower economic growth since
more capital and labor are diverted toward security production and
away from the production of final demand.””

For example, the true cost to taxpayers of the Transportation Secu-
rity Administration goes far beyond its expected $7.8 billion budget
in FY10. A back-of-the-envelope calculation suggests that if 624 mil-
lion passengers each spend one hour waiting in line, the aggregate
opportunity cost incurred by these passengers is at least $16 billion
per year.”® That is an enormous cost imposed on citizens by an
agency whose main measure of success is to have “intercepted seven
million prohibited items at airport checkpoints, including just over
600 firearms.”” Read differently, that means that roughly 0.008 per-
cent of items intercepted are firearms and 99.992 percent of inter-
cepted items are harmless: for example, tweezers, breath fresheners,
and lighters. Further, TSA’s statistics do not account for the intent
of the owners of the 600 firearms seized.

In short, because security always involves tradeoffs, more security
spending does not always mean more security, and more security
does not always make us better off.

Who Should Pay for Homeland Security?
An important related question, one rarely asked, is what is the
economic reasoning behind the emphasis on federal provision of
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homeland security? Cost-benefit analysis and risk management can
help us decide who is best suited to address a given risk.

National defense is often cited as the archetypal public good. One
person’s consumption of a public good does not prevent another
person from consuming the same good, meaning that the good is
nonrivalrous.”® Another characteristic of public goods is that they
are nonexcludable; in other words, it is hard or impossible to prevent
anybody from getting access to and enjoying the public good once
it is produced. Private goods have opposite characteristics: they are
rivalrous and excludable.

Economic theory suggests that it is efficient to have governments
provide public goods but to rely on private markets for the provision
of nonpublic goods. By this logic, for example, governments should
provide national defense, but markets should produce washing
machines.

As already mentioned, a key feature of terrorism is that the threat
is generalized (it can happen anywhere, at any time), and yet any
particular attack is local. By implication, then, homeland security is
a mix of public and private goods. Accordingly, governments should
provide some types of homeland security, while other types are best
left to private actors. For example, governments should invest in
intelligence gathering to track down terrorists because that is a public
good that benefits all citizens. Police can deter attacks on public
places, such as restaurants and cafes. But the protection of private
property, such as personal residences, should be largely left to
individuals.”

A similar logic applies to which aspects of homeland security
are public goods at the national versus state level (see Table 7.1).
Espionage, intelligence, and immigration control benefit all the
states, so the federal government should make these investments.
But the benefits of protecting public infrastructure, such as bridges
and water treatment plants, are enjoyed by the residents of a particu-
lar state or locality rather than many states, so these investments
should be made at the local level. There might be adverse effects
throughout the economy if a specific bridge were to be destroyed,
but the principal economic impact of such an unfortunate event
would be felt locally.

Federal security measures should benefit the entire nation. In that
sense, federal homeland security grants—grants distributed by the
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Table 7.1

WHO SHOULD BE RESPONSIBLE FOR HOMELAND SECURITY?
Federal State and Local Private Sector
Government Government
Espionage Protection of public | Protection of privately
Intelligence infrastructure, such owned structures,
Immigration as bridges, water including
Electric grid reservoirs, and businesses,

ports skyscrapers, and
First responders individual houses

federal government to the states to build up their response capacit-
ies—are not making us more secure. The billions going to state
and local governments would be best spent on bolstering the core
functions of federal law enforcement and the intelligence services
(or not spent at all) instead of subsidizing local fire and police
departments throughout the country.

Alternatively, instead of wasting money on building response
capacity, federal funding could be spent to create a truly national
prevention system with a robust capacity for independent state and
local intelligence operations, early warning, exchange and exploita-
tion of information, and domestic counterterrorism. The fact that
grant programs have proved far more effective when federal money
has been used to fund vulnerability assessments and to encourage
public-private partnerships does not mean that investing money
on first responders is not important.** However, states and local
communities should be in charge of most of their preparedness
efforts. If police officers feel they need more equipment to do their
jobs, or firefighters need training or gym memberships they are not
getting right now, they should turn to their state and local officials
for funding.

A less clear-cut case involves mixed goods, or goods that are in
essence private but that, if successfully attacked, would have serious
public consequences. Chemical plants, nuclear facilities, physical
infrastructures, or the Internet all fall in that category.

For instance, counterterrorism experts have long predicted that
numerous deaths could result from an intentional release of a toxic
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chemical from one of the nation’s 15,000 chemical-processing facili-
ties—including chemical-manufacturing plants, petroleum tank
farms, and pesticide companies—that contain large quantities of
potentially deadly chemicals. They point to an accidental chlorine
gas leak at a Honeywell refrigeration plant in Baton Rouge, Louisi-
ana, on July 20, 2003, that sent four workers to the hospital and
forced 600 residents to stay indoors. As a result, some experts have
asked that the government (state, local, or federal) require chemical
facilities to use safer technologies. Other experts have claimed that
there should be a single national standard for the chemical industry
that preempts state and local government authority.”

Thankfully, most of those suggestions never materialized. For one
thing, if a disaster were to occur, the consequences would be mainly
localized, undermining the rationale for the federal action. More
importantly, it is inappropriate for the federal government to dictate
specific industrial processes. Chemical plants face a constantly chan-
ging technical environment due to competition. Homeland security
regulations in this area should be flexible and should allow managers
to find solutions to security problems.

Another common mixed-good example is cyberwarfare. The sce-
nario most frequently discussed is the one of terrorists’ attacking
a computer network, wreaking havoc and paralyzing the nation.
Obviously, the interconnection of information networks and critical
infrastructures, all of which are private, could, if successfully shut
down by terrorists, have a dramatic effect on the economy.

James A. Lewis of the Center for Strategic and International Stud-
ies, explains that cyberterrorism entails “the use of computer net-
work tools to shut down critical national infrastructures (such
as energy, transportation, government operations) or to coerce or
intimidate a government or civilian population.” The premise of
cyberterrorism is that, as a nation’s critical infrastructure systems
become more dependent on computer networks for their operation,
new vulnerabilities are created—‘‘a massive electronic Achilles’
heel.””The question then is who should be responsible for protecting
these networks, and indirectly for protecting the nation’s critical
infrastructure?

Ultimately, it boils down to the probability of such a successful
attack. Can terrorists really attack cybernetworks in a way that
would take down the nation’s infrastructure? If the probability of
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such an attack were very high, considering the tremendous costs
involved, there would probably be a justification for government
involvement in cybersecurity. If it weren’t, then the private sector
should be responsible for its security.

So which is it? According to Schneier, contrary to the current
perception, cyberterrorism’s threat to national security is largely
overstated. He explains: “These attacks are very difficult to execute.
The software systems controlling our nation’s infrastructure are
filled with vulnerabilities, but they’re generally not the kinds of
vulnerabilities that cause catastrophic disruptions. The systems are
designed to limit the damage that occurs from errors and accidents.”

Concerns that a terrorist attack “would cause a problem more
serious than a natural disaster,” are misplaced, Schneier explains,
because it “is surprisingly hard” to cause widespread harm. For
example,

in January 2003, the SQL Slammer worm disrupted 13,000
ATMs on the Bank of America’s network. But before it hap-
pened, you couldn’t have found a security expert who under-
stood that those systems were dependent on that vulnerabil-
ity. We simply don’t understand the interactions well enough
to predict which kinds of attacks could cause catastrophic
results, and terrorist organizations don’t have that sort of
knowledge either—even if they tried to hire experts.®

While there is no doubt that computer network vulnerabilities are
an increasingly serious problem for businesses, the risk of cyberter-
rorism to our national security is still low. Hence, mitigating this
risk should remain a private matter rather than a government one.

Aside from the low probability of a successful attack, there remains
the question of the feasibility of government cyberterrorism protec-
tion. Technologies and terrorist vulnerabilities within these cybernet-
works are constantly changing, and no one has better knowledge
of these changes and the probability of a successful attack than the
people who manipulate and operate this environment daily in order
to create a profit. Strategic homeland security measures in this arena
require that the technical and local knowledge be allowed to locate its
own best solutions to potential security threats. Instead of sweeping
mandates at the federal or state levels, government officials can
implement performance-based standards to a given level of safety
while allowing private-sector innovation.
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A Public Choice Approach to Homeland Security Spending

Most decisions governing homeland security spending are filtered
through the political process. Each participant in this process has
an incentive to maximize the benefits for him- or herself, and, as
such, decisions are not always based on an assessment of the com-
mon good. This is one of the key insights from public choice
economics.

Bruce Schneier poses an interesting hypothetical to illustrate that
point.* Imagine that after 9/11, all the players involved in airline
security were in a room trying to figure out what to do. Some
members of the public are scared to fly, others aren’t. The airlines
are desperate to get more people flying but are wary of security
systems that are too expensive. They are also worried that increased
security might impose great organizational costs on them. The elec-
ted officials in the room, thinking about reelection, are concerned
that they might be blamed for the attacks. And they need to be seen
by voters as doing something to improve security. The FAA is torn
between its friends in the airline industry and its other friends in
government.

Because everyone in this example is hypothetically looking at
the security problem from his or her own perspective, very few
individuals are really trying to figure out the right security tradeoffs.
As a consequence, the airline industry is happy to let the government
take over the job of airport screening because it won'’t cost the indus-
try as much and it won't be its fault if there is another attack. The
politicians want to be perceived as actively addressing the concerns
of the voters and are glad to expand the federal government’s role
inairport screening. The FAA enjoys its increased powers in a context
that pleases the government and the airlines, and the public likes
the feeling that something is being done. While the various interest
groups might be satisfied by the resulting policy, this does not mean
that the measures adopted will end up increasing security.

For some time now, the White House and the Office of Manage-
ment and Budget have been, at least theoretically, trying to think
about risks and tradeoffs from a more than purely parochial perspec-
tive. But their efforts have not yet translated into visible changes in
practice. For instance, if they were thinking about risks and security
tradeoffs, we would see budget allocations that expand high-priority
activities and eliminate or defer the less important or redundant
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ones. However, “a look at budgets since the department [of home-
land security] was established reflects little in the way of realign-
ment,” explains Cindy Williams, a principal research scientist of the
Security Studies Program at the Massachusetts Institute of Technol-
ogy. Williams continues:

Department funding rose by more than 40 percent between
2003 and 2007, but there has been only minimal reallocation
of budgets from areas of lower risk or priority to functions
the department says are more important. With the exception
of added spending to support the Secure Border Initiative
announced by President Bush in November 2005, the depart-
ment’s main operating components each enjoy about the
same share of the DHS budget today as they did when the
department was created.®

Also, while security tradeoffs should be considered when allocat-
ing resources among the three categories related to national defense
(i.e., defense, homeland security, and international affairs), Williams
finds that “much of the post-9/11 real increase in national security
budgets goes not to make the United States safer from the threat of
catastrophic terrorism, but [has gone instead] to operations in Iraq
and business as usual in the Department of Defense.”*

Public choice theory underlines the different incentives and pro-
cesses that operate when goods are sought through political means
rather than through economic means.” For instance, if you have to
use your own money to buy the lock on the door to protect your
house, you will make sure that the increased security from the lock
is worth the price of the lock. An individual spending his or her
own money makes sure that anticipated benefits exceed the costs.*®
In the political process, though, the people buying the lock are rarely
the ones paying for it. As such, they have less incentive to balance
costs and benefits.

The political appropriation and distribution of a good concentrate
its benefits and disperse its costs. Many people can be taxed at a
low rate so a few people can be given large sums. Special-interest
groups have an incentive to lobby the government to see that wealth
is transferred to them. The term economists use to describe such
lobbying is “rent seeking.”® These pressure groups have a clear
advantage in a political process where politicians frequently hear
nothing from the many payers and much from the few beneficiaries.”
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Members of Congress have a strong incentive to steer federal
money to their districts or to reward particular industries; by con-
trast, they have little incentive to reduce wasteful federal spending.*
Witness the increasing number of low-priority and wasteful spend-
ing items—also called pork-barrel spending—introduced by Con-
gress at the last moment into federal spending bills and directed to
a particular state locality or even a specific facility.*” That dynamic
plagues DHS allocations as well. And “homeland security” pressure
groups—for example, first responders, state officials, and/or specific
industries (e.g., the airlines)—have an incentive to lobby lawmakers
to try to grab a bigger share of the funding allocated to homeland
security programs and/or to transfer their responsibilities to the
federal government. The Cato Institute’s Chris Edwards gives a good
example of this type of behavior in his book Downsizing the Federal
Government: “On March 4, 2004, 3,000 state officials flew into Wash-
ington to lobby Congress for larger first responder grants; they were
followed on March 16 by firefighters from across the country coming
to lobby Congress.”*

When programs are funded at the federal level in the form of
grants to the states, a U.S. representative from Wyoming has no
incentive to admit that his state is not a likely terrorist target or that
if it ever were a target, damages would be limited, probably less
costly than the grants distributed to prevent an attack or to respond
to it. This representative has no incentive to turn down federal
money or request that the federal dollars be allocated based on risks
and that other states get more funds than his. He has even less
incentive to volunteer sending his state taxpayers’ dollars to benefit
other states. By contrast, when responsibility for first-responder pro-
grams is retained by the states, then the governor of Wyoming and
the state officials should be able to assess risk and potential damages
to the state more accurately. Since, in theory, states can’t run deficits,
state officials have a more direct incentive to decide whether to
spend more on homeland security or on other accounts.

Economics and public choice theory suggest a commonsensical
approach to counterterrorism that lawmakers have little incentive
to embrace. Not every jurisdiction requires a bomb squad. The proba-
bility of a bomb-related incident occurring in a given American town
is low, while the cost of maintaining a bomb squad is high. Given
the choice, some local jurisdictions are unlikely to choose bomb
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protection over protection from higher-probability threats, like fire
and flood; others may prefer to maintain bomb protection. Local
financial incentives can solve the federal risk assessment quandary;
as local lawmakers allocate their budgets, they are forced to take
risk management into account.

Unfortunately, many lawmakers at all levels—local, state, and
federal—see things differently. They insist that the federal govern-
ment should pay for their respective state response capacities and
that federal grants to state and local governments be allocated based
on a formula that guarantees every state an equal minimum amount
of funds, regardless of risk or need. As a result, rural, less populated
areas often receive a disproportionate amount of money relative to
the threat. That everyone gets a piece of the pie has been made more
important than security itself.

Conclusion

Since the number of possible attacks is unlimited, while the
resources we can devote to preventing them are very limited, spend-
ing decisions should involve careful cost-benefit analysis. Members
of Congress are unlikely to embrace this principle. Recall, for
instance, their reaction when DHS Secretary Michael Chertoff
explained why he wouldn’t change his transit-security policy in the
wake of the July 2005 London terrorist bombings that killed 56
people and injured 700. He explained that this dramatic event was
just that: a single event. He told a reporter: “The truth of the matter
is that a fully loaded airplane with jet fuel, a commercial airliner,
has the capacity to kill 3,000 people. A bomb in a subway car may
kill 30 people. When you start to think about priorities, you are
going to think about making sure you don’t have a catastrophic
thing first.”*

His comments drew sharp criticism, mainly from senators repre-
senting metropolitan areas with mass transit systems. They argued
that such systems are vulnerable to terrorists, as demonstrated by
the London and earlier Madrid bombings. According to them, these
vulnerabilities needed to be addressed with more funding. However,
all transportation systems have inherent weaknesses; if the justifica-
tion for federal intervention were vulnerability, every mode of trans-
portation would qualify, and we would quickly run out of funds.

136



The Economics of Homeland Security

The truth that most people ignore is that not all terrorist attacks
have the same consequences. The 9/11 attacks claimed close to 3,000
lives. In comparison, a successful backpack bomb attack on the
Washington, D.C., subway might kill 30 people; and at the other
end of the spectrum, the detonation of a less-than-perfect one-kiloton
nuclear bomb in lower Manhattan would—in the estimation of the
Federation of American Scientists—Xkill at least 200,000 people.®

These statistics should help clarify where our priorities should
be, especially if probabilities as well as harms are taken into account.
But as we know, federal budget allocations do not reflect actuarial
probabilities. In the last four years, DHS has spent $700 million on
transit security and $34 billion on aviation security. During the same
period, however, total spending on nuclear-threat reduction by the
Departments of Homeland Security, Energy, State, and Defense was
just $6 billion, with just $1 billion of that going to protect vulnerable
stockpiles of fissile material abroad. The reality of the counterterror-
ism budget allocation process is that it has more to do with knee-
jerk reaction to the terrorist news of the day than with security
priorities and tradeoffs.

So what is the solution? First, we must remember that the attacker
always has the advantage of choosing where to attack, and terrorists
will look for weaknesses in our defenses. For instance, if we seal
our ports to prevent terrorists from bringing dangerous material
inside the country on a ship, they can alternatively go through the
thousands of miles of the country’s unprotected and unprotectable
borders. What's more, there is no way to protect everything from
every possible mode of attack.

As John Mueller explains, one cost-effective option might be that
instead of trying to protect hundreds of targets, we should save the
money, and then if something happens, use the money to repair the
damage.” Then we could go after the people who actually did the
crime. As for airline security, instead of spending massive amounts
of money to keep harmful objects off planes, a more effective mea-
sure would be to try to keep harmful people off planes. Again,
intelligence is the solution, not prohibiting everyone from carrying
toothpaste and nail polish onto planes. Unfortunately, it is doubtful
that such policies could see daylight in our current political climate.

In the end, the lack of understanding of risk and tradeoffs often
results in a poor allocation of our homeland security budget. Our

137



TERRORIZING OURSELVES

counterterrorism strategy should be altered to reflect the true dimen-
sions of the different types of risks (not threats) we face. Furthermore,
we should assign the responsibility for addressing a particular threat
to the entity most able to reduce it and most likely to benefit from
its reduction.

Yet we should go even further. Bad security is often worse than
no security at all. By trying, and failing, to make ourselves more
secure, we make ourselves less secure. We make poor tradeoffs, and
we are asked to give up much in terms of money and freedom in
exchange for little or no real benefit. Surely, the misplaced perception
of security isn’t worth that.
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8. The Atomic Terrorist?'
John Mueller

Alarm about the possibility that small groups could set off nuclear
weapons has been repeatedly raised at least since 1946 when atomic
bomb maker J. Robert Oppenheimer contended that if three or four
people could smuggle in units for an atomic bomb, they could
“destroy New York.” Thirty years later, nuclear physicist Theodore
Taylor proclaimed the problem to be “immediate” and explained at
length “how comparatively easy it would be to steal nuclear material
and step by step make it into a bomb.” At the time, he thought it
variously already too late to “prevent the making of a few bombs,
here and there, now and then,” or “in another ten or fifteen years,
it will be too late.” Three decades after Taylor, we continue to wait
for terrorists to carry out their “easy” task.

In the wake of 9/11, concern about the atomic terrorist surged
even though the attacks of that day used no special weapons. By
2003, United Nations Ambassador John Negroponte judged there
to be “a high probability” that within two years al Qaeda would
attempt an attack using a nuclear or other weapon of mass destruc-
tion. And it was in that spirit that in 2004, Graham Allison produced
a thoughtful, influential, and well-argued book, Nuclear Terrorism:
The Ultimate Preventable Catastrophe, relaying his “considered judg-
ment” that “on the current path, a nuclear terrorist attack on America
in the decade ahead is more likely than not.” He had presumably
relied on the same inspirational mechanism in 1995 to predict that
“in the absence of a determined program of action, we have every
reason to anticipate acts of nuclear terrorism against American tar-
gets before this decade is out.” He has quite a bit of company in
his perpetually alarming conclusions.

However, thus far terrorist groups seem to have exhibited only
limited desire and even less progress in going atomic. This may be
because, after brief exploration of the possible routes, they, unlike
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generations of alarmists, have discovered that the tremendous effort
required is scarcely likely to be successful.

Obtaining a Finished Bomb: Assistance by a State

One route a would be atomic terrorist might take would be to
receive or buy a bomb from a generous like-minded nuclear state
for delivery abroad. This is highly improbable, however, because
there would be too much risk, even for a country led by extremists,
that the ultimate source of the weapon would be discovered. As one
prominent analyst, Matthew Bunn, puts it, “A dictator or oligarch
bent on maintaining power is highly unlikely to take the immense
risk of transferring such a devastating capability to terrorists they
cannot control, given the ever present possibility that the material
would be traced back to its origin.” Important in this last consider-
ation are deterrent safeguards afforded by “nuclear forensics,” the
rapidly developing science (and art) of connecting nuclear materials
to their sources even after a bomb has been exploded.*

Moreover, there is a very considerable danger to the donor that
the bomb (and its source) would be discovered before delivery or
that it would be exploded in a manner and on a target the donor
would not approve—including on the donor itself. Another concern
would be that foreign intelligence might infiltrate the terrorist
group.’

There could be some danger that terrorists would be aided by
private (or semi private) profiteers, like the network established by
Pakistani scientist A. Q. Khan. However, Khan’s activities were easily
penetrated by intelligence agencies (the Central Intelligence Agency,
it is very likely, had agents within the network), and the operation
was abruptly closed down when it seemed to be the right time.®
Moreover, the aid he tendered was entirely to states with return
addresses whose chief aim in possessing nuclear weapons would
be to deter or to gain prestige—he did not aid stateless terrorist
groups whose goal presumably would be actually to set off the
weapons.

In addition, almost no one would trust al Qaeda. As one observer
has pointed out, the terrorist group’s explicit enemies list includes
not only Christians and Jews, but all Middle Eastern regimes; Mus-
lims who don’t share its views; most Western countries; the govern-
ments of India, Pakistan, Afghanistan, and Russia; most news organi-
zations; the United Nations; and international nongovernmental
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organizations. Most of the time, it didn’t get along all that well even
with its host in Afghanistan, the Taliban government.’

Stealing or Illicitly Purchasing a Bomb: Loose Nukes

There has also been great worry about “loose nukes,” especially in
post Communist Russia—weapons, “suitcase bombs” in particular,
that can be stolen or bought illicitly. However, both Russian nuclear
officials and experts on the Russian nuclear programs have ada-
mantly denied that al Qaeda or any other terrorist group could have
bought such weapons. They further point out that the bombs, all
built before 1991, are difficult to maintain and have a lifespan of one
to three years, after which they become “radioactive scrap metal.”
Similarly, a careful assessment conducted by the Center for Nonpro-
liferation Studies has concluded that it is unlikely that any of these
devices have actually been lost and that, regardless, their effective-
ness would be very low or even nonexistent because they (like all
nuclear weapons) require continual maintenance.® Even some of
those most alarmed by the prospect of atomic terrorism have con-
cluded, “It is probably true that there are no ‘loose nukes,’ transport-
able nuclear weapons missing from their proper storage locations
and available for purchase in some way.”

It might be added that Russia has an intense interest in controlling
any weapons in its territory since it is likely to be a prime target of
any illicit use by terrorist groups, particularly Chechen ones, of
course, with whom it has been waging a vicious on-and-off war for
well over a decade. The government of Pakistan, which has been
repeatedly threatened by terrorists, has a similar interest in control-
ling its nuclear weapons and material—and scientists. Notes Stephen
Younger, former head of nuclear weapons research and develop-
ment at Los Alamos National Laboratory, “Regardless of what is
reported in the news, all nuclear nations take the security of their
weapons very seriously.” Even if a finished bomb were somehow
lifted somewhere, the loss would soon be noted and a worldwide
pursuit launched.

Moreover, as technology has developed, finished bombs have
been outfitted with devices that will trigger a nonnuclear explosion
that will destroy the bomb if it is tampered with. And there are
other security techniques: bombs can be kept disassembled with
their component parts stored in separate high security vaults, and
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things can be organized so that two people and multiple codes are
required not only to use the bomb but to store, maintain, and deploy
it. If the terrorists seek to enlist (or force) the services of someone
who already knows how to detonate the bomb, they would find, as
Younger stresses, that “only a few people in the world have the
knowledge to cause an unauthorized detonation of a nuclear
weapon.” Weapons designers know how a weapon works, he
explains, but not the multiple types of signals necessary to set it
off, and maintenance personnel are trained only in a limited set of
functions."

There could be dangers in the chaos that would emerge if a nuclear
state were utterly to fail, collapsing in full disarray—Pakistan is
frequently brought up in this context and sometimes North Korea
as well. However, even under those conditions, nuclear weapons
would likely remain under heavy guard by people who know that
a purloined bomb would most likely end up going off in their own
territory, would still have locks (and in the case of Pakistan, would
be disassembled), and could probably be followed, located, and
hunted down by an alarmed international community. The worst-
case scenario in this instance requires not only a failed state but a
considerable series of additional permissive conditions, including
consistent (and perfect) insider complicity and a sequence of hasty,
opportunistic decisions or developments that click flawlessly in a
manner far more familiar to Hollywood scriptwriters than to people
experienced with reality."

Building a Bomb of One’s Own

Since they are unlikely to be able to buy or steal a usable bomb
and since they are further unlikely to have one handed off to them
by an established nuclear state, the most plausible route for terrorists
would be to manufacture the device themselves from purloined
materials. This is the course identified by a majority of leading
experts as the most likely scenario to lead to nuclear terrorism."

Because of the dangers and difficulties of transporting and work-
ing with plutonium, a dedicated terrorist group, it is generally fur-
ther agreed, would choose to try to use highly enriched uranium.™
The idea would be to obtain as much as necessary and then to fashion
it into an explosive. To cut corners, the group would presumably be,
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to the degree possible, comparatively cavalier about safety issues,
such as radiation exposure.

The likely product of this effort would not be a bomb that could
be dropped or hurled since this would massively complicate the
delivery problem. Rather, the terrorists would seek to come up with
an “improvised nuclear device” (IND) of the simplest design, one
that could be set off at the target by a suicidal detonation crew.
The simplest design is a gunlike device in which masses of highly
enriched uranium are hurled at each other within a tube. At best,
such a device would be, as the deeply concerned Graham Allison
acknowledges, “large, cumbersome, unsafe, unreliable, unpredict-
able, and inefficient.”®

The process is a daunting one even in this minimal case. In particu-
lar, the task requires conquering a considerable series of difficult
hurdles, and in sequence. The following discussion attempts to lay
out these hurdles in a systematic manner.

Procuring Fissile Material

To begin with, today and likely for the foreseeable future, stateless
groups are simply incapable of manufacturing the required fissile
material for a bomb because the process requires an effort on an
industrial scale. Moreover, a state is unlikely to supply them with
the material for the same reasons a state is unlikely to give them a
workable bomb." Thus, they would need to steal or illicitly purchase
this crucial material.

Although there is legitimate concern that some fissile material,
particularly in Russia, may be somewhat inadequately secured, cir-
cumstances have improved considerably on this score, and Pakistan
keeps exceedingly careful watch over its bomb-grade uranium.
Moreover, even sleepy, drunken guards will react hostilely (and
noisily) to a raiding party. Thieves also need to know exactly what
they want and where it is, which presumably means trusting bribed,
but not necessarily dependable, insiders. And to even begin to pull
off such a heist, the terrorists would need to develop a highly
nuanced street sense in foreign areas often filled with people who
are congenitally suspicious of strangers.”

But outright armed theft is exceedingly unlikely, not only because
of the resistance of guards but also because chase would be immedi-
ate. A more plausible route would be to corrupt insiders to smuggle
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out the required fissile material. However, this approach requires
the terrorists to pay off a host of greedy confederates, including
brokers and money transmitters, any one of whom could turn on
them or, either out of guile or incompetence, furnish them with
useless stuff.”®

Because of improved safeguards and accounting practices, it is
increasingly unlikely that the theft would remain undetected.” This
factor is an important development, because once someone notices
that some uranium is missing, the authorities would investigate the
few people who might have been able to assist the thieves, and
anyone who seems suddenly to have become prosperous will likely
arrest their attention right from the start. Even one initially tempted
by, seduced by, or sympathetic to, the blandishments of the smooth-
talking foreign terrorists might well soon develop sobering second
thoughts and go to the authorities.

Insiders might also come to ruminate over the fact that, once the
heist was accomplished, the terrorists would, as analyst Brian Jenkins
puts it none too delicately, “have every incentive to cover their trail,
beginning with eliminating their confederates.” He also points out
that no case of a rogue Russian scientist working for terrorists or
foreign states has ever been documented.”

It is also relevant to note that over the years, known thefts of
highly enriched uranium have totaled fewer than 16 pounds or so.
That amount is far less than that required for an atomic explosion:
for a crude bomb, over 100 pounds are necessary to produce a likely
yield of one kiloton.? Moreover, none of these thieves was connected
to al Qaeda, and most arrestingly, none had buyers lined up—nearly
all were caught while trying to peddle their wares. Indeed, concludes
analyst Robin Frost, “there appears to be no true demand, except
where the buyers were government agents running a sting.” Since
there appears to be no real commercial market for fissile material,
each sale would be a one-time affair, not a continuing source of
profit like drugs, and there is no evidence of established underworld
commercial trade in this illicit commodity.” Consequently, sellers
need to make all their money on the single transaction.

Of course, there may also have been additional thefts that went
undiscovered.” However, the difficulty of peddling such a special
substance suggests that any theft would have to be done on consign-
ment—the thief is unlikely to come across likely purchasers while
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wandering provocatively down the street like a purveyor of drugs
or French postcards. Even a “theft on spec” requires that the sellers
advertise or that they know where and how to contact their terrorist
buyer—presumably through intermediaries trusted by both sides,
all of whom must be paid off. Moreover, it is likely that no single
seller would have enough purloined material, requiring multiple
clandestine buys.

If terrorists were somehow successful at obtaining a sufficient
mass of relevant material, they would then have to transport it
hundreds of miles out of the country over unfamiliar terrain and
probably while being pursued by security forces.?

Crossing international borders would be facilitated by following
established smuggling routes and for a considerable fee, opium
traders (for example) might provide expert, and possibly even reli-
able, assistance. But the routes are not as chaotic as they appear
and are often under the watch of suspicious and careful criminal
regulators.” If they became suspicious of the commodity being
smuggled, some of them might find it in their interest to disrupt
passage, perhaps to collect the bounteous reward likely to be offered
by alarmed governments if the uranium theft had been discovered.
It is not at all clear, moreover, that people engaged in the routine,
if illegal, business of smuggling would necessarily be so debased
that, even for considerable remuneration, they would willingly join
a plot that might kill tens of thousands of innocent people.

To reduce dangers, the atomic terrorists might split up their booty
and smuggle it out in multiple small amounts. In this, however,
they would have to rely on the hope that every single container
would escape notice and suspicion.

Constructing an Atomic Device

Once outside the country with their precious booty, terrorists
would need to set up a large and well-equipped machine shop to
manufacture a bomb and then to populate it with a select team of
highly skilled scientists, technicians, and machinists. The process
would also require good managers and organizers.

The group would have to be assembled and retained for the monu-
mental task without generating consequential suspicions among
friends, family, and police about their curious and sudden absence
from normal pursuits back home. Pakistan, for example, maintains
a strict watch on many of its nuclear scientists even after retirement.
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Members of the bomb-building team would also need to be utterly
devoted to the cause, of course. And they would need to be willing
to put their lives, and certainly their careers, at high risk, because
after their bomb was discovered, or exploded, they would likely
become the targets of an intense worldwide dragnet facilitated by
the fact that their skills would be uncommon ones.

Some observers have insisted that it would be “easy” for terrorists
to assemble a crude bomb if they could get enough fissile material.
However, Christoph Wirz and Emmanuel Egger, two senior physi-
cists in charge of nuclear issues at Switzerland’s Spiez Laboratory,
bluntly conclude that the task “could hardly be accomplished by a
subnational group.” They point out that precise blueprints are
required, not just sketches and general ideas, and that even with a
good blueprint, the terrorist group “would most certainly be forced
to redesign.” They also stress that the work is difficult, dangerous,
and extremely exacting, and that the technical requirements “in
several fields verge on the unfeasible.””

Los Alamos research director Younger has made a similar argu-
ment, expressing his amazement at “self declared ‘nuclear weapons
experts,” many of whom have never seen a real nuclear weapon,”
who “hold forth on how easy it is to make a functioning nuclear
explosive.” Information is readily available for getting the general
idea behind a rudimentary nuclear explosive, but none of it is
detailed enough for “the confident assembly of a real nuclear explo-
sive.” Although he remains concerned that a terrorist group could
buy or steal a nuclear device or be given one by an established
nuclear country, Younger is quick to enumerate the difficulties the
group would confront when attempting to fabricate one on their
own. He stresses that uranium is “exceptionally difficult to machine,”
while “plutonium is one of the most complex metals ever discovered,
a material whose basic properties are sensitive to exactly how it is
processed,” and both require special machining technology. Younger
concludes, “To think that a terrorist group, working in isolation
with an unreliable supply of electricity and little access to tools and
supplies [could fabricate a bomb or IND] is far fetched at best.”®
Under the best of circumstances, the process could take months or
even a year or more, and it would all, of course, have to be carried
out in utter secrecy even while local and international security police
are likely to be on the intense prowl. In addition, people or criminal
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gangs in the area may observe with increasing curiosity and puzzle-
ment the constant coming and going of technicians unlikely to be
locals. Unless they live constantly in the shop (itself a noticeable
event), the conspirators would eat, sleep, drink, and recreate else-
where, bumping into curious, and potentially inquiring, people. It
would obviously be vital to keep from inadvertently divulging any
information about their project that might incite suspicion—a wari-
ness that could itself inspire suspicion—and to maintain a plausible
and consistent cover story. Through all this, they would have to
remain loyal to the cause, avoiding disillusionment as well as conse-
quential homesickness and interpersonal frictions.

The process of fabricating an IND requires, then, the effective
recruitment of people who at once have great technical skills and
will remain completely devoted to the cause. In addition, a host of
corrupted coconspirators, many of them foreign, must remain utterly
reliable; international and local security services must be kept perpet-
ually in the dark; and no curious outsider must get wind of the
project over the months or even years it takes to pull it off.

Transporting and Detonating the Device

The finished product could weigh a ton or more.” Encased in lead
shielding to mask radioactive emissions, it would then have to be
transported to, and smuggled into, the relevant target country.

The conspirators could take one of two approaches. Under one
approach, they would trust their precious and laboriously fabricated
product to the tender mercies of the commercial transportation sys-
tem, supplying something of a return address in the process and
hoping that transportation and policing agencies, alerted to the dan-
gers by news of the purloined uranium, would remain oblivious.

Perhaps more plausibly, the atomic terrorists would hire an air-
craft or try to use established smuggling routes, an approach that,
again, would require the completely reliable complicity of a consid-
erable number of criminals, none of whom develops cold feet or
becomes attracted by reward money. And even if enough reliable
coconspirators can be assembled and corrupted, there is still no
guarantee their efforts will be successful. There is a key difference
between smuggling drugs and smuggling an atomic weapon. Those
in the drug trade assume that, although authorities will intercept a
fair portion of their material , the amount that does get through will
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be enough to supply them with a tidy profit. That may be tolerable for
drug smugglers, but it is distinctly unsettling for terrorists seeking to
smuggle in a single, large, and very expensively obtained weapon.*

However transported, the enormous package would have to be
received within the target country by a group of collaborators who
are at once totally dedicated and technically proficient at handling,
maintaining, detonating, and perhaps assembling the weapon after
it arrives.

This crew would then have to move the IND over local roads to
the target site without arousing suspicion. And finally, at the target
site, the crew, presumably suicidal, would have to detonate its
improvised and untested nuclear device, one that, to repeat Allison’s
description, would be “large, cumbersome, unsafe, unreliable,
unpredictable, and inefficient.” While doing this, they would have
to hope, and fervently pray, that the machine shop work was profi-
cient, that there were no significant shakeups in the treacherous
process of transportation, and that the thing, after all this effort, isn’t
a dud.

The Financial Costs

The financial costs of the extended operation in all its cumulating,
or cascading, entirety could become monumental. There would be
expensive equipment to buy, smuggle, and set up, and people to
pay—or pay off. Some operatives might work for free out of dedica-
tion, but the vast conspiracy also requires the subversion of an array
of criminals and opportunists, each of whom has every incentive to
push the price for cooperation as high as possible. Any criminals
who are competent and capable enough to be effective allies in the
project are likely to be both smart enough to see opportunities for
extortion and psychologically equipped by their profession to be
willing to exploit them.

Assessing the Likelihood of Terrorist Success

In an article on the prospects for atomic terrorism, Bill Keller of
the New York Times suggests that “the best reason for thinking it
won’t happen is that it hasn’t happened yet,” and that, he worries,
“is terrible logic.”” However, “logic” aside, there is another quite
good reason for thinking it won't happen: the task is incredibly

difficult.
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I have arrayed a lengthy set of obstacles confronting the would be
atomic terrorist. Those who warn about the likelihood of a terrorist
bomb contend that a terrorist group could, if often with great diffi-
culty, surmount each obstacle—that doing so in each case is “not
impossible.”* But it is vital to point out that, while it may be “not
impossible” to surmount each step, the likelihood that a group could
surmount a series of steps quickly becomes vanishingly small.

Even the alarmed Matthew Bunn and Anthony Wier contend that
the atomic terrorists’ task “would clearly be among the most difficult
types of attack to carry out” or “one of the most difficult missions
a terrorist group could hope to try.” But, stresses the CIA’s George
Tenet, a terrorist atomic bomb is “possible” or “not beyond the realm
of possibility.”® Accordingly, it might be useful to take a stab at
estimating just how “difficult” the atomic terrorists’ task, in aggre-
gate, is—that is, how far from the fringe of the “realm of possibility”
it might be.

Most discussions of atomic terrorism deal in a rather piecemeal
fashion with the subject—focusing separately on individual tasks,
such as procuring highly enriched uranium or assembling a device
or transporting it. However, as the Gilmore Commission, a special
advisory panel to the president and Congress, stresses, setting off
a nuclear device capable of producing mass destruction presents
not only “Herculean challenges” but also requires that a whole series
of steps be accomplished. If each is not fully met, the result is not
simply a less powerful weapon but one that can’t produce any signifi-
cant nuclear yield at all or can’t be delivered.*

Following this perspective, an appropriate approach is to catalog
the barriers that a terrorist group must overcome to carry out the
task of producing, transporting, and then successfully detonating
an improvised nuclear device. Table 8.1 attempts to do this, and it
arrays some 20 of these barriers—all of which must be surmounted
by the atomic aspirant. Actually, it would be quite possible to come
up with a longer list: in the interests of keeping the catalog of hurdles
to a reasonable number, some of the entries are actually collections
of tasks and could be divided into two or three or more. For example,
number 5 on the list requires that purloined highly enriched uranium
be neither a scam nor part of a sting nor of inadequate quality due
to insider incompetence. This hurdle could as readily be rendered
as three separate ones.
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Table 8.1

THE ATOMIC TERRORIST'S TASKS IN THE MOST LIKELY SCENARIO

10.

11.

150

. An inadequately secured source of adequate quantities of

highly enriched uranium (HEU) must be found.

The area must be entered while avoiding detection by local
police and locals wary of strangers.

Several insiders who seem to know what they are doing must
be corrupted.

All the insiders must remain loyal throughout the long process
of planning and executing the heist, and there must be no
consequential leaks.

The insiders must successfully seize and transfer the HEU,
the transferred HEU must not be a scam or part of a sting,
and it must not be of inadequate quality due to insider
incompetence.

The HEU must be transported across the country over unfamil-
iar territory while its possessors are being pursued.

To get the HEU across one or more international borders,
smugglers must be employed, and they must remain loyal
despite, potentially, the temptations of a massive reward even
as no consequential suspicion is generated in other smugglers
using the same routes who may be interested in the same
money.

. A machine shop must be set up in an obscure area with

imported, sophisticated equipment without anyone becoming
suspicious.

A team of highly skilled scientists and technicians must be
assembled, and during production, all members of the team
must remain absolutely loyal to the cause and develop no
misgivings or severe interpersonal or financial conflicts.

The complete team must be transported to the machine shop,
probably from several countries, without suspicion and with-
out consequential leaks from relatives, friends, and colleagues
about the missing.

The team must have precise technical blueprints to work from
(not general sketches) and must be able to modify them appro-
priately for the precise purpose at hand over months (or even
years) of labor, without being able to test.



12.

13.
14.

15.

16.

17.

18.

19.

20.
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Nothing significant must go wrong during the long process
of manufacture and assembly of the (IND).

There must be no inadvertent leaks from the team.

Local and international police, on high (even desperate) alert,
must not be able to detect the project using traditional policing
methods, as well as the most advanced technical detection
equipment.

No locals must sense that something out of the ordinary is
going on in the machine shop with the constant coming and
going of nonlocal people.

The IND, weighing a ton or more, must be smuggled without
detection out of the machine shop to an international border.
The IND must be transported to the target country either by
trusting the commercial process filled with people on the alert
for cargo of this sort or by clandestine means, which requires
trusting corrupt coconspirators who may also know about any
reward money.

A team of completely loyal and technically accomplished
coconspirators must be assembled within, or infiltrated into,
the target country.

The IND must successfully enter the target country and be
received by the in country coconspirators.

A detonation team must transport the IND to the target place
and set it off without anybody noticing and interfering, and
the untested and much traveled IND must prove not to be
a dud.

In contemplating the task before them, would be atomic terrorists
effectively must go through an exercise that looks much like this. If
and when they do so, they are likely to find their prospects daunting
and accordingly uninspiring or even terminally dispiriting.

Assigning and Calculating Probabilities

The discussion thus far has followed a qualitative approach: syn-
thesizing a considerable amount of material to lay out the route a
terrorist group must take to acquire and detonate an atomic bomb
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in the most likely scenario. This exercise alone suggests the almost
breathtaking enormity of the difficulties facing the would be atomic
terrorist. A quantitative assessment reinforces this conclusion.

Assigning a probability to the terrorists’ being able to overcome
each barrier is, of course, a tricky business. Any such exercise should
be regarded as rather tentative and exploratory, or perhaps simply
as illustrative—though it is done all the time in cost-benefit analysis.

One might begin a quantitative approach by adopting probability
estimates that purposely, and heavily, bias the case in the terrorists’
favor. In my view, this would take place if it is assumed that the
terrorists have a fighting chance of 50 percent of overcoming each
of the 20 obstacles displayed in Table 8.1, though for many barriers,
probably almost all, the odds against them are surely much worse
than that. Even with that generous bias, the chances that a concerted
effort would be successful are less than one in a million, specifically
1,048,576. If one assumes, somewhat more realistically, that their
chances at each barrier are one in three, the cumulative odds of their
being able to pull off the deed drop to one in well over three billion—
specifically 3,486,784,401. Moreover, all this focuses on the effort to
deliver a single bomb. If the requirement were to deliver several,
the odds become, of course, even more prohibitive.

Multiple Attempts

The odds considered so far are for a single attempt by a single
group, and there could be multiple attempts by multiple groups, of
course. But the odds would remain long even with multiple con-
certed attempts. If there were 100 such efforts over a period of
time, using the one-chance-in-two assumption for each obstacle, the
chance that at least one of them would be successful comes in at
less than 1 in over 10,000. At the far more realistic assumption of
one chance in three for each obstacle, it would be about 1 in nearly
35 million.®

Additionally, if there were a large number of concerted efforts,
policing and protecting would presumably become easier because
the aspirants would be exposing themselves repeatedly and would
likely be stepping all over one another in their quest to access the
right stuff. Furthermore, each foiled attempt would likely expose
flaws in the defense system, holes the defenders would then plug,
making subsequent efforts more difficult.
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Also, the difficulties for the atomic terrorists are likely to increase
over time because of much-enhanced protective and policing efforts
by self-interested governments. Already, for example, by all accounts
Russian nuclear materials are much more adequately secured than
they were 10 or 15 years ago.* In addition, the science of nuclear
forensics will advance, heightening pressure on states to secure their
weapons material.

Other Acquisition Scenarios

These odds are for the most plausible scenario in which a terrorist
group might gain a bomb: constructing one from highly enriched
uranium obtained through illicit means. As noted, there are other
routes to a bomb: stealing a fully constructed one or receiving one
as a gift by a nuclear state. However, as also noted, those routes
are generally conceded, even by most of the most alarmed, to be
considerably less likely to result in a terrorist success than the one
outlined in Table 8.1.

Assistance by a state would shorten the terrorist group’s list of
hurdles considerably, of course, but they would be replaced by the
big one: the exceedingly low likelihood that a nuclear state would
trust it with one of its precious bombs.

The theft of a finished bomb would also shorten the list of hurdles.
However, it would generate new ones as well, such as the necessity
to defeat locks and the difficulty of finding purloinable nuclear
weapons in an age in which these weapons are increasingly under
lock and key and in which insiders who could productively help
with the theft are few and ever more likely to be found out after
the deed was accomplished.

Comparisons

Improbable events, even highly improbable ones, do sometimes
occur, of course. But although any event that is improbable is, at the
same time and by definition, possible, it is obviously a fundamental
fallacy to conclude that the fact that improbable events do occasion-
ally transpire means that an improbable event should somehow be
taken to be likely.

Huge numbers of people buy public lottery tickets despite the
fact that the odds can easily be worse than a million to one against
them, and a (very) few of these gamblers do, of course, cash in.
However, a lottery loser forfeits only a limited amount of money
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in each million to one fling, while losers in the atomic terrorism
enterprise could easily end up sacrificing not only all their financial
resources in a single concerted attempt but their lives as well.

Another comparison might be made with the 9/11 events. The
difficulties confronting the hijackers were considerable, and the con-
spirators certainly were extremely clever and lucky. But there has
never been a terrorist attack that has been remotely as destructive
and, despite innumerable predictions that 9/11 was a harbinger, it
has thus far remained an aberration.”’

Moreover, whatever the hijackers’ difficulties, they were nothing
like those confronting the would be atomic terrorist. The size of the
conspiracy was very small, technical requirements were minimal,
obtaining flight training only took the money to pay for it, the
weapons they used could legally be brought on planes, and, most
importantly, they were exploiting an environment in which the pol-
icy was to cooperate with hijackers rather than fight and risk the
entire plane.® Even in that enormously advantageous policy envi-
ronment, the 9/11 hijackers failed to accomplish their mission with
the last of the four planes.

In addition, the personnel requirements are far higher in the
atomic case. The conspiracy—or actually the sequential sets of con-
spiracies—mandate the enlistment of a much larger number of peo-
ple, and most of them must be not only absolutely loyal but also
extremely skilled at an elaborate series of technical, organizational,
and conspiratorial tasks. Moreover, the 9/11 plotters did not have
to rely on strangers or criminals, while the steadfast cooperation of
such people would be central to an atomic conspiracy. And carrying
out the 9/11 operation itself required a few hours of concentrated
work and dedication, not the months or even years that would be
required of atomic terrorists.

Progress and Interest

The degree to which al Qaeda has pursued, or even has much
interest in, a nuclear weapons program may have been exaggerated.
There is some occasional evidence to indicate that the group might
have some interest in atomic weapons, but it is limited and often
ambiguous. The same can be said about evidence that al Qaeda has
actively sought to achieve an atomic capacity.
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The 9/11 Commission insists that “al Qaeda has tried to acquire or
make nuclear weapons for at least ten years,” but the only substantial
evidence it supplies comes from an episode that supposedly took
place around 1993 in Sudan when al Qaeda apparently sought to
purchase some uranium, which turned out to be bogus.* Information
about this supposed venture apparently comes entirely from Jamal
Ahmed al-Fadl, who defected from al Qaeda in 1996 after he had
been caught stealing $110,000 from the organization. Interestingly,
Lawrence Wright relays the testimony of the man who allegedly
actually purchased the substance for Osama bin Laden as well as
that of a Sudanese intelligence agent. Both assert that, although there
were various other scams going around at the time that may have
served as grist for al-Fadl, the uranium episode never happened.®

As a key indication of al Qaeda’s desire to obtain atomic weapons,
many have focused on a set of conversations in Afghanistan in
August 2001 that two Pakistani nuclear scientists reportedly had
with Osama bin Laden and three other al Qaeda officials. Pakistani
intelligence officers characterize the discussions as “academic,” and
they also maintain that to be the descriptor the scientists “insisted”
on using. The officers do report, however, that the scientists
“described bin Laden as intensely interested in nuclear, chemical
and biological weapons.” But the questions do not seem to be very
sophisticated, and as the scientists themselves have reportedly
insisted, it seems that the discussion was wide ranging and academic
(even rather basic) and that they provided no material or specific
plans. Moreover, the scientists likely were incapable of providing
truly helpful information because their expertise was not in bomb
design, which might be useful to terrorists, but rather in the process-
ing of fissile material, which is almost certainly beyond the capacities
of a nonstate group, as discussed earlier.*

Khalid Shaikh Mohammed, the apparent mastermind behind the
9/11 attacks, reportedly says that al Qaeda’s atom bomb efforts never
went beyond searching the Internet. After the fall of the Taliban in
2001, technical experts from the CIA and the Department of Energy
examined documents and other information uncovered by intelli-
gence agencies and the media in Afghanistan. According to an offi-
cial American report, they “judged that there remained no credible
information that al Qa’ida had obtained fissile material or acquired
anuclear weapon.” Moreover, they found no evidence of “any radio-
active material suitable for weapons.” They did uncover, however,
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a “nuclear-related” document discussing “openly available concepts
about the nuclear fuel cycle and some weapons related issues.”
Physicist and weapons expert David Albright has also examined
this evidence and is more impressed, but even he concludes that
any al Qaeda atomic efforts were “seriously disrupted”—indeed,
“nipped in the bud”—Dby the invasion of Afghanistan in 2001. What-
ever his evaluation of the situation before the event, Albright con-
cludes that after the invasion, “the overall chance of al Qaeda deto-
nating a nuclear explosive appears on reflection to be low.”#

Rumors and reports that al Qaeda has managed to purchase an
atomic bomb, or several, have been around now for over a decade,
beginning around 1998. Louise Richardson catalogs a number of the
loose nuke stories, and Brian Jenkins has also sifted through them.
Richardson concludes, “There can be little doubt that most of these
reports are as reliable as the reports that Saddam Hussein was devel-
oping and stockpiling weapons of mass destruction.” And in his
assessment of these “vague rumors and reports,” Jenkins points
out that, “although the facts of these reported contacts, deals, and
deliveries were shrouded in mystery, the ‘shocking revelations’ were
often shorn of uncertainty and offered as ‘empirical proof,’ presented
as fact and accepted on faith.”# If any of the several reports suggest-
ing al Qaeda had acquired an atomic arsenal over a decade ago were
true, one might think the terrorist group (or in the case of the most
spectacular of the reports, their Chechen suppliers) would have tried
to set one off by now. Or one might be led to suspect that al Qaeda
would have left some trace of the weapons behind in Afghanistan
after it made its very hasty exit in 2001. But, as noted earlier, none
was found.

Pakistani journalist Hamid Mir was brought in to interview bin
Laden just a day or two before al Qaeda fled Afghanistan in 2001, and
bin Laden supposedly asserted: “If the United States uses chemical or
nuclear weapons against us, we might respond with chemical and
nuclear weapons. We possess these weapons as a deterrent.”* Given
the military pressure they were under at the time, and taking into
account the evidence of the primitive nature of al Qaeda’s nuclear
program (if it could be said to have had one at all), the reported
assertions, while unsettling, appear to be best interpreted as a desper-
ate bluff.
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Bin Laden has pronounced on the nuclear weapons issue a few
other times. Some of those pronouncements can be viewed as threat-
ening, but they are rather coy and indirect, indicating perhaps some-
thing of an interest, but not acknowledging a capability. And as
Richardson concludes: “Statements claiming a right to possess
nuclear weapons have been misinterpreted as expressing a determi-
nation to use them. This in turn has fed the exaggeration of the
threat we face.”®

After an exhaustive study of available materials, Anne Stenersen
of the Norwegian Defence Research Establishment concludes that
although “it is likely that al Qaeda central has considered the option
of using non conventional weapons,” there “is little evidence that
such ideas ever developed into actual plans, or that they were given
any kind of priority at the expense of more traditional types of
terrorist attacks.”*

When examined, then, the evidence of al Qaeda’s desire to go
atomic and its progress in accomplishing this exceedingly difficult
task is remarkably skimpy, if not completely negligible. The scariest
stuff—a decade’s worth of loose nuke rumor, chatter, and hype—
seems to have no substance whatever.

Capacity

However, assuming the group, or one like it, would actually like
to be able to make or steal an atomic bomb or two, how capable is
it of accomplishing a task that, as suggested earlier, is enor-
mously difficult?

The key portions of al Qaeda central may well actually total only
a few hundred people. They also assist with the Taliban’s distinctly
separate, far larger, and very troublesome insurgency in Afghani-
stan. Beyond this tiny band, there are thousands of sympathizers
and would be jihadists spread around the globe who mainly connect
in Internet chat rooms, engage in radicalizing conversations, and
variously dare one another to actually do something.”

Any “threat,” particularly to the West, appears, then, principally
to derive from self-selected people, often isolated from one another,
who fantasize about performing dire deeds. From time to time, some
of them, or others closer to al Qaeda central, may actually manage
to do some harm. And occasionally, they may even be able to pull
off something large, like 9/11. But in most cases, their capacities
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and schemes—or alleged schemes—seem to be far less dangerous
than initial press reports vividly, even hysterically, suggest.

Most important for present purposes, however, any notion that
the actual al Qaeda enemy has the capacity to come up with nuclear
weapons, even if it wanted to, looks far-fetched in the extreme.
Although there have been plenty of terrorist attacks in the world
since 2001, all (thus far, at least) have relied on conventional destruc-
tive methods.

For the most part, terrorists seem to be heeding the advice found
in a memo on an al Qaeda laptop seized in Pakistan in 2004: “Make
use of that which is available . . . rather than waste valuable time
becoming despondent over that which is not within your reach.”
That is, keep it simple, stupid. And in fact, it seems to be a general
historical regularity that terrorists tend to prefer weapons that they
know and understand, not new, exotic ones.*

In an appearance before a Senate committee on January 11, 2007,
Robert Mueller, director of the Federal Bureau of Investigation, testi-
fied that, although he remained concerned that things could change
in the future, “few if any terrorist groups” were likely to possess
the required expertise to produce nuclear weapons—or, for that
matter, biological or chemical ones.” Moreover, as two analysts
independently suggest, the terrorist use of unconventional weapons
can be especially counterproductive by turning off financial support-
ers, dividing the movement, and eliciting major crackdowns.”

Acceptable Risk

The purpose here has not been to argue that policies designed
to inconvenience the atomic terrorist are necessarily unneeded or
unwise. Rather, in contrast with the many who insist that atomic
terrorism under current conditions is rather—indeed, exceedingly—
likely to come about, I have contended that it is hugely unlikely. In
part because of the current policy environment—but also because
of a wealth of other technical and organizational difficulties inherent
in the deed—the atomic terrorists’ task under present conditions is
already monumental, and their likelihood of success is vanishingly
small. Efforts to further enhance this monumentality, if cost effective
and accompanied with only tolerable side effects, are generally desir-
able—although to me they scarcely seem as urgent as their propo-
nents repeatedly proclaim.
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As Allison appropriately points out, it is important in all this to
consider not only the likelihood an event will take place but also its
consequences. Therefore, one must be concerned about catastrophic
events even if their likelihood is small.

At some point, however, probabilities become so low that, even
for catastrophic events, it begins to make sense to ignore, or at least
to back burner, them: the risk becomes “acceptable.” Consider the
odds that a wheel on a speeding automobile will suddenly shear
off. That horror is surely “not impossible,” yet legions of motorists
effectively find it so improbable that they are routinely willing to risk
their lives that it will not happen—it is, in short, an acceptable risk.

The British could at any time attack the United States with their
submarine-launched missiles and kill millions of Americans—far
more than even the most monumentally gifted and lucky terrorist
group. Yet the risk that this potential (and fully possible) calamity
might take place evokes little concern; essentially it is “accepted.”
Meanwhile, Russia, with whom the United States enjoys a rather
strained relationship, could at any time do vastly more damage still
with its nuclear weapons, a fully imaginable calamity that goes
substantially ignored.

In constructing what he calls “a case for fear,” Cass Sunstein notes
that if there is a yearly probability of 1 in 100,000 that terrorists
could launch a nuclear or massive biological attack, the risk would
cumulate to 1 in 10,000 over 10 years and to 1 in 5,000 over 20 years.
These odds, he suggests, are “not the most comforting.”' Comfort,
of course, lies in the viscera of those to be comforted, and, as he
suggests, many would probably have difficulty settling down with
odds like that. But there must be some point at which even these
people’s concerns would ease. Just perhaps it is at some of the levels
suggested here: 1 in 1 million or 1 in 3 billion per attempt.

The same consideration holds for Vice President Dick Cheney’s
“one percent doctrine.” A top CIA analyst told him late in 2001 that al
Qaeda probably did not have a nuclear weapon but that he couldn’t
“assure you that they don’t.” To this, Cheney replied, “If there’s a
one percent chance that they do, you have to pursue it as if it were
true.” Cheney’s observation is a somewhat confused, but effective,
way of saying that one should take low-probability events that could
have an exceedingly high impact very seriously indeed. And a 1
percent chance of a terrorist atomic attack would clearly fit into that
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category. It’s just that the chances, while perhaps not zero, do not
seem to be anywhere remotely near 1 percent. It’s not that they are
necessarily 1 in 3.5 billion, but they aren’t anything like 1 in 10, 1
in 100, or 1 in 1,000. Perhaps, in fact, they are comparable to, or
even lower than, those for a thermonuclear attack from Russia.

The potential for atomic terrorism may indeed be the single most
serious threat to the national security of the United States. Assessed
in the appropriate context, however, that could actually be seen
to be a comparatively cheering conclusion. Sensible cost-effective
policies designed to make that probability even lower may be justi-
fied, given the damage that can be inflicted by an atomic explosion.
But unjustified alarmism about the likelihood and imminence of
atomic terrorism has had policy consequences that have been costly
and unnecessary.
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9. Assessing the Threat of Bioterrorism
Milton Leitenberg'

Various forms of cancer kill roughly 565,000 Americans per year,
tobacco kills around 440,000, and obesity causes perhaps 400,000 or
more deaths.? Approximately 1.7 million patients develop infections
annually while undergoing treatment in U.S. hospitals, resulting in
an estimated 99,000 deaths.? These four causes account for roughly
1.5 million U.S. deaths per year, every year. A single organism,
Clostridium difficile, causes some 350,000 infections and 15,000-20,000
deaths per year.* In 1990, the Institute of Medicine at the U.S.
National Academy of Sciences estimated that microbial resistance,
largely caused by the use of antibiotics in food supplements for
cattle and chickens, cost the U.S. health care system approximately
$5 billion per year.® In 2008, that cost was estimated at $20 billion
per year.® Bioterrorism killed no U.S. citizens in the 20th century
and five to date in the 21st century.

Since the anthrax scare of October and November 2001—in which
22 people were sickened, of whom 5 died—the U.S. government
has appropriated $64 billion for biological weapons prevention and
defense. The proposed current rate of annual appropriation for this
purpose is $7 billion, which will likely continue in the future.”

Placing the two brief paragraphs above alongside each other pres-
ents the crux of the issues examined in this chapter. Can we present
a reasonable estimate of the threat of bioterrorism to the United
States? How has the subject been treated in the political domain?
What are the consequences of some of the U.S. government’s
responses to the problem since 2001? Five policy questions will be
reviewed. The first and most basic is the assessment of the bioterror-
ist threat to the United States. Under this rubric, the nature of the
political discussion surrounding the issue of bioterrorism in the
United States in recent years is examined. The second issue is how
the U.S. government’s response since 2001 has increased the prolifer-
ation potential of biological weapons (BWs) and damaged national
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security. The third is the diversion of resources within the U.S. public
health sector. The fourth issue is the misdirection of public health
efforts in developing nations. The final policy issue to be examined
is that of oversight and regulation of the burgeoning U.S. biode-
fense program.

Assessment of the Current Threat of Bioterrorism to the United
States

The problem of assessing the threat of bioterrorism can be sepa-
rated into four considerations: the status of state offensive biological
weapons programs, evidence of proliferation from state BW pro-
grams, evidence of state assistance to nonstate actors to develop
or produce biological agents or weapons, and efforts to develop
biological agents or weapons by nonstate actors that are true interna-
tional terrorist groups.

Official U.S. government statements in the late 1980s claimed that
four nations possessed offensive BW programs when the Biological
Weapons Convention was signed in 1972 and that this number
increased to 10 by 1989.2 In November 1997, U.S. government officials
raised the estimate to 12, 9 of which the United States identified by
name in the intervening years. In 2001, the estimate was 13. Since
then, the U.S. government has removed Libya, Iraq, and Cuba from
the list (it had removed South Africa in 1995 without public notice
when that government terminated both its biological and chemical
weapons programs)—a reduction of essentially one-third. But strik-
ingly, as early as 2003, official U.S. intelligence assessments became
markedly more qualified about which countries were definitively
developing BWs.” Defense Intelligence Agency Director Michael
Maples’s threat assessment presentation on January 11, 2007, accen-
tuated the lack of specifics on the number and status of offensive
state BW programs:

® “North Korea’s resources include a biotechnical infrastructure
that could support the production of various biological war-
fare agents.”

® “Iran has a growing biotechnology industry, significant phar-
maceutical experience and the overall infrastructure that could
be used to support a biological warfare program. DIA believes
Iran is pursuing development of biological weapons.”
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® “China possesses a sufficiently advanced biotechnology infra-
structure to allow it to develop and produce biological agents.”

® “Wejudge Russia also continues research and development that
could support its chemical and biological warfare programs.”

® “India and Pakistan . . . both . .. have the infrastructure to sup-
port biological and some aspects of the chemical warfare
programs.”

® “Syria’s biotechnical infrastructure is capable of supporting lim-

ited biological agent development. DIA assesses Syria has a
program to develop select biological agents.”"

Only the statements on Iran and Syria refer explicitly to offensive
BW programs; the other statements fail to support the suggestion
that these particular countries possess an offensive BW program.
These latter statements could apply to the United States and most
European countries. These more muted and limited descriptions
suggest that not as many countries possessed offensive BW programs
as previously believed. In fact, these evolving assessments—and the
Maples testimony in particular—raise serious questions about what
basis in reality existed for the estimates of national BW programs
in the 1970s and 1980s, excluding the Soviet Union, South Africa,
Irag, and perhaps Iran.

Because these recent estimates are so uncertain but have the benefit
of accumulated intelligence, past estimates are likely to have been
more questionable, as they were presumably generated on less intel-
ligence. It now seems likely that the number of countries thought
to have offensive BW programs in the early 1970s through 1989
might more accurately be estimated at four or five. In recent years,
then, official U.S. estimates of the number of such programs have
declined by at least one-third, leaving roughly a half dozen at most."
And the U.S. intelligence community has qualified its assessments
of those remaining programs to such a significant degree that it is
difficult to judge what degree of an “offensive” nature—the develop-
ment, testing, production, or stockpiling of biological agents or
weapons—exists in those programs.

Statements by innumerable U.S. government officials, academic
analysts, and journalists between 1989 and 2003 nearly uniformly
described the proliferation of state-run BW programs as a constantly
increasing trend.” It now seems clear that was not the case. In fact,
the number of state BW programs was probably more or less flat.
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Available evidence indicates that proliferation from state-run
offensive BW programs has been minimal. The former South African
and Iraqi BW programs resulted in no known proliferation. As for
the Soviet Union, only about 10 scientists are known to have immi-
grated to any country of BW proliferation concern in the post-Soviet
period. Some were recruited by Iran, but most of this group worked
in institutes belonging to the former Soviet Academy of Sciences,
not in research institutes primarily serving the former Soviet BW
program. Several immigrated to Israel.” The United States never
included Israel on its lists of BW-proliferated states, although Israel
almost certainly maintained an offensive BW program for many
years and may still do so.

One can be even more definitive regarding assistance from state-
run BW programs to terrorist organizations seeking to develop or
to produce biological agents or weapons: there is no evidence what-
soever of any such activity. U.S. intelligence agencies have always
considered the likelihood of such assistance to be extremely low,
and they expect the same to remain the case in the future."

Finally, the history of attempts by nonstate actors to develop or
use biological agents has been remarkably limited. The significant
episodes are all well known. The first was the use of salmonella,
bacteria that cause diarrhea, in 1984 by the Rajneesh cult, in a failed
attempt to influence a local election in Oregon. The second was Aum
Shinrikyo’s 1990-1993 failed effort to obtain and culture strains of
Clostridium botulinum and Bacillus anthracis and disperse the resulting
products. The group never succeeded in obtaining a pathogenic
strain of either organism. Its culturing and dispersal efforts also
came to naught. A third case was al Qaeda’s effort in Afghanistan
between 1997 and 2001 to obtain a pathogenic culture of B. anthracis
and to initiate work with the organism. Once again, the effort failed,
as the organization was unable to obtain a pathogenic strain of B.
anthracis. Al Qaeda’s work was extremely incompetent. It had barely
begun preparations when a joint allied military team raided and
occupied its facilities in December 2001." The most recent significant
episode took place in the United States in September and October
2001—the so-called Amerithrax incidents.' These were the dispersal
of a purified, dry-powder preparation of B. anthracis sent through
the U.S. postal system to multiple addressees, killing five people.

The al Qaeda and the Amerithrax events are the most significant
but for opposite reasons. The barely initiated, rudimentary, and
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failed attempt by al Qaeda is important because of the nature of the
group—an international terrorist organization with a wide organiza-
tional structure, demonstrated initiative, and a record of successful,
albeit conventional, attacks. The Amerithrax attacks are significant
because of the nature of the material prepared and the perpetrator;
the mailings demonstrate what a professional is capable of, but
identifying the perpetrator was essential to explaining who could
make such a product and under what conditions. In other words,
identification would provide critical insight into both the likelihood
of international terrorist organizations’ developing similar capabili-
ties and how quickly such a threat could emerge. Since the interrup-
tion of the al Qaeda BW project in December 2001, there are no
indications that the group has resumed those efforts. Accounts of
al Qaeda offshoot groups in the United Kingdom, France, or Iraq
producing ricin, a far simpler task, are all spurious. There have also
been no publicly identified indications that any other international
terrorist group has initiated the development of BW agents in the
intervening years.”

Although al Qaeda’s efforts to develop a biological weapon failed,
the group’s efforts were provoked by the severely overheated discus-
sion in the United States about the imminent dangers of bioterrorism.
A message from al Qaeda’s second-in-command, Ayman al-Zawahri,
to his deputy, Muhammad Atef, on April 15, 1999, noted, “We only
became aware of them [BWs] when the enemy drew our attention
to them by repeatedly expressing concerns that they can be produced
simply with easily available materials.”® In a similar vein, terrorism
expert Brian Jenkins of the RAND Corporation has been at pains to
point out, “We invented nuclear terror.”” If in the coming decades
we do see a successful attempt by a terrorist organization to use
BWs, blame for it can be in large part pinned on the incessant
scaremongering about bioterrorism in the United States, which has
emphasized and reinforced its desirability to terrorist organizations.

In terms of bioterrorism perpetrated by a terrorist organization,
the Amerithrax events are an outlier. They were almost certainly
carried out by a U.S. scientist, fully trained, with access to pathogenic
strains and optimum working conditions, as discussed later in this
chapter. A terrorist group has never carried out a mass-casualty
bioterrorist event. Yet thanks to the steady stream of prognostica-
tions that essentially explain to terrorists why BWs would be of
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great utility to them, such an event may well happen. Unfortunately,
those interested in keeping the level of government funding for
biodefense high will likely continue to make remarks of the same
sort.

In the late 1990s and early 2000s, several General Accounting
Office reports noted that the government had not performed a com-
prehensive bioterrorism threat assessment. Even after the initiation
of greatly increased biodefense expenditures beginning in fiscal year
2002, such a threat assessment was not performed. Homeland Secu-
rity Presidential Directive 10 states, “The United States requires a
continuous, formal process for conducting routine capabilities
assessments to guide prioritization of our on-going investments in
biodefense-related research, development, planning, and prepared-
ness.”® A DHS bioterrorism risk assessment model was used to
generate the DHS threat assessment in 2006. A critique of the DHS
model written by Alan Pearson, director of the Biological and Chemi-
cal Weapons Program at the Center for Arms Control and Non-
Proliferation, notes:

The first “Bioterrorism Risk Assessment,” prepared by the
DHS National Biodefense Analysis and Countermeasures
Center (NBACC) using a methodology developed by Battelle
Memorial Institute, was completed on January 31, 2006, and
a report on the assessment was published on October 1,
2006. The assessment used threat scenarios and consequence
modeling to rank 28 biological agents . . . according to their
relative risk. For this purpose, the estimated likelihood of
agent use in a range of different scenarios (“the probability
that an adversary acquires, produces, and disseminates a
biological weapon,” based on intelligence community input
and the judgment of subject matter experts) was multiplied
by the projected consequences resulting from each scenario
(using data vetted by the Department of Health and Human
Services). The risk calculation was weighted towards high-
consequence events.”!

The computer model produced a massive compilation of more
than one million different combinations of variables, many of which
were run in hundreds of iterations. In September 2008, a review
committee established by the U.S. National Academy of Sciences
released an extensive critique of the Battelle/ DHS assessment model.
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The NAS review group noted that the DHS model ranks each patho-
gen according to its level of risk, based on subjective event probabili-
ties and their consequences. The subjective event probabilities were
elicited from dozens of biological weapons experts.?

The DHS model claimed that frequency of initiation and “esti-
mated likelihood of agent use” were at least in part “based on intelli-
gence community input.” However, it seems likely that there was
little or no information of that nature available to the intelligence
community, particularly if there were very few or no terrorist groups
in the field actively operating BW development programs. The “intel-
ligence input” was to include expression of interest, which are com-
monly jihadist rhetorical exhortations, and these almost never
include reference to particular pathogens. The statement that the
model depended on “subjective event probabilities . . . elicited from
... experts” again suggests a lack of actual intelligence concerning
all 27 agents.” It follows that the model was a theoretical exercise
not based on actual intelligence; it is vulnerability assessment, not
threat assessment.

Ostensibly to compensate for the lack of verified intelligence input,
the NAS committee urged that the model should evaluate the choices
of an “intelligent,” or “adaptive,” adversary. This would only further
compound the abstract quality of the model. The actual record of
known terrorist groups indicates that not one has yet mastered the
most elementary aspects of microbiology. (Ricin extraction from
crushed seed pulp is a chemical process that requires no culturing of
organisms.) To suggest that for purposes of “research, development,
planning and preparedness” the U.S. government should now
assume an “intelligent” and “adaptive” enemy posits capabilities
that no terrorist group currently has or is likely to have for years
to come. The “intelligent” and “adaptive” adversary was the perpe-
trator of the Amerithrax events.

Discourse on Bioterrorism in Washington

The history of exaggerating the bioterrorist threat is a long one.
It began in 1986 with an attack on the validity of the Biological
Weapons Convention by Douglas Feith, then an assistant to Richard
Perle in President Ronald Reagan’s Defense Department and until
August 2005 undersecretary of defense for policy. Feith introduced
the idea, now widely adopted, that advances in the microbiological
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sciences and the global diffusion of the relevant technology heighten
the threat of BW use. Though molecular genetics and globalization
have advanced drastically since 1986, it does not necessarily follow
that the BW threat has grown. As noted, the number of states that
maintain offensive BW programs has decreased. And despite the
global diffusion of knowledge and technology, the incidence of ter-
rorist networks’ creating BWs has remained very low over the
entire period.

But alarmism continues. In 2005, Tara O’Toole, then chief executive
officer and director of the Center for Biosecurity at the University
of Pittsburgh Medical Center, said: “This is not science fiction. The
age of Bioterror is now.”* The office of Vice President Cheney was
the driving force behind the Bush administration’s emphasis on
bioterrorism.” Cheney was influenced by the highly unrealistic
“Dark Winter” scenario developed by Dr. O’Toole, which one author
has noted was “intended to put a real scare into government policy
makers and members of Congress.”” Cheney was apparently greatly
alarmed about the potential use of BWs by terrorists and reportedly
believed he might soon become a victim.?

Homeland Security Presidential Directive 10, “Biodefense for the
21st Century,” states, “Biological weapons in the possession of hostile
states or terrorists pose unique and grave threats to the safety and
security of the United States and our allies.” A recent panel estab-
lished by the National Academy of Sciences went further: “The threat
posed by biological agents employed in a terrorist attack on the
United States is arguably the most important homeland security
challenge of our era.”® In 2005, then Senator William Frist (R-TN),
who coauthored the legislation that initiated these expenditures,
said, “The greatest existential threat we have in the world today is
biological . . . an inevitable bio-terror attack [would come] at some
time in the next 10 years.”” In 2008, an academic author based a
book on “the realization that no other problem facing humanity is so
potentially cataclysmic and has been so inadequately addressed.”®
According to many U.S. political figures and experts, the $64 billion
is therefore money well spent fighting a dangerous threat.

For two decades, we have been told that bioterrorism would be
perpetrated by terrorist groups with an international presence and
international political objectives. As noted, however, these groups
have little or no scientific competence, little or no knowledge of
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microbiology, and no known access to pathogen strains or laboratory
facilities. The most recent U.S. National Intelligence Council terrorist
assessment makes no reference to any such capabilities.”! The report
of the Commission on the Prevention of Weapons of Mass Destruc-
tion Proliferation and Terrorism, released in December 2008, stated,
“We accept the validity of intelligence estimates about the current
rudimentary nature of terrorist capabilities in the area of biological
weapons.”*

Nevertheless, during congressional testimony in July 2008, Jeffrey
Runge, an assistant secretary of the Department of Homeland Secu-
rity, claimed: “The risk of a large-scale biological attack on the nation
is significant. We know that our terrorist enemies have sought to
use biological agents as instruments of warfare, and we believe that
capability is within their reach.”® Runge said that what keeps him
up at night “is a possibility of a large-scale biological attack on our
homeland” and that he would describe “the current biological threat
environment as illustrated by the effect a biological attack might
have in a city like Providence,” Rhode Island. But such a scenario
of BW use created by modelers does not at all represent “the current
biological threat environment.” It is instead a classic vulnerability
assessment, without any reference to a specific validated threat.
Even with a validated threat, one cannot know in advance what the
outcome of any particular attempted attack would be. This fact is
illustrated by two prominent events: the use of the chemical agent
sarin by the Japanese cult Aum Shinrikyo in Tokyo in 1995 and the
anthrax dispersion in the United States in 2001. These attacks (for
different reasons) resulted in only a small fraction of the casualties
that might have occurred.

Joint testimony by a triumvirate of Runge’s DHS colleagues echoed
the idea that a serious BW threat to the United States exists:

The Nation continues to face the risk of a major biological
event that could cause catastrophic loss of human life, severe
economic damages and significant harm to our Nation’s criti-
cal infrastructures and key resources. . . . The threat of bioter-
rorism has not subsided, and the impact of a large-scale
bioterrorism event, such as the widespread dissemination of
an aerosolized form of anthrax or other deadly biological
pathogen, would have a serious effect on the health and
security of the Nation.*
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These lines, intermingled with some others containing a fair
amount of distorted and misleading information regarding the sim-
plicity of preparation and even weaponization of pathogens, are
typical. Pages could be filled with examples of ignorance or disinfor-
mation on the subject. Numerous authors beat a tocsin of the bioter-
rorist threat, though not the U.S. intelligence community, as indi-
cated in testimony in 2006 and 2009 in addition to the WMD Commis-
sion quote noted earlier.

Other examples of the general tenor include reports and special
commissions emphasizing the supposed threat of bioterrorism that
were released during the fall of 2008. In September 2008, the congres-
sionally mandated Commission on the Prevention of Weapons of
Mass Destruction Proliferation and Terrorism previewed its report
that was designed to “deepen both our assessment of the threat
today and what we can do about it.”* The commission’s cochair,
former senator Robert Graham (D-FL), stated, “My own assessment
at this point is the more likely form of attack is going to be in a
biological weapon.”*

In contrast to this alarmist attitude, a proposed presidential plat-
form statement submitted in August 2008 by the Federation of Amer-
ican Societies for Experimental Biology, an organization composed
of 21 biomedical research societies and the largest life sciences group
in the United States, did not refer to “bioterrorism” at all.*”

That same month, the Federal Bureau of Investigation announced
that Bruce E. Ivins, a staff scientist at the U.S. Army Medical Research
Institute for Infectious Diseases, was responsible for the 2001 anthrax
attacks. Ivins had worked at USAMRIID for 27 years, including 20
years of work with anthrax. This disclosure that a longtime insider,
not a nonstate terrorist group, was responsible for a deadly BW
attack on U.S. soil changed the entire construct of where the primary
risks of bioterrorism lay and of what degree of competence a serious
perpetrator would have. In 2002, Steven Block of Stanford University
commented:

The fundamental question here is are we victims of our own
anthrax, or our own expertise, or is this a further fallout from
Al Qaeda? It’s a critical question. This is the first biological
warfare of the 21st century, and our proper response to it—
morally, politically and in every other way—depends on our
understanding which it is.®
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Dr. O'Toole, however, had quickly been convinced on the most
tenuous of suppositions that the anthrax attacks had been carried
out by al Qaeda. She prepared a memorandum making that argu-
ment, which was sent to the FBI and to CIA Director George Tenet
and was “circulated among top government officials.”

In October 2009, the blue-ribbon Graham-Talent Commission pro-
duced a “Progress Report,” a clear effort to further boost government
spending. The report’s executive summary stated:

In recent years, the United States has received strategic warn-
ings of biological weapons use from dozens of government
reports and expert panels. The consequences of ignoring
these warnings could be dire. For example, one recent study
from the intelligence community projected that a one- to
two-kilogram release of anthrax spores from a crop duster
plane could kill more Americans than died in World War II.

As already noted, the “strategic warnings” are the highly exagger-
ated generic claims. As for the scenario suggested, no matter who
conceived it, the outcome claimed is inconceivable. Over 450,000
Americans died in World War II. Modeling scenarios depends on a
wide variety of variables: strain selection, culturing and growth
conditions, harvesting and preservation, and another set of envi-
ronmental variables on release. Mortality might vary from zero to
some calculated number. One to two kilograms (2.2 to 4.4 pounds)
of anthrax spores would more likely produce mortality in the hun-
dreds in an open-air release, not over 450,000.* Moreover, no known
terrorist group has the ability to produce a dry-powder preparation
of anthrax, making the entire scenario implausible.

In a recent book written by former national security advisers
Brent Scowcroft and Zbigniew Brzezinski, Scowcroft refers to the
propagation of an “environment of fear” in the United States, which
Brzezinski adds has made us “more susceptible to demagogy” that
“distorts your sense of reality” and “channels your resources into
areas which perhaps are not of first importance.” Brzezinski con-
tinues:

We have succumbed to a fearful paranoia that the outside
world is conspiring through its massive terrorist forces to
destroy us. Is that a real picture of the world, or is it a classic
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paranoia that’s become rampant and has been officially abet-
ted? If I fault our high officials for anything, it is for the
deliberate propagation of fear.*

Warnings regarding the bioterrorist threat are one of the major
components in producing that “environment of fear.” A few very
determined and very vocal nongovernment purveyors of the bioter-
rorism threat, backed by one or two private foundations, have signifi-
cantly contributed to producing that atmosphere. The Sloan Founda-
tion funded at least 14 conferences in the United States and overseas,
four of which were held by Interpol and three by the Department
of Homeland Security.” Building on the fear emerging from the 9/11
and the Amerithrax attacks, this movement helped generate the $64
billion to date in federal expenditure, a large federal bureaucracy,
strong congressional advocates, multiple research institutes and
journals, and a thriving contractor industry—the same “stakehold-
ers” who now call for the continuation of efforts to fight and prevent
bioterrorism.

Bruce Hoffman, a terrorism expert, explained the situation after
2001 in a scathing comment:

[Bioterrorism] was where the funding was, and people were
sticking their hands in the pot. It was the sexiest of all the
terrorism threats and it was becoming a cash cow. So the
threat of bioterrorism became a kind of self-fulfilling proph-
ecy. It was archetypical Washington politics in the sense that
you generate an issue and it takes on a life of its own.*

This depiction is valid. What is needed, however, is more substantive
detail regarding “the politics of bioterrorism,” for example, the
instrumental role of Vice President Dick Cheney noted earlier.

In October 2008, David Koplow, professor of law at Georgetown
University Law Center and a former deputy legal counsel in the
Department of Defense, wrote:

Bioterrorism is a serious, important danger, one that deserves
serious, focused attention. But empowering a bioterrorism-
industrial complex, and fostering a needless climate of fear,
paranoia, and helplessness cannot lead to fashioning reliable,
long-term solutions. Rational policy requires a genuine, level-
headed risk assessment, and a sustained, balanced approach,
not a knee-jerk public relations drama.®
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Reduction of U.S. Security by Increasing BW Proliferation
Potential

The hyping of the bioterrorism threat has been accompanied by
various policies that actually heighten the odds that the United States
will experience another biological weapons attack. Ironically, most
of these policies are part of U.S. biodefense efforts. The subject will
be dealt with only cursorily here. It can be seen as a composite of
several elements, some of which are extensively described in other
publications and others of which are touched on in other sections
of this chapter. Seven examples are provided here.

As indicated earlier, the role of exaggerated threat pronounce-
ments can stimulate interest in BWs among nonstate actors. If for 10
to 15 years terrorist groups are told that a biological weapon is
fantastically powerful, easy to acquire and produce, and will kill
millions of people, they are going to become curious about it, even
if they are ignorant about microbiology. And once it has been trum-
peted worldwide for years, the false message is difficult to withdraw.

Disinformation and misinformation about the biological weapons
threat encourage disastrous and costly policy decisions.* The leading
example, of course, is the spurious “determination” that Iraq had
produced mobile vehicles to make BW agents. This charge, presented
to the entire world, was used as one of the major public justifications
by the Bush administration for invading Iraq in 2003.” The concocted
“Dark Winter” scenario did much to influence Vice President Cheney
and the subsequent drive by the Bush administration for a national
smallpox vaccination program.*

Another problem is the way government officials communicate
about the aftermath of a BW attack or any attack. If officials con-
stantly tell the public that the greatest damage following the use of
a BW agent will be panic (contradicting to a large degree the claim
of mass-casualty effects), there will be panic if and when such an
event occurs. This message too is difficult to withdraw after officials
and experts have mistakenly propagated it for decades. If instead
officials drop inflated predictions and the public is told that the
government is doing the best it can to prepare protections and
defenses, that the nation will survive and recover, and that there is
no need for panic, panic can be avoided. That is the lesson from
every civil defense experience worldwide to date, in wartime and
in peacetime.
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The massive increase in the number of scientists and laboratories
working with select agents—those pathogens of interest to biode-
fense programs—heightens the risk of a deadly accident. Before
2001, there were perhaps several hundred scientists working on what
are now select agents, in approximately several dozen laboratories at
most. As of August 2008, there were 399 institutions and 14,797
scientists authorized to work with select agents.* As of October
2007, there were no fewer than 4,000-5,000 BSL-3-level laboratories
in the United States, of which 1,356 were authorized to work with
select agents.” As is universally the case for both infrastructure and
humans, accidents occur more or less in direct proportion to the
number of individuals involved and the number of transactions or
events that take place. The more dangerous laboratories there are,
the greater will be the incidence of accidents. Together with the
release of a Government Accountability Office report in September
2009, a GAO official testified to Congress that the “increase in the
number of researchers working with hazardous pathogens would
‘inevitably’ lead to an amplified risk of bioterrorist attack perpetrated
by a scientist working at a biocontainment facility.”

The dramatic increase in the size and the nature of biodefense
experimentation will likely stimulate biodefense programs in other
states. That increase elsewhere is already manifest. In 1993, there
were reportedly 13 national biodefense programs. In 2007, that num-
ber had doubled to 25 national programs.” There is no way to predict
how these programs will develop in the coming decades.

The publication of biodefense-related research may prove useful
to those developing bioweapons. To see what information might be
used for “biological weapons development utility,” presumably by
unauthorized entities, the Department of Defense commissioned a
study in 2003 to investigate journals such as Scientific American,
Science, and Molecular Microbiology.” Five years later, a team from the
Centers for Disease Control and the U.S. Army’s Dugway Proving
Ground published a peer-reviewed paper describing the methodol-
ogy for production and aerosol dispersion of weaponized, dry-pow-
der B. anthracis.®* This information was almost certainly not pre-
viously publicly available, and its publication makes a mockery of
the oft-repeated claim that “recipes” for BWs are readily available
on jihadi websites, where the information is practically useless. More
importantly, the research and publication also violate the spirit and
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possibly the words of Article I of the Biological Weapons Conven-
tion. Had such a document been unearthed in Iraq before 2002, it
probably would have been considered proof of an offensive Iraqi
BW program.

Another danger is the export of “dual-purpose” equipment used
in the production of biological agents. Between 1999 and 2003, the
U.S. Department of Defense was responsible for the massive export
to purchasers in Gulf States of such equipment.® It is extremely
likely that the great majority of this equipment was resold to Iran
at the same time that the U.S. government was for years attempting
to curtail shipments of such equipment to Iran.

Diversion of Resources from Other U.S. Public Health Needs

A faulty threat assessment will lead to faulty national priorities
and misallocated resources by successive administrations and Con-
gress. If avoiding deaths in the order of medical magnitude were
the criterion used to guide the national allocation of resources, they
would go overwhelmingly toward fighting smoking, obesity, antibi-
otic-resistant infections, and the other leading sources of mortality

Figure 9.1
CDC FuNDING FOR CHRONIC DISEASE AND BIOTERRORISM
(FY 2000-2008)*
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enumerated in the opening paragraph of this chapter rather than
toward preparing to counter the “select agents” of interest to
biodefense.*

Even as the United States appropriated $64 billion to defend
against select agents since 2001, U.S. life expectancy stood at 42nd
in the world, and child mortality ranked 29th—despite the fact that
the United States spends more on health care per person than any
other country.”

However, if we look at the Centers for Disease Control’s budget
over the past eight years, we see something strikingly different:
essentially flat funding for chronic disease and a large increase in
spending on select agents and bioterrorism (see Figure 9.1).% Cer-
tainly, an expenditure of $57 billion has served to increase U.S.
preparedness against the use of biological agents, but a very large
portion of that sum does not serve dual-purpose utilities, that is,
benefiting general U.S. public health needs as well.” The distribution
of grants from the National Institute of Allergy and Infectious Diseases
follows a similar pattern. Far more grants went to research on B.
anthracis than to research dealing with organisms that kill thousands
of people annually.” In addition, the National Institutes of Health
has on average distributed only around $220 million per year since
FY07 for research on antibiotic resistance, with a substantial portion
of that going to antibiotic resistance in select agents, and therefore
oriented primarily toward biodefense rather than general public
health.*!

Misdirection of Public Health Efforts in Low-Income Countries

The problem of misdirecting public health efforts in low-income
countries, which is clearly akin to the diversion of public health
resources in the United States, is a recent one. It is the consequence
of proselytizing efforts by U.S. officials and private analysts active
in propagating the conception of a bioterrorism threat. Early in the
post-2001 U.S. biodefense buildup, U.S. government representatives
tried to convince their European counterparts, particularly in mem-
ber states of the North Atlantic Treaty Organization, to follow suit.
The government officials in those countries who composed the audi-
ence for the U.S. urgings most often did not share the alarmed U.S.
view of the imminence of a bioterrorist attack. The same held for
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the scientific cohort in those countries. Nevertheless, with time, U.S.
efforts have had some success.

In addition, a series of international conferences sponsored by
Interpol and funded by the Sloan Foundation in different geographic
regions sought to convince law enforcement agencies that they
should turn increased attention and resources toward measures and
programs related to bioterrorism. That was followed by a conference
for senior-level public health authorities in African countries also
funded by the Sloan Foundation. The conference urged the relevant
officials in those countries to provide more resources and consider-
ation to issues that relate to bioterrorism, in fact, to make the subject
one of their primary concerns.®” Of greater importance was a March
2009 report produced by the U.S. National Academy of Sciences,
which again urged public health officials in these countries to take
up the problem of bioterrorism.® Experts from the U.S. Centers
for Disease Control testifying to the NAS study group offered the
following recommendations:

® Ensure the program is consistent with local priorities.

® Avoid taking personnel from other important local programs.

® Ensure local buy-in of activity.

® Ensure program compatibility and integration with existing
local activities, structures, methods and equipment.**

Though the NAS report ultimately repeated the last admonition,
it would be impossible to induce the recommendations basic to the
report without subverting public health programs in the selected
developing nations based on their own needs, that is, the pattern of
disease incidence in those countries that causes major mortality.

Nearly all these countries have drastically underfunded their pub-
lic health sectors and have been faced with enormous disease bur-
dens for decades. The number of trained public health professionals
in these countries is always a small fraction of those needed to
deal with existing public health problems, which in many of these
countries, due to HIV infection, is nothing short of catastrophic. As
a single example, at a minimum, between 700,000 and 2.7 million
people die yearly of malaria. Over 75 percent of them are African
children.®

Global priorities are clear. Global mortalities per year are poverty,
7.3 million; HIV /tuberculosis/malaria, 6 million; diarrheal disease,
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3.5 million; smoking, 5 million; measles, 0.5-1 million; warfare, 1
million: a total of approximately 24 million people, year in-year
out.® Bioterrorism mortality is zero. A World Health Organization
report noted, “Disproportionate investment in a limited number of
disease programmes considered as global priorities in countries that
are dependent on external support has diverted the limited energies
of ministries of health away from their primary role.” Attempting
to convince ministries of health in African countries to make bioter-
rorism a primary concern can only divert them further from their
primary role.®®

Regulation of a Dramatically Increased National Biodefense
Program

A few weeks after the events of September 11, 2001, a profession-
ally prepared dry-powder anthrax preparation was distributed
through the U.S. postal system. Two envelopes that were sent to
the U.S. Senate offices of Patrick Leahy and Tom Daschle were of
particular importance due to the technical quality of the preparation.
The response of the Congress and the administration was twofold.
One was the massive increase in funding for biodefense, which
comprised enhancing preparedness; purchase of drugs, vaccines,
and detectors; and research, including the construction of a sizable
number of new dedicated research facilities.”” The other was the
passage of the Public Health Security and Bioterrorism Preparedness
and Response Act of 2002, the so-called select agent legislation.
Under its provisions, the CDC and the Department of Agriculture
specified a list of “select agents” of particular biodefense concern,
and new requirements were established concerning the facilities and
scientists that worked with such agents. Research institutions that
possessed any of the select agents were required to register with
the CDC, the exchange and transfer of samples of the agents between
scientists had to be approved by the CDC, a requirement for security
and inventory management was established, and some personal
reliability oversight was established for those working with the
agents.

The regulations were needed. In his catalog of illicit uses of biologi-
cal agents in the 20th century, Seth Carus found that laboratories
and culture collections were the preferred source of pathogens and
toxins for terrorists and criminals and that thefts were primarily
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conducted by insiders. There is no evidence that any terrorist or
criminal group has ever successfully acquired a pathogenic microor-
ganism from nature.”” In addition, laboratory accidents inevitably
happen. In the past few years, several have occurred in the most
specialized and supposedly highly controlled facilities in Boston and
Texas, built with post-2002 funding.

Other dangers arise via routine operations, neither accidents nor
intended malice, that turn up problems of an unforeseen nature.
For example, an effort to catalog select agent culture collections in
Department of Defense facilities in 2008 led to unanticipated and
astonishing problems. After months of investigation, USAMRIID
reported in June 2009 that no fewer than 9,202 uncataloged microbial
culture vials had been found in 335 freezers and refrigerators at the
laboratory.” Since the official database had listed 66,000 items, the
“missing” increment represented about 13 percent of the total. There
were two lessons from this incident. First, a CDC investigation of
USAMRIID in September 2008 did not discover the problem of
unlisted samples. Second, neither USAMRIID nor other U.S. Army
biodefense laboratories had previously made complete inventories
despite legislation in force since 2002 requiring them to do so.”> A
U.S. Government Accountability Office report released in August
2009 indicated that several major high-containment facilities had
been slow to upgrade their facilities in the preceding 12 months.”

Another danger requiring regulation is the production and dis-
semination of knowledge by the U.S. biodefense program that could
benefit both potential BW proliferators and nonstate actors. A report
prepared by a committee of the U.S. National Academy of Sciences
in 2004 identified seven classes of experiments, which illustrated
the types of research that should require review and discussion by
informed members of the scientific and medical community before
they are undertaken or, if carried out, before they are published in
full detail.™ As a result of a recommendation in that report, a year
later the president established the National Science Advisory Board
for Biosecurity, with the mandate “to provide advice, guidance and
leadership regarding biosecurity oversight of dual-use research.” In
2007, after two years of deliberations, the NSABB arrived at an
ineffective recommendation that the oversight task be assigned to
individual institutional biosafety committees (IBCs) at laboratories
in universities, government contractor facilities, and other facilities
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across the country. The IBCs were established in the late 1970s
because of concerns about molecular genetic (recombinant DNA)
research. Their assigned function was to review proposed research
projects in their own institutions. A report published in 2004 had
demonstrated that the IBCs were, in most locations, nonfunctional
in carrying out their existing, far simpler task.” In many institutions,
the IBCs did not even exist, and where they did exist on paper, they
did not follow supposedly mandatory guidelines for all institutions
receiving federal funding. It was inconceivable that they could also
perform the role that the NAS report suggested.

The greatest danger is deliberate misuse of research facilities to
do harm. On August 1, 2008, the FBI identified a highly qualified
researcher who had worked at USAMRIID for three decades as the
individual whom they considered responsible for preparing and
distributing the anthrax preparation used in the Amerithrax events.
In response, various authorities began to recommend additional
biosecurity measures. For example, a two-person workplace rule
and other measures were recommended to increase security in U.S.
laboratories working with select agents. The congressionally man-
dated report, World at Risk: The Report of the Commission on the Preven-
tion of WMD Proliferation and Terrorism, released in December 2008,
recommended a review of domestic pathogen security and increased
government oversight of high-containment laboratories. Nothing in
those suggestions would seem to be particularly striking. As another
author has noted:

In the United States, airplane and river barge pilots, physi-
cians, nurses, clinical laboratory technicians and even cosme-
tologists must receive specialized education and training and
pass federal or state licensing examinations in order to prac-
tice their respective professions. Licensure ... allows the
government to keep records of who these professionals are
and where they practice.”

Suggestions of possible new restrictions beyond those already legis-
lated in 2002 produced a dramatic response. The first published
expression was authored, ironically, by five members of the NSABB.
They warned in an editorial that

the damage to the future of America will be infinitely greater

if one incident, no matter its extent, devastates our scientific
endeavors because of precipitous regulatory responses so
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onerous as to cripple research in this country to our detriment
and to the advantage of other countries. Our nation’s strength
has been in its willingness to accept risk as a necessary com-
ponent of scientific development in diverse areas from vac-
cines and other therapeutic measures to space exploration.
It is imperative that our political leadership remembers this
also and acts in a commensurate manner.”

These claims appear dubious at best. First, added regulation would
apply to a minute fraction of researchers in molecular biology, not
to biological and medical sciences as a whole. Second, classification
and segregation of important portions of nuclear physics after 1945
certainly did little to impede the mass of Nobel Prizes in Physics
earned by U.S. physicists since then. Increased oversight and/or
regulation would be unlikely to have any negative effect on U.S.
science, health, or economic competitiveness.

Other “stakeholders” quickly lined up to oppose further regula-
tion. At a meeting organized by the American Association for the
Advancement of Science, Dr. Gronvall of the UPMC Center for
Biosecurity claimed that the post-2001 regulations “hindered public
health,” and that “she and her colleagues would like to see a more
nuanced approach to countering the bioterrorism threat that includes
increased security through robust research.”” The NSABB released
a report titled Enhancing Personnel Reliability among Individuals with
Access to Select Agents, which opposed any increase in personnel
reliability programs, urged a reduction in the list of select agents,
and suggested that working scientists observe their coworkers and
report infractions of regulations.” A joint letter from the Federation
of American Societies for Experimental Biology and the Association
of American Medical Colleges endorsed the views of the earlier
NSABB report and requested a regulatory system that allowed “the
flexibility of developing site-specific performance based stan-
dards.” Finally, administrators at the AAAS prefigured their own
report due in July 2009 by an editorial in Science that repeated the
NSABB warning of “unintended negative consequences, including
over-restricted access to vital resources and a constrained ability to
collaborate internationally on a broad range of topics.”" One of the
authors of the Science editorial argued that “we are basically cutting
ourselves out of the game for global health as well as the global
research enterprise, and that’s not good.”® The comment was based
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on the fact that several swine flu samples were sent from Mexico
to a laboratory in Canada instead of to the CDC in the United
States—hardly evidence of a collapse of the U.S. role in “global
health as well as the global research enterprise.”

Members of the NSABB have explained that the group feared a
“chill” to the biodefense research community. History suggests that
these reactions are unfounded. In 1988, a Senate committee held
extensive hearings on the Biological Defense Research Program exist-
ing at that time, including safety management in the U.S. Army’s
biodefense research facilities. In response, the Army wrote new
safety regulations that formalized compliance with directives and
standards of a dozen U.S. regulatory agencies. USAMRIID, its scien-
tists, and its research are not known to have suffered in any way
from those regulations 20 years ago.® It is important to recall that
the current regulations and all the debate surrounding them concern
only scientists working with select agents in high-containment facili-
ties. Those opposing any further federal regulation and hoping for
reversal of some of the existing regulations have been well organized,
and they are virtually the only voice heard in the public arena.
Nevertheless, a study by Victoria Sutton published in 2009 indicated
that 93 percent of responding scientists who were funded to do
biodefense agreed that work on select agents should be regulated.®

On November 4, 2009, the Senate Homeland Security and Govern-
mental Affairs Committee approved a bill “intended to improve
security at the nation’s biological research facilities.”® It was sent to
the Senate floor after months of preparation. One of its provisions
was that the secretaries of health and human services and agriculture
should “stratify” the select agent list. That meant, in effect, reduce
the number of agents being held under more rigid guidelines.

A Final Word

The White House should institute oversight of all relevant biode-
fense research and development programs carried out by all depart-
ments, agencies, and subagencies to ensure that they comply with
U.S. obligations under Article I of the Biological Weapons Conven-
tion, which prohibits the development (as well as production, stock-
piling, acquisition, and retention) of biological weapons. Preferably,
such oversight of all biodefense research carried out by federal agen-
cies or private contractors should be reviewed at the level of the
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National Security Council. All oversight should include classified
research.®

Policymakers should also end the fearmongering and huckstering
of the bioterrorism threat, which has been divorced from reality
for years.” Unfortunately, such overheated rhetoric appears to be
spreading to several other countries, notably India and Russia. Gross
exaggeration, propaganda, and alarmism about BWs are counterpro-
ductive, inducing interest by nonstate actors in precisely the kinds
of activities that the United States would like to prevent and generat-
ing a dangerous set of overreactions at home.
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10. Managing Fear: The Politics of
Homeland Security

Benjamin H. Friedman

Americans want more homeland security than they need. That is
the politics of homeland security in a nutshell. It results from two
things. First, cognitive biases cause people to worry more about
terrorists than they should and to demand more protection from
them than cost-benefit analysis recommends. Second, U.S. citizens’
information about terrorism comes largely from politicians and gov-
ernment organizations with an interest in reinforcing excessive fears.

These tendencies create political demand for ill-conceived counter-
terrorism policies. Few policymakers will buck that demand and
fight overreaction to terrorism. But for those willing to look, the
history of health and safety regulation and defense policy reveals
strategies to limit overreaction. Policymakers can improve communi-
cation strategies by promoting a stiff-upper-lip attitude toward ter-
rorism that emphasizes strength, not vulnerability. They can use
cost-benefit analysis to justify decisions that limit the provision of
defenses. They can design resource-allocating institutions to com-
pare different kinds of risks and remedies against them—making
the cost of homeland security measures more transparent. A more
cynical approach is to embrace security theater, answering demands
for counterterrorism with policies that serve other purposes while
holding down spending. All these strategies are used today, but
not enough.

This chapter explains why Americans demand too much home-
land security and offers ways to manage the problem. That focus
requires limiting discussion of the idea that the terrorism is less of
a threat one generally hears.! Still the reader should take away
the point that fear of terrorism is a bigger problem than terrorism.
Terrorism, after all, takes its name not from violence but from the
emotion it provokes. But homeland security policy considers mostly
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the former. That is a shame, especially because the defenses we
mount against terrorists often heighten our fears of them.

Here, the term “overreaction” refers to policies that fail cost-benefit
analysis and thus do more harm than good or to advocacy of those
policies. This is not to say that all goods and harms easily reduce
to economic value. But when we consider the wisdom of policies,
including their contribution to values like our sense of right, we
have a kind of cost-benefit ledger in our minds. We are prepared
to call some actions excessive to their purpose and therefore overre-
actions. Certainly, this judgment is subjective, and some readers will
question mine.

Homeland security means domestic efforts to stop terrorism or
mitigate its consequences. In that sense, the name of the Department
of Homeland Security misleads. Much of what DHS does is not
homeland security, and much of its budget does not count as home-
land security spending, according to the Office of Management of
Budget.? I use the “odiously Teutono/Soviet” phrase “homeland
security” with regret, only because it is so common.’ Only a nation
that defines its security excessively needs to modify the word “secu-
rity” to describe defense of its territory. In most nations, “security”
or “defense” would suffice.

Vulnerability, Risk, and Fear

Vulnerability to terrorism is inevitable. We can focus our defenses
on high-value targets like crowded football stadiums, jumbo jets,
nuclear power plants, the White House, and the Capitol, but there
remain countless malls, festivals, and trains to bomb. We can make
it harder for malfeasants to enter the United States, costing ourselves
via lost travel, immigration, and business. But border control can
only be an aspiration in a country that has 12,883 miles of coast,
legally admits 177 million foreigners each year, and shares 5,500
miles of border with its top trading partner.* If invulnerability is the
goal, there is no limit on homeland security spending.

Vulnerability is not risk, however. Vulnerability considers the
possibility of harm, risk its probability. The United States has several
attributes that reduce the risk of terrorism at home. First, democratic
ideology and mature liberal institutions undermine motivation for
U.S. residents to embrace political violence, including terrorism.
Oppressive societies have no monopoly on terrorist creation, but
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they produce more than their share.’ Because terrorism tends to be
local, this is good news for Americans. Long before anyone used
the phrase “homegrown terrorism,” the United States had an effec-
tive policy to prevent it, which is to be itself: a liberal, prosperous
society. That policy, along with immigration patterns, helps explain
why there is not a large militant Islamic population in the United
States, as there is in Spain or England, nor much evidence of terrorist
cells.® Despite extensive hunting, just a handful of true terrorists
have been arrested in the United States in recent years.”

Second, our economy and government limit the consequences of
terrorist attacks. Homeland security experts often claim that U.S.
society is brittle, that even a cyberattack could cripple our economy.®
They say we need to transform ourselves into a resilient society that
can withstand attacks and disasters. This view overlooks our existing
resilience. Health care facilities, emergency response organizations,
and capital to rebuild limit terrorism’s potential damage here. Poor,
misgoverned societies are the brittle ones. In the United States, most
storms and attacks are nuisances that do little lasting harm. Even
catastrophic events, like Hurricane Katrina or the 9/11 attacks,
barely affect the national economy (the reaction to 9/11 is another
matter).’

The argument that we are brittle is similar to strategic airpower
theory, which claims that the destruction of critical economic nodes
can halt a nation’s industrial output and force its surrender. History
shows that the theory severely underestimates the amount of vio-
lence needed to cripple most states. Modern societies have repeat-
edly maintained economic output and their will to fight under
attacks far more destructive than what today’s terrorists can muster."

Economic trends heighten our safety. The transition to a more
service-based economy means relying less on physical infrastructure
and more on information, which is hard to destroy, as it exists
in dispersed networks and brains. Lowered communication and
transportation costs, meanwhile, leave us less dependent on any
particular supplier or region, making recovery from supply disrup-
tions easier. Think of it this way: the closure of a supermarket in a
town with only one is more disruptive than the closure of one in a
city with many.

These characteristics of the United States limit the risk that terror-
ism poses here. The nature of our enemy limits it further. Many
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analysts depict the 9/11 attacks as evidence that we are in a new era
of megaterrorism perpetrated by highly professional organizations
employing unconventional weapons." Conventional wisdom says
that two trends made history useless in studying modern terrorism.
First, the spread of jihadist ideology replaced the more limited aims
and violence of past terrorism with apocalyptic goals and unlimited
carnage.? Second, the proliferation of destructive technology democ-
ratized killing power.

Eight years and counting later, with plenty of conventional terror-
ism abroad and almost none in the United States, evidence is mount-
ing that these trends are overstated or wrong—that 9/11 was more
aberration than a harbinger of an age of deadlier terrorism." Terror-
ism using biological or nuclear weapons should still worry us, but
the common claim that these sorts of attacks are virtually inevitable
is overstatement.

Al Qaeda was never a global conspiratorial organization strategi-
cally dispatching well-trained operatives. Even in its late 1990s hey-
day, al Qaeda was instead a small vicious group, based in Afghani-
stan, vying for control of a larger and far-flung collection of jihadist
groups and cliques of varying competence and aims (jihadists them-
selves are a tiny minority of the Islamist movement)."* The U.S.
invasion of Afghanistan degraded al Qaeda’s already limited cohe-
sion and its managerial ability. Today, al Qaeda consists mostly of
“groups of guys,” as Marc Sageman puts it, united mainly by com-
mon ideology, not organization.”” Even al Qaeda’s “core” group in
Pakistan no longer looks like a coherent organization.

The claim that jihadism is spreading appears to be wrong, proba-
bly backward; the outgrowth of looking only at recent history.
Today, jihadism’s popularity seems to be waning.! This is not sur-
prising given that the ideology considers the vast majority of people
on the planet, including most Muslims, enemies deserving murder.
If this decline is real, it comes in spite of the United States’ decision
to declare a global war on terrorism and fight indefinitely in two
Muslim countries, steps that strengthened the jidahist claim that the
West is attacking Islam. What’s more, most jihadists do not attack
the United States. Even in the 1990s, few of these groups embraced
al Qaeda’s goal of attacking us, “the far enemy.” Now that number
seems to be shrinking.”

The democratization of killing power has more validity. Weapons
technology has certainly improved with time, and it does proliferate.
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Yet the proliferation has not occurred as fast or as thoroughly as
feared. Predictions that nuclear weapons technology would quickly
spread to dozens of states—made regularly since the dawn of the
nuclear age—have proved false.”® The number of states maintaining
or developing biological weapons has declined in recent years, con-
trary to many predictions.” The failure of these forecasts probably
stems from technological determinism—a focus on technical feasibil-
ity rather than the political ends that arms serve.

The same error confounds predictions about the proliferation of
unconventional weapons to terrorists. Most groups are uninterested,
probably because conventional attacks reliably produce the results
they seek and because they remain rooted in local political struggles.
This parochialism makes them more like past terrorists, who sought
few dead and many watching, than the apocalyptic warriors we are
told to expect. This is true even of some jihadist groups, which
generally have not attempted to develop these weapons, whatever
their rhetoric.

Of course, al Qaeda did attempt to develop biological weapons
in Afghanistan before the U.S. invasion, and there are credible stories
that it considered developing nuclear weapons and even sought
fissile materials.” But these attempts failed. They help demonstrate
why al Qaeda is unlikely to succeed in mass destruction.

Mass violence has historically been the product of bureaucratic,
hierarchical organizations that belong to states or insurgencies that
approximate them. Bureaucratic organizations reliably store and
dispense knowledge. They divide labor to allow efficiency and coor-
dinated activity. States provide them with plentiful capital, man-
power, and technical expertise. Historically, only armies had the
manpower to carry out mass violence with small arms. More
advanced weapons that allow a few people to kill many, such as
artillery, strike aircraft, and especially nuclear weapons, required
industrial capability that states controlled.

Because they are generally clandestine, terrorist groups usually
lack these attributes. Policing or military attacks prevent clandestine
networks from gathering. That makes it difficult to gain and transfer
deadly knowledge, amass wealth, and build the physical plants
needed to make sophisticated weapons. Failure characterizes the
short history of nonstate organizations’ building unconventional
weapons for mass-casualty attacks.?
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The claim that the Internet can replace training camps is at best
partially true.” Social factors—probably the volume and speed of
interactions that happen in person—make on-site training more
effective than the remote kind. Most organizations that effectively
coordinate activity, whether it is the Marines or the New England
Patriots, still avoid virtual training.

Terrorist groups that are most like states and relatively unmo-
lested, like Hezbollah, are most capable of producing more sophisti-
cated weapons. But because they are like states and attached to
territory and local political ends, they are subject to deterrence. They
are therefore less likely to want or use such weapons. In any case,
no such group now targets the United States.

The near future of terrorism in the United States should then
resemble the recent past. There will be a few conventional attacks,
mostly abroad, that will kill a handful of Americans in an average
year. Mohammed Atta has no better claim to the future of terrorism
than Ayman Farris, who hoped to down the Brooklyn Bridge with
a blowtorch, or various other terrorist incompetents arrested in the
United States in recent years.” In its ability to do harm, al Qaeda
is more like the anarchist movement in its heyday, transnational
troublemakers, than the Nazis. In most of the United States, the
danger of terrorism is statistically nonexistent, or near it. The right
amount of homeland security spending in those areas is none.

The American public does not share this view. A July 2007 Gallup
poll found that 47 percent were very or somewhat worried that
they or someone in their family would become a physical victim of
terrorism.** Although lower than the almost 60 percent of Americans
who felt this way in late 2001, the total was similar to the numbers
in 2002 and the average finding since. That poll also found that 47
percent of Americans thought a terrorist attack was very or some-
what likely in the United States in the next several weeks.” The
number of Americans answering this way had declined significantly
since late 2001, when almost three-fourths of those polled felt this
way, but had held roughly steady since 2002.

These polls demonstrate several things. First, Americans are
overly afraid of terrorists. Even in 2000, when 24 percent were very or
somewhat worried that terrorism would harm them or their family,
Americans overestimated the low probability of harm. Second, 9/11
seems to have caused a spike in fear that eased after a few months
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but stayed higher than reality merited. Third, most Americans do
not use the evidence of terrorist weakness, the years without serious
attack, to update their beliefs.

Inflated fear creates a permissive environment for overreaction to
terrorism. Security politics becomes a seller’s market where the pub-
lic will overpay for counterterrorism policies. The most important
effect of this fear has been heightened U.S. militarism: the indefinite
extension of the war in Afghanistan, the war in Iraq, and the near
doubling of the U.S. defense budget (excluding war spending), in
real terms. Beyond their stated rationale, the latter two have little
relevance to counterterrorism.

More relevant here is the country’s mounting homeland security
bill. While it remains tiny compared to defense spending—roughly
one-tenth—government-wide homeland security spending has
grown fast, from about $12 billion in fiscal year 2000 to around $66
billion for FY09.* DHS’s budget grew from $31 billion in FY03 to
$55 billion in FY10. Adjusting for inflation, that is over 45 percent
growth.” Most of the spending goes to the operational cost of its
agencies—the biggest are Borders and Customs, the Coast Guard,
the Federal Emergency Management Agency, the Secret Service,
the Transportation Security Administration, and Immigration and
Customs Enforcement. These agencies, hurriedly pulled together
into DHS in 2002, are not primarily concerned with counterterror-
ism.”® The Border Patrol prevents illegal immigration; the Secret
Service guards the president; the Coast Guard rescues ships; FEMA
cleans up after storms; and so on. Their contribution to counterterror-
ism is secondary. Still, they have all won massive funding boosts
since 9/11. The agency that probably contributes most to domestic
security is the Federal Bureau of Investigation, in the Department
of Justice.

In addition, homeland security regulations hinder commerce. One
OMB estimate says that major (meaning more than $100 million in
annual cost) homeland security regulations cost the U.S. economy
$3.4 billion to $6.9 billion every year.”” Additional homeland security
costs are state and local security spending and some private secu-
rity purchases.

Are these costs worth it? The uncertainty of the benefit provided
by homeland security policies makes it hard to say. Attacks are so
rare and affected by so many factors that it is impossible to determine
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what lives particular security efforts save. Still, historical fatality
statistics give rough estimates.

The average number of Americans killed annually by terrorists
between 1971 and 2001 was 104. The total would be far lower, just
a handful, if 9/11 were not included. Using this figure and several
other scenarios that estimate possible lives saved by homeland secu-
rity spending, Mark Stewart and John Mueller analyze the cost-
effectiveness of the post-9/11 increase in homeland security spend-
ing (what is spent annually above what was being spent annually
before the attacks, plus inflation). They find that with the added
spending, the United States spends between $63 million and $630
million per life saved.* That is exponentially more than what experts
consider to be cost-effective, using market measures of the value of
a statistical life.”! Most health and safety regulations cost far less per
life saved, usually a few million.*

It seems that overall homeland security spending is not worth-
while, although particular programs might be. The point here is not
to engage in extended cost-benefit analysis of homeland security
spending but to suggest that homeland security policymakers
should. To date, little of this analysis occurs in government, as
discussed below.

There is not room here to respond to the many objections to this
approach to homeland security and to the broader idea that we are
overreacting to terrorism. I respond only to the two objections that
have the most merit. One claim is that government should spend
heavily to avoid the small risk of terrorism because our inevitable
overreaction to the attacks we would otherwise fail to prevent will
cost far more.* In other words, if an expensive overreaction is bound
to occur, it is a cost of terrorism, which might justify the seemingly
excessive up-front cost of defense. A problem with this argument
is that overreaction might happen only following rare, shocking
occasions like 9/11. Future attacks might be accepted without strong
demand for more expensive defenses. Another problem is that the
defenses might not significantly contribute to preventing attacks
and overreaction. The argument’s main failure is its implicit claim
that all overreaction is alike. Not all countries react to terrorism the
same way. Overreaction can be better or worse.

A more interesting claim is that the utilitarian premises of cost-
benefit analysis are inappropriate because terrorism is not just a

192



Managing Fear

source of mortality or economic harm, like carcinogens or storms, but
political coercion that offends our values. Defenses against human,
political dangers provide deterrence and a sense of good. Those
benefits may be impossible to quantify.3* Another way to putit is that
both terrorism and counterterrorism are concerned with something
more than safety. They deal with fear and the political effects of
attacks. What seems excessive from a cost-benefit standpoint is
appropriate given these considerations.

This argument is right except for the last sentence. That is, as a
justification for our counterterrorism policies, this argument proves
too much. Its logic serves any policy said to combat terrorism, no
matter how expansive and misguided. Cost-benefit analysis is just
one tool for considering policy’s worth, but it is a necessary one.
Because resources are always constrained, we always need to assess
how useful policies are in producing safety. It appears that homeland
security policies are inefficient in that sense. Were it the case that
these policies greatly reduced public fear and blunted terrorists’
political strategy, they would nonetheless be worthwhile. But some-
thing closer to the opposite appears to be true. Al Qaeda wants
overreaction—bin Laden brags of bankrupting the United States—
and the policies seem as likely to cause alarm as to prevent it.®

The Origins of Overreaction

This chapter offers two kinds of explanations for exaggerated
fear. The first concerns psychological biases that cause people to
overestimate terrorism’s danger.*® The second explanation is the
biased information that Americans get about terrorism—a result of
the incentives that pressure those who provide this information and
its socialization.”

Cognitive Errors

In economic terms, the public lacks incentive to acquire accurate
risk information.”* The world is complex. Time is short. No one can
be an expert in everything. So people make risk assessments via
heuristics, mental shortcuts based on impressions, and received
wisdom.

These heuristics reliably cause errors in assessing danger. For
example, we tend to ignore the high probability of small gains or
losses and focus on big payoffs or disaster despite their remote
odds.® In other words, people rarely think in terms of expected
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utility, which is why lotteries thrive. People also generally value
losses more than equal gains.* This effect, loss aversion, creates
status quo bias, a tendency to protect what we have rather than seek
what we can gain. A related idea is that people value the elimination
of a risk more than its reduction by an equal amount.* Thus, people
will pay more to reduce a risk from 10 percent likelihood to zero
likelihood than from 20 percent to 10 percent, even though they get
the same increment of safety.

These tendencies help explain why both leaders and the public
invest heavily against disasters like terrorist attacks even where their
likelihood is remote. Hoping to eliminate an already small risk, they
pay opportunity costs far bigger than the added increment of safety
merits. In that sense, the voting public cannot get enough of a
good thing.*

Cognitive psychology tells us that people rely too heavily on initial
impressions of risk and discount later information, an effect called
anchoring.® Sticking to initial assessments allows us to avoid the
mental effort of recalculation. We prematurely assume that a few
pieces of data represent a trend and avoid reevaluating, fitting new
data to a theory rather than vice versa.* Even experts overinterpret
a small number of findings.*

The assessment of terrorism after an event like 9/11, powerful
enough to sweep away previously anchored ideas about the threat,
may cause us to exclude subsequent evidence of terrorist weakness.
People fail to reconsider their view that 9/11 demonstrated the
arrival of anew era of catastrophic terrorism even as evidence against
the proposition mounts.

Another heuristic is representativeness; people use previously
understood events to estimate the probability of a new one, rather
than considering its past frequency.* Representativeness causes the
conjunction fallacy, where people fail to realize that an outcome that
requires several conditions to hold has a lower probability than
each condition.”” The conjunction fallacy helps explain why people
overestimate the odds of unconventional weapons attacks and other
complex terrorist plots. Such attacks require success in a series of
tasks. Failure at one can prevent success.* People likely fail to con-
sider each hurdle’s detrimental effect on the odds of success. They
use some prior event to estimate the probability of the new one.

A related misperception is the tendency to see intentionality, cen-
tralization, or agency where there is none. We imagine patterns,
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failing to appreciate randomness.* This tendency, and perhaps old,
representative ideas of how enemy organizations function, help
explain why Americans see al Qaeda as a worldwide conspiratorial
organization with a strategy rather than a loose movement with
many strategies. Unrelated attacks, videos, and travel seem coordi-
nated because we imagine a hierarchical organization, much as Com-
munism seemed monolithic.”

Also important in considering the perception of terrorism is the
availability heuristic, where people overestimate the odds of events
or scenarios that they can picture. Events become cognitively avail-
able when they are recent, when they create memorable images, and
when they receive great publicity.” Shark attacks are an example.
Because terrorism creates strong images and attracts media attention,
it is a quintessentially available risk. Images of the collapsing World
Trade Center remain unforgettable for most Americans. Politicians’
and the media’s tendency to talk about foreign attacks keeps the
risk cognitively available for most Americans. Therefore, they see
it as more likely than probability merits.

People also tend to overestimate the danger of risks that provoke
dread, which are those that are novel or perceived as involuntary.*®
Though terrorism’s novelty may be fading for most Americans, it
is involuntary. Victims knowingly assume no risk.

Because of how we are wired, terrorism is almost a perfect storm
for provoking fear and overreaction, which is its point. Cognition
alone, however, cannot explain public demand for protection from
danger. We also need to understand the incentives that motivate
the experts that teach us about danger.” In the national security
realm, that means the government, which dominates both the cre-
ation and interpretation of information about threats.* This informa-
tion originates in intelligence collection and analysis, congressional
hearings, government-funded studies, and agency reports. The loud-
est voices in national security debates are executive branch officials,
candidates for office, agency heads, and nominally independent
experts relying on government information and beholden to political
interests due to inclination, ambition, and funding.

Political Motives

This section outlines elites’ political incentives to exaggerate ter-
rorist capability. A caveat is needed first. What follows is not an
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argument that people are simply products of their organizational
or electoral interests. On the contrary, people throughout the govern-
ment often serve the national interest at the expense of their own.
Their presence in the government can be an example. The point is
that competing interests mask and damage the national interest. The
arguments below are not laws of politics but pressures that create
a general tendency, even though people often resist them.

One source of bias in the information Americans get about the
terrorist threat is the need to justify American foreign policy commit-
ments. U.S. foreign policy is largely unrestrained. Wealth allows us
to distribute troops and promises hither and yon, and liberal ideol-
ogy encourages it. We rarely need to worry that these actions will
trigger a large war with a rival power, unlike during the cold war.
At home, the cost of militarism is diffuse. For citizens of continental
European powers in the early 20th century or the Athenians that
Thucydides chronicled, war often meant participating in fighting,
and foreign policy failures brought disaster: conquest, plundered
cities, and the like. For most Americans, the only clear and present
danger from our defense policies is marginally higher taxes or eco-
nomic harm from national debt. The dead are confined to the volun-
teer military.

Still, these policies and the military spending that supports them
have to be sold to voters, particularly when the policies begin. The
justification need not match the motivation. Whether our policies
aim to promote liberty, serve bureaucratic interests, or occur out of
inertia, policymakers justify them with arguments about security.
Ideological arguments are made too, but danger is a better pitch.
People see threats as more legitimate justifications for policies than
ideological ends. The search for enemies is constant.”

The structure of American government heightens this tendency
to repackage policies, especially new ones, as security projects. Even
in foreign policy, power in the U.S. government is uniquely diffuse.
Both in the executive branch bureaucracy and Congress, there are
a variety of actors (veto players, political scientists call them) whose
approval may be needed to make new policy. One way to enact
change is alarm, a sense of crisis that either alarms other veto players
into supporting change or convinces them that because the public
thinks so, compliance is necessary.” Policymakers, including the
president, both generate and employ fear to make policy.
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Because of these two factors—the need to sell commitments and
the diffusion of power in American government—almost every
recent U.S. foreign policy strategy or proposal has been said, by
someone in power, to combat terrorism. Even before 9/11, the ten-
dency existed. The Clinton administration portrayed its defense bud-
gets as a means to spread global order, which would combat numer-
ous ills, including terrorism.” The Bush administration fashioned
its Wilsonian impulse to spread democracy by force as counterterror-
ism. The invasion of Iraq is just the most prominent example.®
Different officials in the administration had different reasons for
war, but President Bush’s main goal seems to have been to spread
liberalism in the Middle East.”

Other examples of repackaging policies as counterterrorism, albeit
less disciplined and effective than the selling of the war in Iraq,
abound. Policies that the Bush administration sold as counterterror-
ism include foreign aid, trade agreements, anti-drug efforts, and the
president’s energy plan, including the proposal to drill for oil in the
Arctic National Wildlife Refuge.” As a presidential candidate, Barack
Obama justified U.S. intervention in Sudan on counterterrorism
grounds.® His administration now uses similar arguments to cham-
pion foreign aid and other programs that promote good govern-
ment abroad.®

It might seem that the tendency of leaders to use public fears of
terrorism to sell policies reflects fear rather than causes it. Actually,
both occur. As an echo increases noise by reflecting it, elite efforts
to employ public fear increase it.

The two-party system also encourages U.S. politicians to inflate
the terrorist threat. A multiparty system might include dovish or
isolationist parties with an interest in downplaying the danger to
appeal to supporters’ anti-war positions. In the United States, the
parties engage in competitive threat inflation. Neither sees advan-
tage in helping Americans perceive their safety.®® Both parties are
generally hawkish, the Republicans more so due to their determina-
tion to stay to the Democrats’ right on security issues. They do not
always agree on counterterrorism policy, but the argument generally
concerns the best way to combat the threat, not its size. For example,
in recent years Democrats framed their opposition to continuing the
war in Iraq as evidence of their dedication to counterterrorism. They
said that Iraq was taking resources from the more important counter-
terrorism mission in Afghanistan, not that terrorism is too small a
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threat to justify indefinite participation in foreign civil wars. Demo-
crats deflected Republicans’ claims that they are soft on terrorism
by urging more homeland security spending.®*

This competition in alarmism created the Department of Home-
land Security. In 2002, Democrats, led by presidential candidate
Senator Joseph Lieberman, advocated creating the department, tak-
ing up a recommendation made by the blue-ribbon Hart-Rudman
Commission.®® The Bush administration did not believe that the
government deficiencies revealed by the 9/11 attacks required a
new cabinet department or security grants to states and localities.
It preferred more limited reforms, including the creation of a Home-
land Security Council in the White House. But there was no political
benefit in making its case, and it capitulated.®

Creating the department meant increasing the incentives to herald
our insecurity in the face of terrorism. William Clark, writing about
the history of risk assessment, notes that medieval Europeans did
not much fear witches until they created an inquisition to find them.”
The inquisition provided its members work, which they justified by
promoting the witch threat. Institutionalizing the hunt heightened
fear of the danger hunted.

Modern national security organizations do not burn heretics, but
they too promote fear. Threats fade, but the organizations that com-
bat them remain, making today’s fear tomorrow’s.® Public organiza-
tions are reliable servants of their purpose or mission for three
reasons. First, the mission serves the organization’s power structure.
The division of labor within the organization requires a hierarchy,
which a new mission would threaten. The beneficiaries of the current
arrangement rarely embrace changes that upset it.” Second, success-
ful public organizations tend to infuse their members with its values,
making them servants of the organization’s mission. Members tend
to see their organization’s interest as the public’s.”’ Third, current
ways of doing business have reliably brought outside support, espe-
cially funding.”" In the national security realm, preserving the mis-
sion means preserving the sense of threat that justified it. Organiza-
tions can promote threats via congressional testimony, reports, leaks,
press conferences and releases, sponsored research, and congres-
sional allies whose districts benefit from the provision of defenses
against the threat.

The tendency to promote threats to protect missions is strongest
in large and highly focused organizations like the Air Force, which
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mostly hypes threats requiring strategic airpower, its preferred mis-
sion. The tendency is weaker in more fractious and smaller organiza-
tions, like those that compose DHS. Reduced sense of mission means
less incentive to sell a particular threat. Fewer resources mean less
ability to do so.

Like the Defense Department, which was its model, DHS is a
management apparatus uniting several mostly independent organi-
zations. Its critical functions are carried out by these subsidiary
agencies. Where the counterterrorism mission complements their
legacy missions, the agencies have an incentive to promote the terror-
ist threat. The mission of the Bureau of Customs and Border Protec-
tion, for example, is basically to guard borders against illegal immi-
grants and search entrants for contraband. Protecting borders against
terrorists requires few doctrinal changes but arguably more man-
power and budget. Counterterrorism is good for the agency, consis-
tent with its mission, but not essential to its survival. Similar dynam-
ics exist in other DHS agencies, like the Secret Service, where guard-
ing the president against terrorists complements the legacy mission.
In some cases, however, counterterrorism may compete with tradi-
tional missions for resources, diluting incentives to inflate the threat.
Small budgets—Iless than one-tenth the size of U.S. military ser-
vices’—limit these agencies’ ability to influence public opinion. Col-
lectively, DHS agencies contribute to the public’s fear of terrorism,
but not much.

The department’s managers perform two functions that encourage
them to promote the terrorist threat. First, they promote the depart-
ment’s budget, which means harping on vulnerability to terrorism.
Second, the secretary has become a public advocate for safety, some-
what like the U.S. surgeon general. Though DHS leaders no longer
talk about or change the much-mocked national color-coded threat
system, the department still preaches vigilance and preparation for
disaster.”? Despite vagueness about the type of disaster, these exhor-
tations remind people of terrorism’s danger.”

The department also promotes threat inflation by distributing
grants for preparedness—mainly via the Office of Domestic Pre-
paredness and the Federal Emergency Management Agency.”* The
Science and Technology Directorate also makes research grants.
These grants amount to less than $5 billion annually, small money
in the U.S. federal budget, but they encourage rent seeking among
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nearly everyone who has a large hand in commerce or a small hand
in public safety: ports, police, firefighters, mayors, governors, college
deans, nurses, hospitals administrators, and even schools. Along
with funds, the grants distribute claims of vulnerability.

Despite all this, homeland security institutions are not the main
promoters of the terrorist threat. That distinction belongs to the
military-industrial complex, or iron triangle. This is a not conspiracy
but a set of actors in the Pentagon, Congress, think tanks, academia,
and the defense industry with a common interest in high military
spending and thus in public fear of enemies that justify it, which
have been lacking since the cold war.” The elements of the complex
do not always agree, of course. The Army has a different ideal enemy
than the Navy. Members of Congress with shipyards in their districts
worry about China more than those with Army bases. Missile
defense boosters warn of North Korean missiles, not insurgents.

One can imagine a counterterrorism strategy that relies only on
organizations that most directly combat terrorism: the FBI, the Spe-
cial Operations Command and the organizations that compose it,
the intelligence agencies, and military units like the National Guard
and Northern Command that participate in homeland defense. After
9/11, we might have reduced the funding for conventional military
forces to increase funding for these entities. In that case, these rela-
tively small agencies would have heralded the terrorist threat, while
the military services, whose missions are largely unrelated to terror-
ism, would have ignored or even denigrated the danger to protect
their budgets.

Instead, the United States, at least during the Bush administration,
defined counterterrorism as a military struggle, requiring global
effort, two indefinite counterinsurgency campaigns, and conven-
tional wars against states said to be aligned with terrorists. As a
result, the whole military-industrial complex benefited from our
national fixation on al Qaeda. Fear of terrorism helped the defense
budget grow by over 40 percent, adjusting for inflation, from 2001
until the present. That increase does not include direct spending on
wars. That rising tide lifted all Pentagon boats, though not equally.
Even the elements of the services least connected to counterterror-
ism, like the Navy’s surface fleet and the Air Force’s fighter commu-
nity, shared in the counterterrorism spoils.”

Today, the idea that attacks on states can serve counterterrorism
has fallen from official favor, thanks to Iraq and the end of the Bush
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administration. But the military remains linked to counterterrorism
by the idea that the United States must plan on a series of unconven-
tional wars to prevent unruly states from becoming terrorist
havens.” Though the ground forces still prefer conventional mis-
sions, they increasingly embrace counterinsurgency and sell it as
counterterrorism. The argument for the relevance of the Air Force
and Navy to the threat is more tenuous, but both services make it,
largely by focusing on their platforms’ ability to strike land-based
targets.” The services’ willingness to promote the threat, while
diminished, remains. Contractors and congressional allies reflect
these views.

Experts in think tanks and academia also fuel Americans’ over-
wrought fear of terrorists. After 9/11, a new set of academic institu-
tions and think tanks appeared to absorb federal homeland security
funds, overlapping partially with the entities that already existed to
aid the military establishment.” Homeland security degree programs
emerged to provide manpower to federal and state agencies that
participate in homeland security.*

Ideological inclination, careerism, and funding cause think tanks
and academic security experts to write about how to control danger,
not its probability. Relative to their peers, people who study war tend
to support defense measures, just as people who study development
tend to support foreign aid. The hope for political appointments
encourages some experts to reflect one party’s perspective. Because
neither party is reliably honest about the limited terrorist threat,
neither are ambitious experts. Many receive funding from a part of
the national security bureaucracy and reflect its biases.

The problem is not lying, although that occurs. The problem is the
imbalance of perspectives and its effect on public threat perception.
When everyone in the counterterrorism business simply does his or
her job and conveys information about how to limit vulnerability,
they focus public attention on the danger rather than its low
probability.

The media, famously called a free marketplace of ideas, is a failed
market when a strong interest faces no like interest to generate
competing ideas.”’ On matters of national security, unlike environ-
mental issues, for example, there is rarely a strong interest that gains
from correcting overestimation of danger. Reporters lack the time
and incentive to challenge conventional ideas. In part because of
the cognitive biases discussed above, alarmism sells.
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These various incentives to promote the terrorist threat are more
than the sum of their parts. Socialization heightens their power.
People adapt their opinions to their peers’ because they learn from
them and because conformity is socially easier than dissent. Agree-
ment tends to make people’s views more extreme.” The result is
blowback, where self-interested threat inflation is believed not only
by the public but also by the organizations that purvey it.®

Fighting Overreaction

Cognitive bias and the variety of interests that bias the information
that Americans get about terrorism nearly guarantee that Americans
will excessively fear terrorism and demand overwrought policy
responses to it. Democratic government encourages politicians to
act on these demands. Overreaction is then highly probable for
the foreseeable future. Experience in dealing with other dangers,
however, suggests strategies to control overreaction. The rest of this
chapter discusses these strategies.

Communication

The obvious response to threat inflation is to point out that it is
wrong and demand that policymakers be honest. This tactic is not
wholly ineffective. If analysts demonstrate that terrorists are not all
they are cracked up to be, parts of the public will get the message.
That message may encourage people who hesitated to express simi-
lar views to be more open, creating a ripple effect. Moreover, if
analysts attack overwrought statements, their authors might think
twice about fearmongering. Politicians are not immune to embarrass-
ment. The prominence of the word “fearmongering” in American
political discourse is evidence that a social norm may restrain egre-
gious threat inflation. Yet among the incentives that govern the
way our leaders talk about threats, this new norm, if it exists, is a
small force.

Other communications strategies depend on the willingness of
policymakers to articulate more restrained views of terrorist capabil-
ity. As noted above, while doing so is unlikely to serve leaders’
personal interests, some may still try it. One method is to emphasize
our strength and al Qaeda’s weakness. We mythologize the British
for keeping calm and carrying on amid the blitz. We call our country
the home of the brave. Action heroes in our movies are steely amid
danger. And yet we insist that terrorists can easily wreck our society,
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an enemy so menacing that every American must discuss escape
plans from their attacks with their children and maintain vigilance
on highways and trains.

Leaders should point out that terrorists are in the fear business,
so we can defeat them by not fearing them.* Instead of treating
our enemies like supermen, leaders could call them what they are:
desperate, weak people who nonetheless occasionally cause tragedy.
Some politicians have talked this way without being ejected from
office. New York Mayor Michael Bloomberg, for example, when
asked about an unfeasible plan by would-be terrorists to blow up
fuel tanks at JFK airport, said:

There are lots of threats to you in the world. There’s the
threat of a heart attack for genetic reasons. You can’t sit there
and worry about everything. Get a life. . . . You have a much
greater danger of being hit by lightning than being struck
by a terrorist.®

Another strategy is to adopt communications policies mindful of
the cognitive biases discussed above. This strategy should occur as
part of a cultural change in DHS; it ought to think of itself as not
just a risk manager but also as a fear manager. In this volume,
Priscilla Lewis outlines some ways in which official communication
about terrorism can improve. DHS should institutionalize these
methods. Still, it must be noted that scholars know more about
cognitive biases than about how to fix them. And the department’s
interests limit its willingness to downplay the terrorist threat.

Science

A more promising strategy to fight overreaction to terrorism is
to expand the use of risk management as a justification for avoiding
wasteful counterterrorism policies. Risk management means using
processes employing cost-benefit estimates to make policies. This
sort of analysis helps policymakers figure out whether policy propos-
als make sense, but it is more useful as a justification for decisions
already made. It enhances the power of central decisionmakers that
must consider the opportunity costs of chasing after particular dan-
gers. It takes power from agencies whose more parochial perspec-
tives encourage them to overspend against those dangers.

Government ultimately belongs to interests, not science, but sci-
ence has more legitimacy. One reason people obey authority, as Max

203



TERRORIZING OURSELVES

Weber explained, is because they agree that rationality ought to
triumph. Science is powerful in a society dominated by enlighten-
ment values. A formal process of employing technical expertise helps
convince people that policy is wise. Cost-benefit analysis may not
be especially scientific—it’s more like common sense dressed up
with footnotes and formulas—but what matters is that it seems
scientific. If DHS tells the people of New Hampshire, for example,
that the federal government will not fund port security in Ports-
mouth, it is useful to have a lengthy report full of charts and graphs
making that case.

The regulatory review system managed by the Office of Informa-
tion and Regulatory Analysis in OMB serves this function. As the
regulatory state grew in the mid-20th century, so did the idea of
creating institutions in the executive branch to determine whether
the new health and safety regulations were worth their cost. Business
interests that bore much of that cost naturally favored this
approach.® Behind the process lies the idea that the public’s alarmist
view of particular risks creates a demand for overreaction, which
Congress translates into agencies with a tendency to overregulate.”
OIRA is a countervailing force, albeit a weak one, given its limited
influence on public opinion and Congress. Indeed in many cases,
Congress mandates rules via legislation, so OIRA cannot stop them.

The regulatory review process took on much of its current form
with the Reagan administration’s Executive Order 12291. The pro-
cess, which subsequent administrations have left mostly intact,
requires most regulatory agencies to prepare regulatory impact state-
ments before issuing major new regulations. The statements are
supposed to demonstrate that the regulation is cost-effective and
that no better alternative exists. OIRA’s civil servants then review
these statements and reject those regulations found lacking, prevent-
ing them from taking effect. In practice, there is ongoing give and
take between OIRA and the agencies.®

Regulatory review is far from perfect. Attempts to evaluate alter-
natives to regulation are generally perfunctory. Insufficient scientific
knowledge obviates accurate estimates of regulatory impact. Schol-
ars who study regulation debate how much the process has done
to avoid overly onerous regulations.¥” What they do agree on, how-
ever, is that regulatory review is a tool of executive branch officials
willing to use it.” Rejected regulations tend to have two characteris-
tics: they fail cost-benefit analysis and White House officials opposed
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them.” Employing a scientific decisionmaking process does not
make decisions scientific, but it has political value.

Systems analysis in the Pentagon performs a similar role. When
he became secretary of defense at the start of the Kennedy adminis-
tration, Robert McNamara created the Systems Analysis Office (later
the Office of Program Analysis and Evaluation) to employ quantita-
tive methods of comparing weapons systems. He also created a new
budgeting system to empower the office’s analysis.” The new system
doubtless produced many useful insights, but its true value, inten-
tional or not, was in overcoming opposition to those decisions from
the military services and their allies on Capitol Hill. Eventually, the
services learned the new lingo and developed their own cadres of
technical analysts, lessening the civilian advantage. This arms race
in analytical expertise demonstrates the power of the tool.

Though risk management has become a mantra in DHS, it remains
underused. The second secretary of homeland security, Michael
Chertoff, habitually expounded on risk management to resist con-
gressional efforts to use homeland security grants as pork, even as he
exaggerated the terrorist danger.” The department now has several
offices dedicated to risk management.” It has adopted formulas to
determine what regions are vulnerable enough to terrorism to
deserve preparedness grants. Much of Congress has fought these
reforms, preferring to keep set-asides for all states.” But grants, as
noted, are a small portion of the department’s budget.

DHS and its OMB overseers should expand its use of risk manage-
ment in two ways. First, they should better use the regulatory review
process. Because the relevant executive orders cover DHS, its regula-
tions require regulatory impact statements and OIRA review. Thus
far, however, the impact statements have not made an honest effort
to evaluate regulatory benefits, and OIRA has never rejected them.”
DHS either asserts that benefits are unknowable, estimates what the
regulations would have to accomplish to make sense, or claims that
a regulation prevents an annual 9/11, exaggerating benefits.” As
discussed above, benefits cannot be assessed precisely, but rough
estimates, using history rather than imagination, show far less dan-
ger averted and thus very high cost per life saved. Impact statements
should be made even for regulations that Congress mandated, such
as the requirement that people crossing into the United States from
Canada provide a passport or the requirement that U.S. inspectors
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ultimately inspect every shipping container entering U.S. ports. The
exercise will give ammunition to those arguing against these laws.
OIRA should start rejecting DHS regulations that fail cost-benefit
tests.

More importantly, DHS should use risk management in the rest
of its budget—in allocating funds within and across its agencies.
DHS has an Office of Program Analysis and Evaluation. This office
should produce analysis that shows where DHS can most efficiently
deploy its dollars. It might show that the Coast Guard’s new cutters
are unlikely to contribute to counterterrorism, for example, or that
attempting to defend trains against terrorism is not cost-effective.
DHS'’s leaders have not truly made this office part of the budget-
making process, despite its official role, and have not shifted money
across agencies from year to year.” There seems to be no evaluation
of efficacy of past spending. Future secretaries should take a more
active role in guiding the budget and should use the program analy-
sis office to do so. They should try to place analysts fluent in cost-
benefit analysis throughout the organization, particularly in the
program analysis office. That means more people with economics
training as opposed to military experience. The downside of this
approach is that it may upset Congress (just as the House Armed
Services Committee threatened to defund the Pentagon’s Office of
Systems Analysis under McNamara).” But that is a fight worth
institutionalizing.

Because of its reliance on unelected technocrats to resist overreac-
tion, this strategy is somewhat undemocratic. In another sense,
though, it is simply a way of strengthening the national interest by
better balancing parochial concerns. This brings us to the next strat-
egy, which is to structure decisions about homeland security spend-
ing so that more risks compete—to make tradeoffs more explicit.

Institutional Design

In their famous study of defense decisionmaking, How Much Is
Enough, Alain Enthoven and K. Wayne Smith write that the secretary
of defense should make decisions about defense spending, not
because he has the most expertise but because he is in the best
position to do so0.™ The military services focus on the dangers that
they best defend against. The secretary’s job is to balance their con-
cerns. The president uses the Office of Management and Budget to
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balance resource allocation among national security dangers and
other sorts of dangers.

This observation is consistent with the view of government
expressed in the Federalist Papers and by scholars called pluralists.'”
Pluralists say that government is the arena for the competition of
interests, manifest in particular congressional agencies and executive
agencies. Federalism is supervised competition among them to pro-
duce a national interest. A similar way to think about government
is a competition of risk preferences. One person frets about Iran’s
missiles. Someone else fears environmental degradation. A third
worries about the tax burden on wealth creation. Agencies and
members of Congress serve some of these preferences. They clash
in the formation of the federal budget.

Theoretically, the job of OMB and other central agents in the
government is to distribute resources among cabinet departments
and the agencies within them to maximize spending efficiency across
risk categories. In reality, things rarely work like that. Resource
competition intensifies with bureaucratic proximity. Missions and
the threats they confront compete mostly within agencies, and to a
lesser extent within cabinet departments. The location of missions
within agencies and departments determines who fights whom and
thus affects the resources they receive. Institutional design is the
arrangement of tradeoffs among competing risk preferences.

If you want to constrain spending against a particular danger, put
it in an agency dominated by other concerns. Missile defense skep-
tics, for example, should push for missile defense to be the business
of the Air Force, not the Missile Defense Agency. The Air Force’s
preference for new fighters would constrain spending on missile
interceptor technology. Something similar occurs today with the
Navy’s mine warfare community, which is kept down by more
powerful Navy communities that worry about other things. Subcom-
ponents of every federal agency, including DHS, compete.

As discussed above, the Bush administration populated DHS with
agencies that have missions unrelated to terrorism. It attempted,
ultimately unsuccessfully, to make DHS “revenue neutral,” meaning
that it would not add to federal spending. That created competition
between the legacy missions of DHS agencies and their new counter-
terrorism mission, likely restraining spending on both.'” But public
alarm about terrorism increased spending on DHS, loosening that
restraint.

207



TERRORIZING OURSELVES

A better way to limit spending on homeland security would have
been to avoid creating the department in the first place. Domestic
counterterrorism would then have been performed by agencies with-
out that as their primary mission, limiting enthusiasm for it. This
resistance occurs today in homeland security agencies left out of
DHS. The Defense Department, for example, is not eager to assign
troops needed for foreign wars to Northern Command, which wants
them for homeland security missions. Because the FBI got responsi-
bility for domestic intelligence, as opposed to a new agency, the
tendency to overinvest in that function is muted. The FBI leadership
remains attached to its primary, crime-fighting function.

We are likely stuck with the department, however, so other solu-
tions are needed. The most obvious has been discussed: heighten
the power of central decisionmaking in DHS to balance the various
harms—storms, illegal immigration, terrorists—that the department
confronts. Another approach is to beef up the staffs of those in OMB
and congressional budget committees who oversee various agencies
and encourage overseers to look at security spending as a zero-sum
endeavor. That is, a dollar on homeland security should be a dollar
less for defense or intelligence. Make the al Qaeda hawks compete
with the China hawks or even the environmentalists.

A counterterrorism strategy that gave budgetary priority to non-
military tools would enhance this competition of risks. As discussed
above, if the White House tells the military—in strategy documents,
decisions, and speeches—that it is no longer an agent of counterter-
rorism, except on rare occasions, it will discourage services from
hyping the threat. If they lost budget to the agencies that fight
terrorism, the services might even publicly downplay the danger
and encourage their agents to do so.® Similar risk competition could
occur across the entire government if the White House frames budget
decisions as competitive and deficits mount. If federal health care
expenses grow without overall spending increases, that spending
may come at the expense of security spending. That fight might
create a more functional marketplace of ideas about security dangers,
improving public threat perception.

A related tactic is to devolve decisionmaking about spending on
homeland security to states or localities. That means stopping federal
homeland security grant making.'™ Because of their organizational
perspectives and the ability to run deficits, federal homeland security
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officials need not much consider the grants’ opportunity costs. States
and cities, however, do not share these characteristics. If they pay
for homeland security, they appreciate the cost in terms of less
traditional policing, fewer new roads, and so on. They have a better
perspective on relative priorities.

Security Theater

A final strategy to contain overreaction to terrorism is to deflect
it. Security theater describes measures that provide not security but
a sense of it.!® People tend to dismiss this strategy as dishonest and
useless. Only the former is true. The reduction of exaggerated fears
is useful, particularly if it prevents more costly responses.

The downside of this approach is that the spectacle of security
might simply remind people of dangers and heighten fear. You
then get the worst of both worlds: increased fear without increased
security. For that reason, this strategy is a last resort, a political
necessity used only after other methods fail to contain fears. But if
public fears cannot be dispelled, the response might be to put on a
cheap show to answer fear without breaking the bank. Cass Sunstein,
the current head of the Office of Information and Regulatory Affairs,
and Richard Zeckhauser advocate this approach:

The government should not swiftly capitulate if the public is
demonstrating action bias and showing an excessive response
to arisk whose expected value is quite modest. A critical com-
ponent of government response should be information and
education. But if public fear remains high, the government
should determine which measures can reduce [fear] most cost
effectively, almost in the spirit of looking for the best “fear
placebo.” Valued attributes for such measures will be high vis-
ibility, low cost, and perceived effectiveness.!®

The quintessential example of this strategy in homeland security
is putting National Guard troops in airports in the panicked days
after 9/11. The troops did little to stop hijackings, but they may
have made people feel safer and more willing to fly.

A related approach is to channel fear of a danger into measures
that accomplish other useful ends. An example is the Eisenhower
administration’s reaction to Sputnik, which is recounted by historian
Robert Divine."” The Soviet satellite launch in 1957 alarmed the
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U.S. public. They feared that the Soviets had bested Americans in
technological prowess and would soon have the ability to attack the
continental United States with an intercontinental ballistic missile
carrying a nuclear warhead. Eisenhower knew that these fears were
overwrought. U.S. ballistic missiles programs were ahead of their
Soviet rivals in targeting and reentry, which space shots do not
require. Secret U-2 flights revealed limited Soviet progress in deploy-
ing intercontinental ballistic missiles. Eisenhower worried that alarm
would cause ruinous increases in defense spending. He tried to calm
the public in press conferences and in his “chin-up” speeches, but
he mostly failed. Hawks in both parties echoed public fears and
called for higher defense spending. The public remained worried.

Eisenhower decided that “this alarm could be turned into a con-
structive result,” as Edward Land, founder of Polaroid and member
of a key White House advisory committee, put it."® The White House
harnessed alarm to several ends. The first was science education.
Despite Eisenhower’s general opposition to federal education spend-
ing, those in his administration encouraged legislation that created
scholarships for college and increased National Science Foundation
grant spending. They created a White House science adviser. They
used concern about U.S. missile programs to push Congress to
strengthen the power of the defense secretary over the services. To
manage civilian space programs, they backed creation of the
National Aeronautics and Space Administration. These changes
were cheap, at least in the short term. They helped Eisenhower resist
calls for higher defense spending, a massive civil defense program,
and other measures he thought harmful. Even so, he could not
prevent hawks from harping on a phony missile gap and forcing
through some spending increases.

U.S. homeland security policy might be thought of as security
theater. The Bush administration arguably saw homeland security
as politically necessary but ineffective counterterrorism. It collected
a set of agencies tangentially related to domestic counterterrorism
in DHS, made a fuss about it, and tried to hold down the bill.'” The
department bought fancier Coast Guard ships, hired more border
guards, and declared that vulnerability to terrorism had been low-
ered. The administration used fear of terrorism to justify policies,
like war in Iraq and higher defense spending, that it supported for
reasons largely unrelated to terrorism.
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Although it does not seem inclined to do it, the current administra-
tion might stem demand for excessive homeland security, especially
if additional attacks occur, by holding down spending and declaring
that other priorities, like increased hospital capacity or more police,
serve homeland security. This solution resembles the prior one, in
that where you put government functions affects how people per-
ceive their use. If you call activities homeland security, especially
by sticking them into the department with that name, they appear
to serve that end.

Conclusion

Our first line of defense against our tendency to overreact to
terrorism is to be truthful about the threat and push for the same
from politicians and security officials. But people’s psychological
tendency to overrate remote dangers like terrorism, and leaders’
interest in exploiting those fears, make these tools insufficient. Less-
ening threat inflation requires addressing its causes.

Better communication methods may reduce psychological errors,
but political incentives limit the number of elites eager to communi-
cate better. One strategy to alter these incentives is to enhance the
use of cost-benefit analysis in DHS—institutionalizing rationality in
a more technocratic DHS. We can further limit overreaction by cut-
ting the number of organizations engaged in counterterrorism.
Declaring that terrorism is not a military problem diminishes the
military-industrial complex’s incentive to hype its danger. It would
be better still if counterterrorism and military spending are consid-
ered zero-sum. That might encourage the military and its agents to
publicly deflate the terrorist threat as a way to protect their budgets.
Enhancing the executive branch’s ability, via OMB, to compare dan-
gers across government agencies might have a similar effect, particu-
larly as deficits strain spending. A last resort for limiting fear’s
damage is to embrace the spectacle of homeland security, answering
exaggerated fears of terrorism with cheap displays of security that
do little harm. If you cannot quiet nightmares with truth, use myth.
A less cynical relative of this strategy is to declare other priorities
to be homeland security, so that fear of terrorism funds them. This
strategy is wise if those priorities are.
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11. The Impact of Fear on Public
Thinking about Counterterrorism
Policy: Implications for
Communicators

Priscilla Lewis’

We have all heard admonitions about the need to manage strong
emotions in order to make sound decisions. Children are urged to
“count to 10” before acting or speaking out of anger. Adults who
have lost a loved one or who have been diagnosed with a serious
illness are counseled to “take some time” before making any major
life choices. People nod in agreement when reminded that “the only
thing we have to fear is fear itself.”

The actual relationship between emotion and reason is complex.
But commonsense cautions about the power of fear and other strong
emotions are both common and sensible. Almost everyone can
remember acting rashly or in a shortsighted, counterproductive way
when faced with some frightening or traumatic situation.

Terrorism is exquisitely calibrated to exploit this tendency in indi-
viduals and societies. While public concerns about terrorism have
been displaced somewhat by economic anxieties—Americans are
not living in a constant state of fearfulness about terrorism—research
and observation alike show that the thought patterns laid down by
the trauma of 9/11 are easily reactivated. Fear and the worldview
created by fear have played a significant role in shaping the national
discussion about counterterrorism policy and approaches to the ter-
rorism threat. Eight years after the events of 9/11, terrorism-related
anxieties retain their power to enhance the appeal of some policies
and diminish others. Fearmongering remains a tempting political
ploy that can derail debate and narrow policy options. Events (such
as recent attacks and attempts) continue to stimulate new public
fears and provide new opportunities for the manipulation of those
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fears. And countering fear-based arguments has proved extremely
difficult for even the most skilled communicators.

Eliminating fear as a response to danger is neither feasible nor
desirable. But concerned policy experts, advocates, elected officials,
and community leaders can do a better job of managing the fear
factor. By understanding how fear affects public thinking and by
learning how to counter some of fear’s negative effects, influential
communicators may be able to help prevent strong public emotions
from being channeled in unconstructive directions.

As described below, the fear factor has important psychological
and cognitive dimensions as well as cultural dimensions, all of which
have implications for communicators. Also described below are the
results of messaging research conducted in 2009 by the Topos Part-
nership for the U.S. in the World Initiative. Influential communica-
tors are already deploying a variety of themes and narratives
intended to promote a different kind of public conversation about
terrorism. Topos’s research explored how some of those explanatory
narratives actually fare when fear shapes public reasoning. The
research asked which themes and messages, if reinforced both before
and after the next crisis, might help us build and sustain support
for farsighted, effective, and principled security policies—even
under the adverse psychological and cognitive conditions created
by fear.

Fear’s Effects on Individual Psychology and Cognition

Many different academic disciplines and research methodologies
have shed light on how people reason and how they see the world
when they feel their safety is threatened. Such insights help to define
the unique challenges that face communicators who are trying to
build mainstream support for strategic, farsighted security policies
in fearful times.

Mortality Salience: The Political Psychology of Fear

Since the late 1980s, academic psychologists in a growing area
of study called “terror management theory” have looked at what
happens to people’s emotions and thought processes when they are
confronted with reminders of their own eventual death.” In hundreds
of published experiments, researchers have demonstrated that
induced “mortality salience”—awareness of the inevitability of
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death—Ileads people to cling more strongly to their cultural world-
views. The hypothesis is that since cultural worldviews function
as symbolic protectors against psychological terror (by providing
meaning, continuity, and self-respect), then reminding people of the
underlying source of their fear increases their need to value their
own worldview.?

To put this in more specific terms, mortality reminders seem to
trigger disdain for other races, religions, and nations; a preference
for strong, traditional leaders and for authoritarian rather than prag-
matic leadership; a heightened fidelity to one’s own group; and
increased stereotyping and suspicion of other groups.* It seems that
mortal fear—fear of the sort that is triggered by threats to personal
safety and the safety of loved ones—inclines people to favor a certain
kind of leadership and an “us vs. them” approach to defining and
meeting threats. During the Bush administration, political psycholo-
gists drew on terror management theory and the mortality salience
hypothesis to explain the president’s widespread popularity and the
relative imperviousness to criticism of his administration’s counter-
terrorism policies, even as some of those policies foundered or ran
afoul of core democratic values.” Indeed, in repeated experiments,
asking research subjects to think about death or just reminding them
of the attacks on 9/11 led to significantly increased support for
President Bush and his security policies, regardless of the subjects’
political affiliations.®

Serious fears of a more general nature (e.g., concerns about the
“cultural disruptions” caused by economic insecurity or demo-
graphic change) may have similar effects, predisposing people to
accept the authority of strong leaders, to exaggerate specific threats,
and to believe that desperate measures are necessary and warranted.’

Implications for Communicators: These findings suggest that even
sympathetic audiences will follow unhelpful paths of reasoning
when they are under the influence of fear. Communicators need to
be aware that some arguments and messages that ordinarily are
effective may not have the desired result—and may even backfire—
in the context of perceived threats to safety and security.

The Fear System in the Brain: Consciousness Commandeered

Mortality salience experiments yield important clues about the
psychology of fear. But what is it about the physiological state of
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fearfulness that makes people gravitate toward one course of action
rather than another? Neuroscientific research offers insights about
the “fear system” in the brain and what happens when that system
is aroused.

In broad strokes, there is an “ancient” part of the brain, called the
amygdala. It is the part of the brain we share with all mammals—
and it produces near-instantaneous reactions to danger. Developed
during the period of human evolutionary history when instinctive
responses to attack made the difference between life and death, this
part of the brain acts outside of consciousness, taking in stimuli,
putting out stress hormones, raising blood pressure, accelerating the
pulse. It mobilizes the familiar “fight or flight” response, but it can
also trigger a freezing and numbing response, or submission.® This
ancient fear system coexists with the uniquely human part of the
brain—the prefrontal cortex—that is the site of reason and judgment
(i.e., conscious thought) and plays an essential role in generating
such “social emotions” as compassion and empathy.’

The brain’s fear system produces terror when precipitously
aroused and chronic anxiety during milder, sustained arousal. When
hyperaroused, the brain’s fear system literally commandeers con-
sciousness, as Topos puts it—guiding and influencing our thinking
and in some instances determining whether we are able to “think”
at all.

Neurologist Joseph LeDoux argues that the two parts of the brain
are actually reciprocally related.”” In order for the fear system to
respond to a perceived threat, the cortex has to be shut down—and
along with it, presumably, some ability to think critically (such as
about policy choices), to reference abstract concepts (such as justice
or fairness), and to feel compassion for fellow beings. LeDoux sug-
gests that the converse could also be true: activation of the prefrontal
region might inhibit the fear system (although achieving this kind
of reciprocity is likely to be difficult once the fear system has become
hyperaroused)."

Implications for Communicators: Fearful people are unlikely to be
persuaded by arguments based on abstract concepts (even familiar
ones like fairness) or fine cognitive distinctions (like the difference
between a suspected terrorist who might be innocent and a proven
terrorist). At the same time, if communicators can get people to
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“think” by offering a fresh, credible idea—a new insight—it may
help check the activity of the fear system and enable people to take
in new information.

Fear’s Worldview: It’s a Jungle Out There

How does the world appear to people when they are operating
in threat mode—when the fear system has been aroused or when
mortality salience has been activated? Exploratory research con-
ducted in 2008 for U.S. in the World and the National Security
Network sheds light on how people think about threats to security
in the current, post-9/11 environment."

This research confirmed and extended findings about fear that
have also emerged from the work of other investigators. The inter-
views showed how threats to personal safety or the safety of loved
ones cause people’s lens on the world to narrow to the most immedi-
ate factors in the environment. People go on heightened alert for
possible dangerous intentions on the part of others, and they become
inclined to assume the worst about others’ intentions.

As the same team of researchers also found in an earlier project
commissioned by the FrameWorks Institute,” Topos found that peo-
ple who are not experts on foreign policy tend to interpret security
threats in personal terms, ascribing human motivations and mind-
sets to other countries. They think of other countries and world
actors as friendly or malevolent, motivated by anger, kindness, or
some psychological state like “hating” or “liking.” When people
understand international relations in these interpersonal terms, fac-
tors like treaties, institutions, political dynamics, systemic conditions,
and so on—the explanations and solutions that international rela-
tions and security experts emphasize—are “cognitively invisible.”

Similarly, nonexperts rely on analogies to familiar scenarios as
ways of making sense of security threats. The most frequently cited
scenario, in interviews and focus groups, is the schoolyard—the first
place many of us experience conflict and confrontation with our
peers (without the presence of adults), and where “standing up to
bullies” is one of the lessons to be learned. Other analogies cited
include “the Wild West” and “the jungle.” It is notable that these
are all scenarios where self-reliance is key, where “appeasement” is
a dangerous temptation, where the normal rules don’t apply, and
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where following the rules is perceived as a disadvantage, since no
one else is constrained by such niceties.

In short, when serious national security threats loom, nonexperts
start to see the entire world as a scary place, full of enemies whose
behavior cannot be modified or controlled except by force. Immedi-
ate concerns take precedence—after all, this is an “emergency”—
and laws and values may have to be set aside in favor of doing
“whatever it takes” to stay safe.

Implications for Communicators: The Topos Partnership’s analysis
shows that when people are operating in threat mode, they will
reject any policy prescription that seems to put principles before
safety; anyone seen as making such a suggestion will be viewed as
atbest unrealistic and at worst dangerously irresponsible or deluded.
Concerns about the long-range consequences of policy decisions
(such as losing the trust of allies, breeding more terrorists, and so
on) may be acknowledged as valid, but ultimately are likely to
be dismissed as irrelevant to the current (emergency) situation. In
general, people will reject solutions that cannot be connected intu-
itively to their personal safety (“How does this protect me and my
family?”), which means that communicators have to do more than
just assert a relationship between national security and (for example)
respect for human rights. They must connect the dots for people in
a simple, commonsense way.

Misjudging Risk: Stone-Age Brains in the 21st Century

Compounding fear’s problematic psychological and cognitive
effects is the reality that humans are not particularly good assessors
of risk—at least, not the kinds of risks they face in the 21st century.

There is a large and fascinating body of research on this topic.™
For example, it appears that people judge highly memorable events
that have been broadcast everywhere through the media as more
likely to recur, even if they are actually quite rare or remote (school
shootings, child abductions, and, of course, terrorist attacks). People
regard as more dangerous the things they have negative feelings
about (foreigners, Islam), whereas they underrate as risks statistically
more dangerous things about which they feel positive or neutral
(cars, cigarettes). The perception that harm is intended by some
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person or persons increases the sense of risk; the “scary other” (ter-
rorist) produces a level and kind of fear that the “scary phenomenon”
does not.

There are other relevant glitches in people’s ability to calculate
risk. Even the most unlikely scenarios seem more probable if they
contain one familiar, stereotypical element. This suggests that since
people already know that terrorists “hate us” and “want to harm
us,” any scenario involving a terrorist attack, no matter how complex
or unlikely, becomes at least somewhat plausible. To complicate
matters further, highly complex scenarios feel much more plausible
to people than they actually are. People’s judgments also tend to
conform with those of their peers, especially (surprisingly enough)
when the issue is very important. If people think others are fright-
ened—including the experts—this may exacerbate their own fearful-
ness, with all the consequences for reasoning suggested above.

Implications for Communicators: It will not be easy to change the
public conversation about terrorism by citing data that compare the
risk of dying in a terrorist attack to other risks or by putting terrorism
“in perspective” as one among many important challenges that the
United States must address. In fact, messages that seem to be aimed
at minimizing the terrorist threat are likely to be rejected as “out of
touch with reality.”

Coping with Fear: Responses to Psychological Trauma

The study of psychological trauma and recovery provides impor-
tant clues about how, and under what conditions, people can move
past unreasoning fear. These clues may help opinion leaders and
communicators understand what is likely to exacerbate or reduce
public fears.”

For traumatized individuals as well as communities, it seems that
passivity and disempowerment are likely to feed fearfulness, while
active coping and affiliation with others tend to calm fears. Sitting
alone in front of a television watching endless repetitions of bad
news is one of the worst things an individual can do in the aftermath
of a crisis. At the community level, this means that crisis response
strategies that are disempowering—Ilike sending in teams of outside
experts after the fact—are far less effective than building on existing

219



TERRORIZING OURSELVES

community resources and leadership to prepare for and cope
with crisis.

Some psychologists and psychiatrists believe that the impulse to
care for others—a “tend-and-befriend” response—is as ancient and
hard-wired a response to stress as the fight/flight or freezing /numb-
ing responses; it is certainly more conducive to recovery.'® Taking
problem-solving action that is related to the current situation, espe-
cially in partnership with others (what psychologists call “affiliative
coping”), aids healing.”” And while compulsive remembering is an
inevitable aspect of trauma, collaboration to memorialize trauma
can be an important step toward moving on. In Madrid, after the
attacks of March 11, 2004, large public demonstrations of shared
sorrow and sober determination probably helped to meet such a
need.'®

Implications for Communicators: Given the importance of positive
and affiliative action for building individual and community resil-
ience, it is clear that opinion leaders and elected officials who want
to help the public manage fear must do more than offer a new
explanatory narrative about terrorism and policy responses to it.
They also need to encourage citizen action that strengthens the social
fabric and is related to the emotions and concerns people are having
(neither “go shopping” nor “here is my 10-point policy agenda” will
fit the bill). Many policy experts are unaccustomed to connecting
with their audiences in this way, and they may be especially uncom-
fortable with the notion of inviting citizens to help shape local or
national responses to crisis. But overall, constructing opportunities
for positive communal action may be one of the most important
things leaders can do to reduce public fearfulness and, perhaps, to
reduce the appeal of precipitous reactions that are based on fear.

Cultural Dimensions of the Fear Factor

In addition to its psychological and cognitive dimensions, the fear
factor has important cultural dimensions that have implications for
communicators.

Many observers have pointed, appropriately, to the fear-amplify-
ing role played by a sensationalistic media and by a political climate
in which ideologues feel free to manipulate public fears."” These
dynamics are so troubling that it is easy to overlook the pressures
and even the positive intentions that drive some journalists and
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politicians to amplify public fears. But an appreciation of these
nuances can help communicators think more strategically about how
to cultivate allies in the media and government who might be willing
to play a more constructive role in managing public fears.

For example, the principle of “if it bleeds, it leads” is deeply
entrenched in the media. The news and entertainment media bear
significant responsibility for the pervasiveness of certain familiar,
unhelpful narratives related to terrorism (like the “ticking time
bomb” scenario that the majority of Americans now connects with
the issue of torture or the images of fanaticism and violence that
dominate depictions of Muslim and Arab societies). But most indi-
vidual journalists are simply motivated to tell a good story.” After
all, journalists are storytellers, not professional risk assessors, and
the best stories are vivid, dramatic, emotionally compelling, and
unusual—unfortunately, the very features that lead readers to over-
estimate the consequences and the probability of an event’s recur-
rence. While a journalist may be personally skeptical of a given
prediction or claim about some impending danger, the daily pres-
sures of reporting offer few opportunities and little encouragement
for pursuing those doubts.

As for political leaders, some undoubtedly have used fear to
advance their agendas (and to frame their agendas in ways the
media will cover). But elected leaders in general are driven by a
dread of being wrong; they have every reason to overwarn and
very little reason to reassure the public about threats that might
materialize despite their best efforts. In addition, elected officials
are inevitably preoccupied with putting out fires, not with educating
the public about the “big picture.” And for many elected leaders
and their staffs, there is a significant knowledge and confidence gap
when it comes to terrorism and counterterrorism issues.” Mean-
while, policymakers are being bombarded with threat analyses that
typically start by assessing our vulnerabilities rather than our adver-
saries’ capabilities and intentions, with the result that the “conse-
quences” part of the analysis trumps the “probability” part every
time.”

There is also reason to believe that Americans as a people may
be less resilient when it comes to fear than they were in the past or
than citizens of other developed nations. Peter Stearns, a historian
of emotions, argues that Americans have tried so hard to eliminate
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fear from their lives and their children’s lives that they have come
to believe they should never have to experience fear. When they do,
they are outraged as well as frightened and are desperate to blame
or punish someone for making them afraid. In their efforts to avoid
the experience of fear, Americans may have lost some confidence
in their ability to handle fear; it also seems possible that highly
individualistic Americans may be less inclined to organize collective
responses and support systems for coping with fear-inducing events.
In short, this analysis suggests that some of the negative effects
of fear are amplified for Americans by the very nature of their
“relationship” with the emotion of fear.”

Implications for Communicators: Inlight of these cultural dynamics,
communicators should avoid implying that people are simply weak
or ignorant if they feel more afraid of terrorism than experts think
they ought to be. By the same token, communicators should not
imply that people are immoral if they have concluded, based on the
“ticking time bomb” scenarios so common in the media, that torture
may be necessary in exceptional cases. Furthermore, understanding
the needs that shape the decisions of politicians and journalists could
help communicators craft their “asks and offers” more strategically.
Opinion leaders might work to make it politically safer for elected
officials to model a more pragmatic and disciplined kind of leader-
ship on terrorism issues by providing validation and backup for
efforts to calm public fears. To help potential allies in the media
play a constructive role in managing public fears, opinion leaders
might share their concerns and point to credible research findings
about the negative effects of fear on public reasoning, while also
working to ensure that their own communications to the media tell
a compelling story without stoking unnecessary fearfulness.

Talking about Terrorism and Responses to Terrorism

Given the power of the fear factor to influence thinking, promoting
a more constructive public conversation about terrorism and
responses to terrorism is one of the toughest communications chal-
lenges facing responsible opinion leaders today. In recent years, as
the extent of this challenge became more evident, communicators
have worked hard to develop messages about terrorism that might
help listeners avoid some of the cognitive and psychological traps
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set by fear, opening the door to public consideration of alternative
policy approaches. Which strategies for talking about terrorism with
the mainstream American public are most likely to achieve this goal?
Summarized below is a unique qualitative research effort that was
commissioned by U.S. in the World and carried out by the Topos
Partnership.?

Testing Themes and Frames

In the spring and summer of 2009, U.S. in the World and members
of its network of issue experts and advocates collected and cataloged
some of the core ideas that opinion leaders have been using to try
to calm public fears and introduce arguments about the need for
more farsighted approaches to security and counterterrorism. These
were among the ideas in circulation:

® Terrorism is not really the existential threat it has been made
out to be.

® Responses to terrorism should be consistent with America’s
values.

® Our counterterrorism policies have to be smarter and more
effective.

® We should consider the long-range consequences of our
decisions.

® We must not let ourselves be guided by fear.

® We need to beware of politicians who manipulate our fears for
their own purposes.

® QOur national history proves we are strong enough to withstand
the terrorist threat.

The Topos Partnership then designed a qualitative test of these
and other core ideas, seeking to gauge their effect on people’s think-
ing about terrorism-related policy choices. The core ideas were
embodied in paragraph-length “narratives,” all of which were pre-
sented to the research subjects as statements made by public officials
on the seventh anniversary of the 9/11 attacks. Participants were
also instructed to think back to that frightening day in order to
create an even more challenging context for the messages. After
hearing or reading the statement, participants were asked questions
about their understanding of the main point, what they could
remember about it, whether they agreed, who they thought would
make such a statement, and why.”
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The purpose of the testing was not to develop specific messaging
recommendations or talking points but rather to determine which
big themes and ideas—which cognitive frames (a frame is a central
organizing idea for making sense of events or information)—might
help reduce public fear, stimulate different thinking about security
options, and be memorable and repeatable enough to hold up under
the stress of a fear-inducing event.

The findings were sobering, though there were also some promis-
ing results.

Overall Observations The research confirmed many of the commu-
nications challenges identified in the first section of this chapter.
Findings showed that safety concerns consistently trumped moral
principles, even among respondents who agreed about the impor-
tance of America’s values. The “emergency” frame consistently
trumped efforts to encourage attention to the long-term conse-
quences of our decisions. With 9/11 as the explicit context, messages
that seemed to minimize the danger of terrorism or that focused on
the relatively small risk of dying in a terrorist attack were dismissed
by many as off-target and unrealistic. And as would be expected,
fear and safety concerns made it difficult for people to hold on to fine
conceptual distinctions, such as between terrorists and suspected
terrorists. Instead, simple contrasts between good/bad and us/
them prevailed.

The testing also highlighted some additional and important chal-
lenges for communicators:

® People desire action against threats. Narratives that seemed to
take options off the table without offering clear alternatives that
address people’s security concerns were heard—and rejected—
as counseling inaction. Communicators must provide clear sig-
nals about ways in which we can and should act.

® Appeals to history and tradition ran up against the belief that
the current moment is unique and urgent. People questioned
the relevance of lessons from the past, especially if that was
the primary thrust of the message. Messages should sound
immediately relevant and should not rely too heavily on appeals
to history or tradition.

® Narratives about being smart and effective were appealing, but
they did little to change people’s thinking. Being “smart” was
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taken to mean whatever people already believed about how to
fight terrorism. Many interpreted the message as support for
being tough and aggressive, for example. Or they heard the
message as support for “smarter bombing,” “smarter use of
torture,” or “smarter use of surveillance technology”—not as
an argument for rethinking the overall approach to counterter-
rorism. The researchers concluded that communicators must be
wary of messages that contain the slightest ambiguity about
what kind of approach to counterterrorism is best.

False Leads This last observation points to a cross-cutting chal-
lenge affecting many of the messages about terrorism: Apparent
agreement with a message does not mean that all its inferences are
taken to heart. People can accept and even repeat many propositions,
but the effects on thinking may not be significant.

For example, respondents greeted messages about the importance
of America’s values with enthusiasm and could easily repeat them,
but most would immediately assert that we do not have the luxury
of respecting our values in the current emergency situation. People
responded well to messages that tried to redirect fear into anger or
scorn for terrorists (such as, “Let’s tell the terrorists to go to hell by
living as we've always lived and preserving our values”), but the
anger was easily channeled away from its basis in “not forgetting
who we are” to support for “tougher” treatment of terrorist suspects
(including treatment that is not consistent with our values). Messages
about not letting ourselves be manipulated by fearmongering politi-
cians also engaged respondents, but they tended to default to the
belief that all politicians are manipulative and that nobody in govern-
ment can be trusted.

Messages about “being stronger than the terrorists are” were heard
as efforts to “buck people up”—an appropriate thing for leaders to
try to do but not relevant to the problem of taking action against
terrorism. Told that “we shouldn’t give terrorists what they want—
they want us to be fearful and to abandon our values,” people agreed
that Americans should not be fearful, but this formulation did not
prevent listeners from suspecting that they were being asked to put
principles over their safety, a tradeoff they consistently rejected.

Finally, because the public is already familiar with the broad
outlines of the debate about “rights” and “security,” many relevant
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ideas no longer have much power to change how people think about
terrorism and counterterrorism. Familiarity leads many people to
stop paying attention to the substance of arguments—concluding,
“Oh, I know what this is about”—especially because people have
also become very attuned to the ideological orientation of narratives.
People are quick to identify certain narratives as “Democratic” or
“Republican” and to dismiss such messages as partisan.

Emotional Management Is Not Enough

Another important observation to emerge from this qualitative
research is that managing fear is not enough, by itself, to promote
a more constructive conversation about terrorism. Messages that
calmed or seemed to have the potential to calm fears did not automat-
ically change thinking about policy choices. The gap between the
individual/personal perspective on this issue and the collective/
national perspective seems to be very difficult to bridge.

Fear, by its nature, is experienced at the level of individual feelings
and decisions, and people were inclined to stay at that level. Mes-
sages about not falling prey to fear were typically taken to refer to
individuals’ own feelings, not to collective policy decisions. Reduced
to a “Churchillian exhortation” (as the researchers put it) about
mastering our own personal fears, such a message ends up being
quite compatible with all sorts of policy approaches. Calming fear
is probably a necessary but insufficient precondition for constructive
public conversation about counterterrorism policy.

Green Shoots?

Two narratives showed some promise for doing both—calming
fears and promoting new thinking about policy directions.

Owerreaction Hurts Us The most helpful frame tested was the idea
that “when we overreact to terrorism, we hurt ourselves.” The idea
that overreaction hurts us is simple and user-friendly. It works at
both the individual and collective levels. As suggested at the begin-
ning of this chapter, almost everyone understands the risk of over-
reacting to stress in a counterproductive way—yet people also had
little difficulty applying the idea to policy reactions, such as abuses
of government power, excessive use of military force, not working
closely with allies, or losing our identity/values.

The message seems to calm fears without sounding as if it counsels
inaction (though we will return shortly to the question of which
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actions this message does support). It is fresh enough to stimulate
people intellectually (i.e., it is not the typical framework for talking
about responses to terrorism), and it connects the dots clearly (i.e.,
it does not just warn against overreacting but explains that “we
mustn’t overreact because then we make mistakes in judgment that
harm us”).

Respondents did not tend to default immediately to existing
beliefs but rather engaged with the message at some length. In other
words, one might argue, this narrative seems to have the power to
activate a listener’s critical faculties—the cognitive part of the brain
whose activation may help suppress the fear system—in ways that
other narratives did not. Respondents’ reactions suggested that this
narrative might even help inoculate people against efforts at
fearmongering.

Self-Aggrandizing Terrorist. One weakness of the very promising
“overreaction” narrative is that it may not be emotionally engaging
enough to satisfy in a crisis since it is about dampening emotions
and actions. Another tested narrative seemed to have an effect on
thinking but also seemed to be emotionally engaging. This narrative
asserted that terrorists are common criminals who want to be treated
as something more—as supervillains or martyrs—and we should
not accommodate them (by creating special rules or courts for them,
by putting aside our values, by reorienting our foreign policies, etc.).

The notion here is not just that terrorism should be treated as a
law enforcement matter (a now-familiar concept that has little effect)
but that we should treat terrorism as a law enforcement matter
because self-aggrandizing terrorists want us to treat it otherwise.
This new element appears to be emotionally and intellectually engag-
ing; it does not downplay the idea of maintaining security, and it
even provides for retribution of a sort.

The “self-aggrandizing terrorists” frame has some real weak-
nesses, though, including the fact that the anger it attempts to chan-
nel turns out to be compatible with support for policies that may
be counterproductive. Also, the concept may not hold up in the
aftermath of a major terrorist act that feels more like an act of “war”
than a “crime.”

Finally, this frame fails to take account of the probable need in
some instances for counterterrorism activities that fall outside the
domain of law enforcement. On balance, the weaknesses of this
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narrative are problematic enough that Topos urges caution about
using it on its own or without careful attention to context.

Developing a Successful Message

A better understanding of how fear affects public thinking and a
hard look at the limitations of some messages are making clearer
the kinds of messages that can manage the fear factor effectively.

A successful message will be “easy to think,” in the words of the
Topos Partnership; it will allow for consideration of action against
terrorism; it will be concrete rather than abstract; it will connect the
dots and suggest a bigger picture in some simple, accessible way.
More specifically, it will perform both at the level of “emotional
management” (calming fear, dampening the tendency to precipitate
action, reducing submissiveness to authority) and at the level of
reasoning about policy (encouraging people to think about the bigger
picture/longer-term consequences, promoting clearer thinking).
Finally, an effective message will point to a better response to terror-
ism, not simply negate unhelpful responses that are nonetheless
consistent with people’s instinctive reactions and perceptions.

Additional research to refine promising messages should certainly
be done. But advocates, issue experts, scholars, and policy advisers
who want to promote new thinking about counterterrorism also
need to do some work of their own, informed by messaging research.
While policy analysts have written extensively about the nature of
the terrorism threat and appropriate responses to it, there is not yet
a simple, positive narrative that can compete effectively with the
logic of prevailing narratives like “doing whatever is necessary to
capture or kill terrorists.” Until concerned opinion leaders have
developed and built consensus around a clear, commonsense mes-
sage about what exactly Americans and their government should do,
think, and feel about terrorism, even the most effective explanations
of why some responses to terrorism are counterproductive will not
significantly change public thinking in times of fear.

During the weeks and months immediately after 9/11, opinion
surveys showed that the American public—despite its sorrow, fear,
and anger—wanted the government to take time before reacting in
order to build international support and make the right strategic
choice.® It seems that the popular wisdom about strong emotions
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mentioned at the beginning of this chapter actually guided public
thinking in those early days.

Yet in the years since then, public fears have often been channeled
in harmful directions, and today the public remains divided and
uncertain about some of the most important issues related to counter-
terrorism policy. Focus group research suggests that even citizens
who question aspects of America’s response to terrorism find it
difficult to articulate their logic or defend their point of view when
confronted with fear-based arguments.”

Communicating strategically about terrorism, like any effort to
change the public conversation about a major policy issue, is both
a messaging challenge and a substantive challenge, and the two are
interconnected. There are important lessons to be learned and built
on from the messaging research described in this chapter. But if
influential communicators are to reframe the debate about terrorism,
they must also do a more compelling and accessible job of describing
what an alternative counterterrorism agenda looks like and how it
works to keep us safe. In other words, they must provide their own
clear answer to a critical question: What do we do after we “count
to 107?
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12. Communicating about Threat:
Toward a Resilient Response to
Terrorism'

William |. Burns

The threat of terrorism has loomed large in our public discourse
since the events of September 11, 2001. These events, and particularly
the conclusions we have drawn from them, have profoundly influ-
enced the way we think about the risks our nation and communities
face. We have added to our vernacular terms like “anthrax,” “suitcase
nukes,” “dirty bombs,” and “homeland security.” Threats in the
Middle East, perceived by a fearful and angry public, took us to
war with far-reaching consequences few could have imagined.

Arguably, terrorism is not our largest challenge, but it is a threat
likely to bring out the best and worst in our nature. Following our
present course, we will continue to allow fear and anger to permeate
our national debates and unduly influence our judgment. We will
amplify some risks at the expense of doing little about others. Along
the way, we may squander adversity, allowing it to teach us precious
little of what could make us stronger as individuals and as a country.

Fortunately, our nation can embrace another course, one in which
we accept the lessons adversity teaches with calm, compassionate
deliberation. By understanding fear, we can temper it, and, ideally,
overcome it. Research shows that perception of fear is affected by
several factors, including the characteristics of the fear-inspiring
event, cultural influences, and the diffusion of information in society.
Fear causes individuals and society as a whole to ignore probabilities
and to indulge costs going beyond what is appropriate or necessary.

This information points to a number of responses. Effective risk
communication and other methods can foster resilience and confi-
dence. Public discourse about terrorism should better reflect the
known facts, and political leaders should engage citizens in a sus-
tained, factual dialogue about terrorism in which they are partici-
pants rather than objects of protection. Effective communications
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about terrorism will provide the kind of information that empowers
individuals, institutions, and communities to make better risk deci-
sions. Research on risk communications has begun to reveal how
this can be done. More research is needed to discover what communi-
cations to what communities will elicit resilience, fend off fear, and
equip society to resist terrorism.

Terrorism: A “New Species of Trouble”?

Terrorism is designed to make a community feel afraid and uncer-
tain; it is about heightened vulnerability. It seeks to disrupt society
with fear and dispel any sense of safety.” Long term, terrorism seeks
to exact costs that go far beyond immediate victims or damaged
property and into the social and political fabric. The danger people
perceive may far exceed any reasonable statistical risk of being
harmed, but feeling vulnerable, people may consider high expendi-
tures and important personal freedoms a fair trade for the perception
of personal security.

Terrorism differs from other types of disasters in two fundamental
ways. First, terrorism is a product of intentionality and malevolence.
Second, terrorism allows no natural closure, no way to sound the
all clear. The sense of alarm persists much longer than in other types
of disasters regardless of their scale.

These differences have prompted some authors to refer to terror-
ism as a “new species of trouble.” Responding to this challenge will
require insight, resolve, and cooperation among diverse groups with
unique perspectives. Learning to communicate about the risk of
terrorism requires that we first examine its currency, fear.

Fear: Event Characteristics

Terrorism inspires fear because of its unique ability to evoke uncer-
tainty and highlight people’s perception that they lack control over
their own safety.* The characteristics of a terror event contribute to
this uncertainty and lack of perceived control.

In 2004 and 2006, my colleague Paul Slovic and I (psychologist
and decision analyst, respectively, at Decision Research, an academic
research institute focusing on judgment and decisionmaking) sought
to understand the relative importance people placed on event charac-
teristics in determining their perceptions of risk and their response.’
We created hypothetical scenarios that systematically varied a num-
ber of factors past research had identified as salient. Specifically, we
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focused on the presence of terrorism, mechanism of harm, intent or
motive behind the event, negligence in managing risk, and type
of victim. Students from a university in southern California were
recruited to evaluate 16 paragraph-long vignettes. These students
were business majors, many had families, almost all had jobs, and
were on average about 23 years old. The setting for these events
was a local theme park to increase the relevance for participants.
After reading all 16 scenarios, we asked the students questions per-
taining to their perceived risk and risk-related behaviors for each
vignette. These rating-style questions were followed by open-ended
questions that attempted to understand what might be driving their
ratings of the scenarios.

The vignettes varied in the following way. Half the scenarios
involved acts of terrorism depicting either an anthrax release or a
bomb blast. The other half portrayed the spread of a virulent flu
outbreak or a propane tank explosion. Statements such as “to instill
fear in the hearts of Americans” versus “to negotiate the release of
prisoners” were included to contrast terrorists’ motives. Nonterrorist
events were described as either criminal or accidental. Criminal
motive was depicted by the suggestion that “foul play could not be
ruled out” followed by a very brief description of suspicious activi-
ties. We were also interested in the potential threat of terrorist suicide
missions, and so four of the terrorist vignettes involved acts of
suicide. To examine negligence, four of the nonterrorist vignettes
involved a possible failure to take precautions (security or otherwise)
to prevent the spread of the flu or the explosion of a propane tank.
In addition, half the scenarios depicted tourists as the victims, while
the other half portrayed government officials as the victims. We also
varied the number of victims killed (0, 15, 495).

We examined the relationship between each of the factors with
perceived risk and a number of risk-related behaviors (e.g., following
media coverage of the event, avoiding public places, leaving the
city). We found that terrorism loomed large in people’s perceptions
and was easily the most important predictor of perceived risk. This
finding was based on a statistical investigation of the data and on
the open-ended comments people gave about the characteristics of
the events that caused them particular concern. Using these two
criteria, we also found that concern with the mechanism involved
(infectious disease more than explosions), intentionality (criminal
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motive in the case of nonterrorism), and possible failure to take
precautions to prevent an intentional or accidental mishap were
important predictors. We have found in prior work that perceived
negligence sets the stage for blame and even outrage.® The victim
was also important. Harm to civilians appeared more threatening
than harm to government officials. These scenarios took place in a
local theme park, and so for some respondents, the realization that
children could also have been at risk greatly heightened their sense
of concern. Acts of suicide and promises “to instill fear in the hearts
of Americans” heightened the perceived risk of terrorism as well.
What did not loom large in people’s minds was the death toll.
Surprisingly, the number of fatalities contributed little to people’s
perception of risk.

We extended these studies in 2007 and 2008 to include scenarios
involving earthquakes and cyberattacks. We depicted earthquakes
as harming twice as many people as the anthrax attacks. The cyberat-
tacks physically harmed no one. As before, casualties were not the
deciding difference in response. The earthquakes inspired far less
perceived risk and fear than the anthrax attacks. Likewise, the cyber-
attacks caused significantly more perceived risk than the earth-
quakes (equal to the anthrax scenarios) though less fear.

When asked what factors contributed to their perceptions of risk,
respondents pointed to malicious intent, effects that were difficult
to understand or control, and lack of competence by those in charge.
We concluded that terrorism presents a particular policy challenge
because the public finds it difficult to know what to do to obtain
closure following these kinds of threats.

Fear: Cultural Influences

Cultural factors also influence public response. These factors shape
behaviors toward hazards and emotionally charged issues. Cultural
influences predispose people to interpret risk communication mes-
sages differently as well.

Mary Douglas, an anthropologist, and Aaron Wildavsky, a politi-
cal scientist, were major contributors to the cultural theory of risk.’
They postulated that people’s behaviors toward different threats
could be explained largely by where individuals were positioned on
two cultural dimensions. The first dimension they termed “group” to
describe the degree to which people feel affinity with, and bound
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by their association with, meaningful social groups. The second
dimension they termed “grid” to describe the tendency for individu-
als to value rules, laws, and traditions.

The intersection of these core beliefs produced four cultural types.
Hierarchists (high group, high grid) value both the welfare of the
group and lines of authority and social stability. They tend to trust
experts and the technologies experts sanction. Egalitarians (high
group, low grid) also value the welfare of the group, but they prize
equality and fear the concentration of power. They tend to distrust
experts and desire the management of technologies to be open to
public scrutiny. Individualists (low group, low grid), on the other
hand, do not necessarily gravitate toward social groups and prefer
as few rules and regulations as necessary. These are the libertarians.
They distrust regulatory constraints on their ability to chart their own
way and, like egalitarians, prefer the management of technologies to
be open to public debate. Fatalists (low group, high grid) feel little
affinity with any group but acknowledge the presence of a well-
defined social and political hierarchy. Unlike the other three groups
they feel disempowered and are unlikely to have their voice heard.

Using this cultural typology, Kerry Herron and Hank Jenkins-
Smith, both professors in public policy at Texas A&M University,
conducted surveys in 1993 and 1995 that investigated public percep-
tions of U. S. policies surrounding nuclear weapons.® They found
that hierarchists and individualists rated the benefits of possessing
nuclear weapons significantly higher and rated the risks significantly
lower than did egalitarians. Likewise, egalitarians had a significantly
higher belief that it was feasible to ban all nuclear weapons in the
next 25 years than did either hierarchists or individualists.

Dan Kahan, a law professor at Yale University, and his associates
conducted field experiments to better understand these cultural dif-
ferences and how they might influence the way people receive risk
communication messages.” Unlike Herron and Jenkins-Smith, they
examined the influence of the group and grid dimensions individu-
ally. They found that people scoring higher on the grid dimension
(valuing rules and regulations) or scoring lower on the group dimen-
sion (preferring autonomy) had lower perceived risk with respect
to global warming and gun ownership. Regarding national security,
higher-grid respondents tended to reject the notion that the Iraq
War had increased the threat of terrorism and also showed higher
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support for the war. Lower-group respondents showed equal con-
cern for terrorism but did not support policies that might afford
greater power to government or allow infringement on privacy.
Perhaps most striking were their findings that people gave mark-
edly more credit to the risk information provided them if they either
agreed with the proposed solution or felt a cultural affinity with the
source. Current differences over the seriousness of the terrorist threat
may have more to do with the proposed solutions offered by differ-
ent camps than by expert assessments of probabilities. Those find-
ings suggest that it may be possible to frame risk dialogue in a way
that does not trigger cultural resistance to the message. For example,
discussing international terrorism as a worldwide police action
rather than a “war on terrorism” may be more attractive to egalitari-
ans and individualists. Understanding cultural differences is central
to guiding public response to crises, and it suggests using different
communications strategies for dealing with different groups.

Fear: Amplification vs. Resilience

When a disaster occurs, communities react immediately, and news
flows rapidly through the media and by word of mouth. Social
scientists have observed that certain institutions (e.g., media) and
groups (e.g., political action) amplify certain types of risks. Seeking
to explain this phenomenon, Roger Kasperson, a geographer who
has extensively studied how people respond to hazards, worked
with colleagues at Clark University and Decision Research to postu-
late the concept of the social amplification of risk. This conceptual
framework predicts that adverse events like terrorism will interact
with psychological, social, institutional, and cultural processes in
ways that may amplify community response to the mishap." This
amplification may cause the impact of the event to extend far beyond
the direct damage to victims, property, or environment and may
result in immense indirect consequences."

Figure 12.1 depicts both the process of amplification and the pro-
cess of coping with a disaster. A terrorist attack is likely to inflict
immediate costs to a community in the form of casualties, property
damage, and first response. The media, the public, and institutions
will respond to these immediate consequences, and the public will
in turn assess the level of threat. For most people, uncertainty and
perceived lack of control will be high, and many will experience
emotions like fear.
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Figure 12.1
THE SociAL AMPLIFICATION OF Risk AND PoLICY RESILIENCE
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Fear increases perceived risk, which may lead to risk-enhancing
behaviors (e.g., failing to shelter in place, refusing to get vaccinated,
choosing to drive rather than fly, withdrawing large amounts of cash
from the bank). Often people engage in risk-enhancing behaviors to
increase their sense of control during a crisis.”* Maintaining or restor-
ing the perception of control is an important way to head off risk-
enhancing behaviors.

In crisis situations, people may have limited information, prevent-
ing them from appreciating how they may be placing themselves
and others at increased risk. For example, if a dirty bomb were to
explode in a large city, under most circumstances, everyone would
be better protected by staying indoors. It is not hard to imagine,
though, that many people would disobey instructions to shelter in
place. Some would leave to find their children or other family mem-
bers, others to escape from what they believe is significant exposure
to radiation. The increased traffic congestion caused by people
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declining to shelter in place could pose a life-threatening risk to
trauma victims needing emergency care. In the aftermath, people
might not return to areas they thought were exposed to radioactive
materials despite assurances from experts that these areas were safe.
Avoiding these areas would magnify economic losses and inflict
further damage on the community.

Fortunately, casualties, heightened fear, and economic hardship
also prompt communities to respond in ways that offset this amplify-
ing cycle. Communities that are well prepared have policies and
protocols in place to activate emergency measures. Local authorities
and first responders address the immediate needs for medical atten-
tion, food, and shelter. Equally important, social agencies, faith-
based organizations, and friends offer emotional support and reas-
surance. These measures begin to restore control, both actual and
perceived, among community members, which facilitates recovery.
The speed with which a community returns to normal depends on
the relative strength of each loop. Communities can affect this bal-
ance through preparation and risk communication.

Paul Slovic and I have simulated the diffusion of fear in a commu-
nity following different types of disasters, including terrorist
attacks.” Based on surveys and simulations, we predict that fear
will be much more pronounced following a terrorist attack than
for technological accidents and natural disasters. These simulations
indicate that fear escalates rapidly, while anxiety, perceptions of
risk, and stress decrease much more slowly. Our findings suggest
that once generated, fear and other disquieting emotions take time
to abate, possessing their own form of psychological inertia. Surveys
following the 9/11 attacks support these findings.

Three other sources corroborate our modeling conclusions. First,
Fynnwin Prager, a policy studies graduate student at the University
of Southern California, and his colleagues at CREATE, the Center
for Risk and Economic Analysis of Terrorism Events, investigated
public response to the July 2005 London subway bombings."* They
compared actual subway ridership with econometric predictions of
ridership had there not been a terrorist attack. Consistent with our
simulations, they also found a rapid decline in ridership followed
by a slow return to the subway after several months, even though all
stations were fully operational within a few weeks. This reluctance to
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take the subway is particularly interesting in that other modes of
transportation in London are either very expensive or inconvenient.
According to Prager, ridership decreased by 47 million from what
it should have been during the months from July to December 2005.

Second, from June 2008 until November 2009, the VIX index, often
referred to as a measure of investor fear, showed that the same
pattern of emotional response played out among the investment
community following the dire warnings of a potential financial melt-
down in September 2008." Beginning with the collapse of Lehman
Brothers, investor fears rose rapidly to unprecedented heights. In
fact, index levels were almost double what they were the week
following the 9/11 attacks. It would take almost nine months for
the index to return to pre-crisis levels.

Third, Paul Slovic, Ellen Peters (also a psychologist at Decision
Research), and I launched an online study of the public’s response
to the financial crisis on September 29, 2008—coincidently, the day
on which the Dow would experience its largest point drop in his-
tory." We surveyed a national panel of several hundred people
seven times over the following year. Questions covered perceived
risk (job, savings, investments, retirement, Wall Street, global warm-
ing, terrorism), emotions (fear, anger, worry, anxiety, sadness), trust
(president, Congress, treasury secretary, business leaders), and
behaviors (changes in investments, reduction in spending, postpone-
ment of doctor or dental appointments, acts of community service,
and so forth). What we have found so far is that perceived financial
risk (e.g., retirement) on average was very high in fall 2008. It
dropped momentarily after the election and then rebounded to pre-
election levels. There were also large differences across individuals
indicating that not everyone was reacting to the crisis in the same
way. The same was true of people’s negative emotions. Anger was
especially high and directed toward those they believed responsible,
Wall Street and the nation’s political leaders. As expected, perceived
risk was positively correlated with people’s fear. Trust for the presi-
dent was moderate and remained so (with a small decline in later
months). Trust for Congress and especially business leaders contin-
ues to be extremely low. Further, trust was negatively correlated
with perceived risk, fear, and anger.

The results echo points just raised regarding the important role
of trust and policy. Our findings regarding the relationships among
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anger, fear, and trust in the midst of this crisis underscore how
important it is to appear competent and trustworthy. For the first
several months of our study, there was little encouraging economic
news. Even so, people’s perceived risk (except job risk) and negative
emotions have declined steadily, indicating that many Americans
are adjusting. This finding suggests a form of resilience in the face
of ongoing challenges that may prove important during other types
of crises. Well into our study, our national panel was still not inclined
to spend. Those with the highest perceived risk continued to post-
pone larger purchases and even to put off going to see their doctor.
Throughout, concerns about finances completely trumped worries
about terrorism. These studies regarding the London bombings,
investors’ fears, and most recently public response to the financial
crisis lend support to our contention that perceived risk and fear
rise very quickly but decline much more slowly.

In addition to tracking fear, we used our simulation model to
vary the speed with which a community was able to reduce fear to
targeted levels (e.g., not more than 10 percent of community mem-
bers in a state of fear) following different crisis scenarios. We found
that rapid intervention to quell fear (within three days in our model)
reduced the level of adverse reaction in a community and hastened
areturn to normalcy. A swift intervention naturally requires immedi-
ate and effective restoration of safety and basic services. First res-
ponders are well positioned to do this. However, the American
Red Cross and other emergency organizations have warned, and
experience has shown, that for many large-scale disasters, citizens
may be on their own for several days. Delays of this kind serve to
heighten uncertainty and perceptions of lack of control. Community
leaders who have established trust and who are skilled in the use
of social media (e.g., Internet networking channels, cell phones),
crisis communications that have been pretested, and well-informed
citizens throughout neighborhoods of every demographic can speed
such intervention. We believe that efforts made by well-coordinated
community groups to reduce uncertainty and restore a sense of
perceived control may help mitigate negative reactions. Effective
intervention is pivotal because, while media coverage and casual
conversation may turn to other issues, residual feelings linger and
may influence risk perceptions and behaviors far into the future.
These observations should give pause to politicians who would use
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fear to further their own agenda to the long-term detriment of the
public good.

Fear: Ignoring Probabilities

Terrorist attacks are, of course, staged to gain widespread media
attention. Following an attack, vivid and memorable images produce
very negative emotions, causing people to overreact to events posing
vanishingly small probabilities of future harm.” Public attention is
largely riveted on the consequences of potential attacks and not on
the likelihood of their ability to inflict future injury. This phenome-
non is so pronounced that researchers have come to refer to it as
“probability neglect.”®

Ignoring probabilities does not lead to better decisionmaking. Risk
analysts and policymakers who pay attention to probabilities find
that public demand for protection does not match up with informed
and careful assessments of risk. John Mueller, a political scientist at
Ohio State University, colorfully and comprehensively describes the
nation’s tendency to exaggerate the risk of low-probability, high-
consequence events in his book Overblown.” He examines a number
of threats posed by terrorism and discusses their associated security
costs. He concludes that these investments in security have not been
well placed.

Mueller acknowledges that the public is genuinely concerned
about terrorism. He cites national polls that indicate that even five
years after the events of 9/11, more than 40 percent of the public
worry that a member of their family will be a victim of a terrorist
attack. Of course, this level of concern is not even remotely close to
expert assessment of the likelihood of such an occurrence.

Why does the public neglect probabilities and instead worry about
dire events that almost certainly will not happen? People do so
because such threats command attention, and because it is much
easier to imagine vivid consequences than to think hard about likeli-
hoods. According to Mueller, the salience of threat information is
fueled by politicians, bureaucrats, media, and risk entrepreneurs
who stand to benefit from public alarm. Cass Sunstein, a law profes-
sor at Harvard University and now head of the Office of Information
and Regulatory Affairs in the White House, suggests that the most
practical solution might be to encourage the public to focus on other
matters rather than to convince it that the probabilities of these
threats are exceedingly small.?’
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Fear: Costs

Fear does serve a useful function when it causes us to flee from
danger or exercise caution in our actions—nature has its own wis-
dom here. However, President Franklin D. Roosevelt understood
fear’s darker side, and he noted it famously in his first inaugural
address:

This is preeminently the time to speak the truth, the whole
truth, frankly and boldly. Nor need we shrink from honestly
facing conditions in our country today. This great nation will
endure as it has endured, will revive and will prosper. So,
first of all, let me assert my firm belief that the only thing we
have to fear is fear itself—nameless, unreasoning, unjustified
terror which paralyzes needed efforts to convert retreat
into advance.”!

The phrase “unreasoning, unjustified terror which paralyzes needed
efforts” is key. Unreasoning fear may exact a high cost to our state
of mind, civil liberties, and economy.

Surveys at the time indicated that many continued to be fearful
and highly stressed for months following the events of 9/11.2
Researchers also found a connection between heightened sense of
threat and willingness to restrict civil liberties in the aftermath of
these tragic events.” In 2001, Kerry Herron and Hank Jenkins-Smith
found that almost 50 percent of Americans they polled strongly
agreed that government must stop terrorism even if it intruded on
some people’s rights and privacy; in 2003, this number was still
substantial at 30 percent.* Ben Sheppard, a policy analyst at the
Institute for Alternative Futures, cataloged a number of political
outcomes following the 9/11 attacks (e.g., new powers of detention
and surveillance given to the executive branch and law enforcement
agencies, decreased distinction between collecting intelligence and
gathering evidence for a criminal proceeding, and tripling of the
number of Border Patrol agents).”

And there are economic costs associated with being afraid. Con-
sider what happened to the airline industry. One econometric study
concluded that fear accounted for as much as a 30 percent demand
shock to the industry.” Peter Gordon, an economist at the University
of Southern California, and his associates, using input-output model-
ing, found similar impacts to the airline industry attributable to the
9/11 attacks.” Adam Rose, at the University of Southern California
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and also an economist at CREATE, has developed a computable
general equilibrium modeling framework for estimating the total
economic impacts for both natural disasters and terrorist attacks.
He has concluded that, in addition to estimating the direct damages
from these kinds of events, assessing the additional impact from
emotional and behavioral factors was also very important.®

James Giesecke, an economist at Monash University, colleagues
of mine at CREATE, and I used computable general equilibrium
modeling to compute the economic impact of a dirty-bomb detona-
tion in the financial district of Los Angeles.” The scenario was pat-
terned after a dirty-bomb scenario depicted among the U. S. Depart-
ment of Homeland Security’s National Planning Scenarios in which
180 people die and 270 are seriously injured.® Property damage was
assumed to be negligible. The area was a six-by-six-block section of
the downtown sector. Our simulation separated economic impacts
due to direct resource losses (i.e., casualties, property damage, and
business interruption) from those that were primarily behavioral in
nature (i.e., reduced consumption due to perceived contamination,
demands for increased wages to work near the financial district,
and increased investor premiums to do business in the downtown
area). In the short run (less than a year), the largest economic losses
resulted from a potential 30-day business shutdown of the financial
district. This shutdown amounted to a reduction of $1.87 billion
economic output for the city of Los Angeles. In the long run, risk-
related behaviors dominated and represented a $3.01 billion loss for
a typical year thereafter. Investigating a seven-year time horizon
and assuming a linear decay of perceived risk and fear, we concluded
that such an event would cost the city of Los Angeles approximately
$10.67 billion. Recall that we assumed the attack produced little
property damage and that the downtown reopened after 30 days.
To understand the contribution of risk perception to economic losses,
we compared direct resource and behavioral impacts. The ratio of
behavioral impacts to direct resource impacts turned out to be 5.71.
That is, for every dollar likely to be lost due to casualties or initial
forgone business, almost six dollars would be lost because of investor
and public reaction.

Business interruption costs can be mitigated to some extent by
rapid intervention and coordinated efforts among community agen-
cies. The short-run challenge is balancing the need to get businesses
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open again (or relocated) against safety concerns. These tradeoffs
can and should be thought about in advance. We calculated that
shutting down the financial district would cost the city of Los
Angeles $62 million per day. The next immediate challenge is restor-
ing investor and consumer confidence as quickly as possible.
Decreasing perceived risk and fear is best accomplished by building
trust and by developing risk communication before such a crisis.

Fear: Implications for Policy

The goal of risk communication is to help foster good risk deci-
sions, especially in the face of extreme threat. Natural disasters,
technological accidents, terrorism, and economic crises vie for public
attention. What these threats have in common is that they all make
people feel vulnerable. When faced with crisis, people frequently
feel uncertain about what the event signals for the future and how
they might cope with its consequences.

Terrorism, of course, seeks to exploit this tendency, hoping to
cause governments to overreact in response to public fear or anger.
The problem is not that the public will panic or emotionally fall
apart after an event like a terrorist strike.* Rather, prolonged focus
on the consequences of a potential threat such as a terrorist attack
produces three behaviors. First, people tend to ignore the probability
of the calamity occurring and as a result overweight the event’s
importance.’> Second, they often fail to consider the costs of
responses to this threat.® Third, they tend to become so distracted
by their concerns with emotionally charged threats that they ignore
other important matters.*

As an illustration, consider public support for the U. S. invasion
of Iraq. Following the events of 9/11, fear, anger, and the public’s
focus on terrorism and weapons of mass destruction made it much
easier for the Bush administration to sell the war.® Paying little
regard to plausibility, many Americans saw the prospect that terror-
ists could detonate a nuke in an American city as almost inevitable
without immediate and drastic action. They gave short shrift
to what the nation would pay to go to war. Saying that ignoring
these tradeoffs and critical uncertainties proved costly is an
understatement.®

One of al Qaeda’s primary objectives has been to severely damage
the U. S. economy. Even with the economic ripple effects following
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the 9/11 attacks, al Qaeda was unable to achieve this goal. Yet by
fall 2008, America was at the brink of economic collapse, not because
of a terrorist attack but because of the nation’s neglect and inability
to regulate crucial financial markets. America spent the years follow-
ing 9/11 focused almost exclusively on the emotionally charged
threat of global terrorism. In retrospect, it is clear that much more
attention should have been given to the less dramatic but more
consequential mortgage and security markets.

As the example illustrates, neglecting probabilities and tradeoffs
fosters policies that may not be in the long-term best interests of the
country. It is crucial to understand the science behind the public
response to threats like terrorism and to outline, then implement,
effective risk communication at both the national and community
levels.

Communicating about Threat

Americans can choose a different and more resilient way of
responding to protracted threats like terrorism. Shifting public
response will require better-articulated policy tradeoffs and a deeper
understanding of the connection between policy choices and their
long-term consequences; better-calibrated risk communications; and
particularly more focus on attitudes and behaviors that foster a
meaningful sense of control. Talking about risks in a way that pro-
motes understanding and that dispels fear is critical to resilient
response.

Dialogue about Policy Tradeoffs

Paul Slovic, colleagues of ours from CREATE, and I have
attempted to understand why perceptions of terrorism are so resis-
tant to change. Our ongoing discussions often return to the following
questions: Where on the national stage has there been a discussion
of the larger patterns of terrorism worldwide that would help us
put events in perspective? It has been several years; do most people
now have a good understanding of the deeper causes behind interna-
tional terrorism? Are Americans positioned to make informed
choices as to which policies they might support to increase their
security now and long term? Most importantly, have these tragic
events caused people to look carefully at prevailing beliefs, values,
and assumptions and consider their effect on world affairs? From
our perspective, the answer continues to be largely no to all four
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queries. This observation should be cause for concern. John Sterman
and Peter Senge, both experts in system dynamics at the Massachu-
setts Institute of Technology, observe that it is extremely difficult to
anticipate the long-term outcomes of policy without careful research
that particularly examines prevailing mental models (beliefs, values,
and decision rules).” Without meaningful public discourse and sci-
entific investigation, important policy decisions are likely to have
unintended consequences such as have been experienced in the
Middle East.

There are no easy technological, economic, or military fixes for
the challenges that face the United States and Western society; the
years ahead will require substantial insight and fortitude and may
involve significant turmoil. If we want to fear less, the explanations
we entertain about world events should be grounded in science and
squared with our highest values.

How individuals understand and explain the underlying causes
of terrorism may dictate their responses to terrorist threats. In his
pioneering work on learned helplessness and learned optimism,
Martin Seligman, a psychologist at the University of Pennsylvania,
has studied how people explain the causes of adversity to them-
selves.® He finds that people who see the causes behind present
difficulties as temporary and the effects of such difficulties as not
catastrophic are more hopeful, less anxious, and more likely to perse-
vere. They are, simply put, more resilient.

To foster this resilience, terrorism policy and dialogue should
focus more on sound information and less on perpetuating the notion
that we can prevent all or most forms of risk, including terrorism.
The public can be trusted with the truth. A useful model is the way
a skillful physician communicates about a potential medical problem
with a patient. The doctor neither hides nor hypes the risks involved.
Instead, he or she first discusses the problem with the patient, seek-
ing to identify areas of concern and gaps in understanding (decreas-
ing uncertainty). This is typically followed by a discussion of possible
options and corresponding tradeoffs (increasing actual and per-
ceived control). Coming to grips with decision tradeoffs is important
because seeking to feel unduly safe in one area may materially
restrict our opportunity to pursue goals we value individually and
as a nation. Bruce Schneier, a leading systems analyst, reminds us
that we need to be very mindful of the tradeoffs we make in our
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security decisions.” Risk and policy analysts, working closely with
behavioral scientists, have much to contribute to this dialogue.

Unreasonable expectations about safety may serve to stifle dia-
logue about important tradeoffs across the many security, health,
and environmental risks that exist. No nation or community has
unlimited funds with which to drive these risks to near zero. Instead,
these threats must be studied and prioritized. Policymakers should
allocate resources in a judicious manner that best reflects national
and community values. Whatever risk that remains must be faced
with understanding and calm. Identifying gaps in public knowledge
about certain risks will help, and factual information should be used
to guide risk messaging. Scientists and policymakers must work
together toward this end.

Better-Calibrated Risk Communications

Gaining a broad perspective on terrorism would reassure and
calm the public, but resilience would also benefit greatly from tar-
geted and well-crafted risk communications. For this we need a
careful and fine-tuned discussion of the different aspects of terrorist
threats. This discussion must involve a collaborative dialogue with
both experts and the public.

Baruch Fischhoff, a psychologist at Carnegie Mellon University,
and his colleagues have sought to facilitate such collaboration with
an approach thatis both applied and grounded in risk and behavioral
science.” When communicating about a certain risk, they suggest
that experts be consulted first to develop a representation that cap-
tures all important aspects of the particular risk. Using this model
as a guide, researchers should interview and survey the public to
determine their understanding of the risk. Risk communication
would then go toward filling gaps in public understanding. Mes-
sages should be subjected to careful testing before being distributed
to a wide audience.

They have applied this approach to a number of case studies,
including climate change, power-frequency fields, radon in homes,
and HIV/AIDS. For example, in the case of radon, these researchers
conducted extensive interviews and surveys to determine lay-
people’s understanding of what radon is, where it comes from, what
its dangers are, and how it is removed from a home. They then
compared interview and survey results with expert representations
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of the primary issues associated with radon to identify gaps in
understanding. They crafted risk messages and developed and
tested different risk brochures aimed at improvements in public
understanding.

This approach appears especially promising in communicating
about various terrorist threats. Consider the difficulty of communi-
cating about different types of biological and radiological attacks."
These hazards are complex, poorly understood, and likely to be very
emotionally charged.” Thorough study of the public’s knowledge
deficits and acute attention to the development of messages will be
required to build trust in risk managers’ recommendations.®

Political leaders should also attend to how they present likelihoods
of threat. Many in the public are not skilled with numerical informa-
tion, for example. Poorly presented statistical information may
heighten their perceptions of risk, especially emotionally charged
risks.*

Best practices have also emerged that may be applied to communi-
cating about terrorism itself.* Tim Sellnow, a professor of communi-
cation at the University of Kentucky, and his colleagues emphasize
that risk messages should be policy relevant, culturally sensitive, and
transparent with respect to what is currently known or uncertain.

As for crisis communications, Rose McDermott, a political scien-
tist at the University of California, Santa Barbara, and Phillip
Zimbardo, a psychologist at Stanford University, advise that, wher-
ever possible, warnings should be specific (e.g., region of the country
at increased risk, how the investigation is unfolding, what citizens
are to do, if anything).* The idea is to alert as few people as necessary
and for as brief a period as essential. Debriefings should be forth-
right, indicating what went right or wrong in terms of detection
or response.

Consider how to plan for communicating with the public follow-
ing a dirty-bomb attack. It would be important to have developed
and tested risk messages surrounding policy recommendations (a
city mayor would have to order people to shelter in place or evacuate
within minutes of the explosion). Such messages would have to be
sensitive to different constituencies (parents of school-age children
would need to know their children are safe from radioactive debris).
How should city officials advise citizens about known radiation
levels throughout the city?
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Plans would have to address uncertainties as well. For example,
officials may not know how the perpetrators obtained the radioactive
materials or if they are capable of striking again. Involving the public
early would be key. Issues surrounding radiation are very difficult
to explain, and it would be crucial to identify concerns and gaps in
public understanding (a dirty bomb is different from a nuclear
bomb). It is critical to design and test these types of communications
in advance of any crisis. It is unlikely that they can be designed
properly in the midst of a terrorist attack.

Risk analysts have made considerable progress in both the assess-
ment (e.g., identification, quantification) and the management (e.g.,
communication, mitigation) of risk.” Behavioral scientists have
learned a great deal about risk communication and people’s response
to different threats.”® However, Paul Slovic and Elke Weber, a psy-
chologist at Columbia University, caution that there are likely to be
meaningful differences between technical risk estimates and public
perceptions of risk.” They emphasize that risk managers need to be
sensitive to these differences, especially to the level of trust the
public places in mechanisms used to address particular risks.

Our expectations and public discourse about terrorism—and
safety and economic stability more generally—should better reflect
scientific and expert consensus. Risk communication strategies
should be devised in advance. And public officials should discuss
potential threats in a way that gives every American a sense of role
in the solution. This latter point is especially important.

Attitudes and Behaviors That Foster Control

Communicating effectively about terrorism should provide the
kind of information that empowers individuals, institutions, and
communities to make better risk decisions. It should be based on
sound science and a deep respect for public understandings and
concerns. Ideally, it should foster resilience and not fear, as skills
and self-efficacy improve. Admittedly, communicating about events
that were “unthinkable” a decade ago is very difficult.” Since 9/11,
we have made mistakes, but we can boast notable successes as well.

Consider first the weakness of the color-coded warning system
that admonishes the public to be vigilant and aware of all things
suspicious. What risk or behavioral science is this system based on?
Normal people habituate to this type of message—these alerts have
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become little more than background noise. In fact, journalists have
noted the uncanny timing of threat alerts during political down-
turns.” True or spurious, these suggestions of manipulation have
eroded trust.

In other areas, significant progress has been made. For example,
the Department of Homeland Security has taken steps to incorporate
concepts from the risk analysis community into policy and official
communications.” Probabilities and consequences are now explicitly
discussed in risk policy. Additionally, DHS has created national
planning scenarios that characterize many of the threats the nation
faces.” These scenarios have proved useful guides to regional train-
ing exercises. All these things begin the process of empowering
people, localities, and local institutions to understand and manage
risks.

In 2004, DHS launched the first of its many university centers to
enlist the help of the academic community. Collaborative research
across many disciplines continues to contribute to our understanding
of risk communication as it relates to national security. However,
the pool of research talent has hardly been tapped in the area of
behavioral science, and much important work remains to be done.
DHS has also sponsored the Community Emergency Response Team
program. This program trains neighborhood volunteers to work
closely with first responders and local officials in times of disaster.
CERT provides excellent training in risks associated with natural
disasters and most technological accidents. Importantly, CERT fos-
ters resilience by encouraging community members to be involved
with protecting themselves and their neighbors.

Fostering resilience in the face of future threats depends in part
on scientists’ ability to identify critical gaps in public knowledge
and risk managers’ skill to address these deficiencies with the right
risk messages. Risk communication and policies that promote resil-
ient response to disasters will require a commitment to research in
a number of important areas.

If we are to effectively address the uncertainty and perceived lack
of control that follow acts of terrorism, we need to identify gaps in
public understanding well before such events. Risk domain experts
should be queried about probabilities, consequences, causal mecha-
nisms, and possible mitigation strategies. Significant progress has
already been made along these lines.
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For example, Louise Comfort, a professor of public and interna-
tional affairs at the University of Pittsburgh, has looked at how
communities worldwide have responded to major earthquakes to
better understand the dynamics of crisis and effective policy and
communication.”® She makes a number of insightful observations,
based on a survey of the literature and her own empirical work,
that are relevant to the threat of terrorism. First, a community’s
ability to effectively mobilize its citizens depends critically on the
level of awareness, skill, access to resources, and commitment to
action before the event’s occurrence. Preparation matters. Second,
communities appear to have a collective memory of the tragic event,
which continues to influence the later choices of organizations and
individuals. Experience matters. Third, important communication
feedback loops transmit information that allows members in a com-
munity to adjust to altered conditions and provide the mechanisms
to learn and adapt. Relevant and timely information matters. Fourth,
over time, relationships among group members may be enhanced
in a way that significantly improves a community’s performance in
the face of threat. Group dynamics matter.

People rarely react to mishaps as experts would have them do.
Rather, public response to a crisis typically follows a path defined
by education and preparation, experience, information, community
cohesiveness, and intergroup collaboration during the event. Cul-
tural influences and characteristics of the event also matter.
Responses may not be proportional to the probabilities or conse-
quences associated with the threat. Collective reactions depend criti-
cally on initial conditions of preparation and group interactions as
the crisis unfurls.

Communities, like organizations, respond best to crisis when key
players have already established deep lines of communication and
know one another’s responsibilities, priorities, and capacities. For
example, in the Los Angeles dirty-bomb study mentioned earlier,
we had an opportunity to meet in City Hall with key emergency
response and business managers. It was instructive to see how well
each of these professionals from diverse agencies (e.g., fire, police,
health, environment, chamber of commerce) knew not only his or her
own mission but his or her counterparts’ missions. This knowledge is
particularly important because, in the event of a disaster, tradeoffs
must be made that address competing interests. Capacity to respond
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and recover needs to be nurtured at the neighborhood level as well.
Resilience has its roots in local skills and relationships. Developing
these skills and relationships is the motivation behind DHS’s
CERT training.

Fortunately, social scientists and mathematical modelers have
developed simulation approaches that address nonlinear response
to crisis (i.e., response not proportional to outcome probabilities and
consequences). This research may provide additional insight into
these matters.” These simulations may also allow us to generalize
our findings to a wide variety of contexts.

There are three key policy and risk communication challenges
that will be important to consider. First, how does the collective
reaction of a community before and during a crisis emerge from the
interaction of individual behaviors? As individuals we operate on
imperfect information, but as communities we often exhibit insight
and rationality. Second, how in turn do the emergent characteristics
of response (e.g., community goals, norms) influence individual
behaviors? Social norms often bring out the best or worst in individu-
als, especially during times of crisis. Third, how, through nuanced
risk communication and policy influences, can we facilitate these
reciprocal influences to the collective good for communities, nations,
and the world?

Researchers will continue, through interviews and surveys, to
investigate the public’s understanding of risk and will carefully
catalog and profile gaps in knowledge. These findings should lead
to significant improvements in risk and crisis communication. How-
ever, progress in the understanding of how groups interact within
communities while preparing for and responding to crises may
prove to be the most important scientific contribution. Advances in
mathematical modeling now permit researchers to test their theories
and policy recommendations in a virtual environment. A time has
arrived in which community leaders and first responders may learn
to manage risk not only in the field through personal and sometimes
costly experience but in the lab through their participation in risk
management simulations.

Conclusion

International terrorism and volatility in global markets have given
us good reason to examine our readiness to respond. Terrorism
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continues to loom large in the public mind with far-reaching effects
on the nation’s economy and policies. Terrorists use fear and anger
to encourage the public to feel powerless and to provoke the nation
to overreact. Fear is rooted in perceptions of uncertainty and lack
of control regarding salient threats. It is difficult to sound the all
clear following actual or threatened terrorist strikes.

People often ignore the low probability that dire events will occur.
They take actions that are frequently not reasonable based on the
facts. These are understandable but costly mistakes.

Resilience in the face of terrorism demands that the public be
encouraged to participate in its own protection. Expectations con-
cerning safety must be made reasonable and balanced with the risks
posed by other hazards. Restoring perceived control and involving
citizens in community preparedness efforts should be a major focus
of communications efforts. Facing the threat of terrorism requires
identifying gaps in public understanding and targeting risk commu-
nication at these deficiencies. Risk perception research is making
progress toward these ends. Lagging, however, is the translation of
this research into risk management practice.

In recent years, we have seen the power of events to shape people’s
thoughts and behaviors, and to capture public discourse. On occa-
sion, we have forsaken reason and empathy, forgetting the larger
consequences of our policies and their boomerang effects. Despite
our missteps, America may yet offer the voice of calm and delibera-
tive action to a world as shaken as we are. And through these
travails, we must lead by example, inspired by our constitutional
freedoms and drawing from the best of our science and culture.
Resilience and compassion should infuse our policies so that they
offer security at a price we will not regret later.
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